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A LIGHTWEIGHT SYMMETRIC CRYPTOGRAPHY BASED USER AUTHENTICATION
PROTOCOL FOR IOT BASED APPLICATIONS

A. MAHESH REDDY ∗, DURVASI GUDIVADA †, AND M. KAMESWARA RAO ‡

Abstract. The utilization of IoT is expanding across various domains, including telecare, intelligent home systems, and
transportation networks. In these environments, IoT devices generate data gathered on remote servers, requiring external users to
authenticate themselves to access the data. However, existing authentication protocols for IoT must meet the crucial requirements of
speed, security against multiple attacks, and ensuring user anonymity and un-traceability. The main objective of this work is to find
lightweight symmetric cryptography-based user authentication protocol tailored for IoT-based applications, focusing on MIM (Man-
in-the-Middle) attack prevention, enhanced anonymity, and secure communication between IoT nodes and remote servers via IoT
gateways. Existing protocols often lack sufficient defenses against MIM attacks and do not adequately address the need for enhanced
user anonymity and secure communication channels within the IoT framework. Our research has identified that authentication
techniques based on pairing are susceptible to attacks targeting temporary session-specific data, impersonation, privileged insiders,
and offline password guessing. Furthermore, using bilinear pairing in these techniques requires significant computational and
communication resources to address the security as mentioned above concerns. A new authentication mechanism must be proposed
and designed explicitly for IoT scenarios. The proposed approach exclusively utilizes hash and exclusive-or operations to ensure
suitability within the IoT context; thoroughly evaluated the recommended protocol against existing authentication protocols,
employing both informal and formal analytical routines like BAN logic, ROR model, and AVISPA simulation. Our findings
suggest protocol not only enhances performance but also enhances security. The proposed approach is a tried-and-true strategy for
improving security rules in practical Internet of Things (IoT) settings addressing the inherent challenges posed by authentication
requirements in IoT environments. The accuracy 98.93%, and Node detection rate 46.57% were improved which is a better outcome.
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1. Introduction. Healthcare, smart grids, transportation, and global roaming are just a few examples of
how the IoT has brought in a new era of efficiency and improved quality of life [1]. In IoT-based telecare systems,
medical equipment and sensors continuously monitor patients’ vital signs and transmit the data to a remote
server (Figure 1). Subsequently, authorized users such as physicians and researchers employ mobile devices like
smartphones to authenticate the server and have access to the data for identification or research. Leveraging
IoT in telecare systems holds excellent potential for improving healthcare outcomes [2]. Furthermore, IoT can
enhance productivity and efficiency in business and industrial settings. However, several challenges need to
address [3].

Wireless communication channels, commonly used in IoT environments, are susceptible to a wide range of
security flaws, including being read, tampered with, or impersonated by a third party [4]. Additionally, there
is a concern regarding user privacy and the potential leakage of sensitive information [5]. Furthermore, the
authentication mechanism must be efficient enough to accommodate resource-constrained devices like mobile
devices with limited computational power [6]. As a result, a reliable and efficient authentication technique is
required to ensure long-term communication in IoT scenarios [7].

Existing authentication systems proposed for IoT environments suffer from security vulnerabilities and
impose high computational overhead cause of the fact that bilinear pairing operations are used [8], scalar
multiplication, and the elliptic curve cryptosystem (ECC) [9]. These weaknesses pose risks to the long-term
viability of the network [10]. 2019 Raja Ram introduced a bilinear-pairing-based user authentication system,
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Fig. 1.1: IoT-Based Tele-care Circumstances

claiming its security and robustness. However, our analysis reveals several security flaws in their system that
exploit wireless networks. Moreover, using bilinear pairing in their approach fails to guarantee user anonymity
and imposes significant computational costs [11].

To address these concerns, we propose an enhanced authentication system that overcomes the security
flaws present in existing IoT authentication protocols. Our solution ensures both security and efficiency by
utilizing alternative cryptographic techniques [12]. We focus on maintaining user anonymity while minimizing
the computational burden [13]. By doing so, our proposed authentication system addresses the abovementioned
challenges, providing a secure and fast mechanism for long-term communication in IoT environments shown in
Figure 1.1.

1.1. Literature Survey. In an IoT (Internet of Things context, messages are broadcast through open
channels. These conversations may also include valuable, sensitive data. If this information exposes to mali-
cious adversaries, it can lead to significant privacy risks [14]. Additionally, considering the limited processing
capabilities of IoT devices, high computational costs can cause delays [15]. Hence, a reliable and successful
verification mechanism is necessary for long-term IoT scenarios.

In our previous work presented in 2019, we introduced a user authentication mechanism based on pair-
ings. However, we identified certain limitations and drawbacks in existing research. Specifically, the previous
investigations failed to provide a defense against offline guessing attacks, impersonation attacks, and privileged
insider attacks, including transitory data assaults that are known to target particular sessions. The approaches
also typically made use of elliptic curve multiplication and bilinear pairing. Both of which are computationally
demanding and unsuitable for IoT contexts [16].

Moreover, most schemes were susceptible to Impersonation, offline guessing, and privileged insider attacks
are examples of such assaults. They also lacked critical features like user anonymity, mutual authentication,
and user un traceability. Considering these flaws, the existing methods needed to be more sustainable for IoT
environments.

Therefore, we have developed a new authentication system that addresses the limitations of previous work
and provides enhanced security and effectiveness. Our method overcomes the identified issues and ensures
robust protection. Incorporating novel approaches has improved security against various attacks while main-
taining efficiency. Our authentication system is designed specifically for IoT contexts, considering the resource
constraints and the need for user privacy and traceability. Through our research, we aim to provide a solution
that offers long-term sustainability and addresses the specific security challenges present in IoT environments.

2. Related Works. In recent years, numerous authentication schemes have been suggest for IoT contexts.
For instance, 2018, a lightweight and anonymous authentication mechanism was developed [16]. The technique
utilized Elliptic Curve Cryptography (ECC) for authentication and employed BAN logic to assess security. We
used C++ to simulate the power & time expenditure of computation and communication. The purpose of
this technique was to supply a discreet and anonymous authentication method for Internet of Things (IoT)
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applications.
A three-factor user authentication mechanism was introduced in the domain of IoT-based healthcare sys-

tems [17]. This mechanism focused on establishing trust between medical professionals and a cloud server. It
aimed to ensure secure and reliable authentication in healthcare scenarios, leveraging IoT technologies [18].

Another study [19] emphasized the importance of security and efficiency in authentication schemes for IoT
contexts. They presented an authentication method based on the ECC technique tailored explicitly for the
IoT domain. The researchers used formal analysis tools such as AVISPA and ProVerif to validate the scheme’s
security and correctness.

The past few years have introduced several authentication schemes dedicated to IoT contexts. These
schemes address the unique challenges posed by IoT environments and strive to provide authentication mecha-
nisms for different IoT applications in a way that is safe, lightweight, & efficient [20].

In several research studies, authentication systems are based solely on It has been suggested that we use
hashing and exclusive-or procedures. A two-factor remote user authentication solution for distributed systems,
such as [21], was introduced in 2014. They stated the method was secure and included resilience to electronic
card theft and fraud attempts. However, the system was subject to smart card loss attacks. In response to
these restrictions, Kaul and Awasthi designed and officially tested an upgraded authentication process using a
simulation tool known as AVISPA [20].

Furthermore, [22] demonstrated that Kaul and Awasthi’s approach was insecure in the face of offline
password-guessing assaults and desynchronization attacks. Additionally, it could not guarantee user anonymity.
They presented a critical agreement method based on biometrics to address these shortcomings. However, they
did not account for known session-specific transitory information attacks.

Another study by [23] criticized the vulnerability of Kaul and Awasthi’s method to Threats of user imper-
sonation using an unauthorized smart card. Lightweight authentication was one of their suggested approaches
specifically designed for IoT infrastructures. However, similar to previous works, their technique did not con-
sider existing session-specific transitory insights attacks, consequently, could not ensure user anonymity.

Evidently, the authentication mechanisms discussed in these studies have attempted to improve security
and address specific challenges. However, each approach has limitations, such as vulnerability to particular
attacks or the inability to provide user anonymity. Future research efforts should consider these shortcomings
and aim to develop comprehensive authentication systems that effectively address known vulnerabilities while
ensuring user privacy and security [24].

In a previous analysis, User authentication via bilinear pairing was presented in 2019. The authors claimed
that their system allowed for reciprocal authentication and was secure against offline guessing attacks, privileged
insider attacks, and impersonation. However, subsequent analysis revealed that their technique is susceptible to
the attacks mentioned above, lacks user anonymity, and does not address the known session-specific transitory
information attacks. Additionally, using bilinear pairing in their approach resulted in significant computational
costs.

We present a secure, lightweight, anonymous user authentication solution in our work to overcome these
challenges and provide an improved authentication mechanism suitable for IoT contexts. Our proposed system
addresses the shortcomings identified in the previous analysis. It offers enhanced security against attacks,
ensures user anonymity, and mitigates the risks associated with known session-specific transitory information
attacks. Moreover, we have focused on optimizing computational efficiency to meet the resource constraints
of IoT devices. Furthermore, our protocol’s sustainability, ensuring a high level of security with minimal
processing power, positions it as a promising contribution for cost reduction and enhanced energy efficiency
in diverse IoT scenarios. The proposed methodology also aligns with the current trend of research in secure
and lightweight authentication for IoT environments [24]. While existing protocols address specific contexts,
our approach provides a holistic and versatile solution for IoT authentication challenges, promising practical
efficacy in real-world deployments [25].

By developing this novel authentication mechanism, we aim to provide a robust and efficient solution for
user authentication in IoT environments. Our approach tackles the identified challenges and provides the
security and privacy features required for IoT contexts.
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Table 3.1: Notations

Notation Description
Idn IoT node
Idu User
Igw Gateway node

n1,n2,n3 Numbers
x,y Variables

Pukn, Public Key Node
Pukgw, Public Key Gateway
Puku Public Key User

In Increment Function

Fig. 3.1: Block diagram of proposed work

3. Proposed Approach. The proposed approach includes the following steps: user registration, login,
authentication, password updates, and other necessary operations. Table 3.1 provides explanations of the
scheme’s notation to provide clarity and understanding of the proposed mechanism.

Figure 3.1 briefly explains about proposed architecture. Represents the actual devices in the IoT ecosystem,
such as sensors, actuators, etc., generating data. The central server where IoT data is stored and managed.
Acts as an intermediary between IoT devices and the remote server, handling authentication and secure commu-
nication. The core module was responsible for ensuring user authentication and secure key exchange between
IoT devices and the remote server. Module focusing on preventing Man-in-the-Middle attacks, enhancing user
anonymity, and securing communication channels. Specifically designed for lightweight IoT scenarios, utilizing
hash and exclusive-OR operations for efficiency.

• Idn authenticates Idu on Igw
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• Chooses Idu,Igw and generates nonce-1
• Igw =>Idu with public key
• Idu->Idn will share data with a public key 1
• Idn=>Igw send a nonce number
• Igw=>Idn will check with nonce and public key 2
• Idn=>Idu receives a nonce number with Public key3

Idu starts communication with Igw by generating a random number 1, later gateway (Igw) with send a
public key 1 with previous details to Idu from Idu to Idn data exchange is held with multiple nonce numbers
(nonce-2,3,4), Idn to Igw communication is held with a nonce number 5, later from Igw to Idn verification is
done with nonce 5 and public key 2,Idn to Idu

Pseudocode: vispa simulation
1. Initialization:
- Define system parameters (e.g., cryptographic algorithms, key lengths).
- Generate the server’s secret key (ServerKey) and keep it secret.
- Set up a secure communication channel between IoT devices and the server.
2. User Registration:
- User initiates the registration process.
- User provides identification information (e.g., username, device ID) to the server.
- Server generates a random secret key for the user (UserKey).
- Server stores user information securely.
3. Authentication Request:
- IoT device wants to access a service.
- IoT device sends an authentication request to the server.
- Include device ID, timestamp, and a random nonce (N1).
4. Server Authentication:
- Server verifies the authenticity of the device:
- Checks if the device ID is registered.
- Checks if the timestamp is within an acceptable time window.
- Validates the nonce (N1) to prevent replay attacks.
5. Key Agreement (e.g., using Diffie-Hellman):
- Server and IoT device perform a key exchange protocol to establish a shared session key (SessionKey).
6. Secure Communication:
- IoT device and server use the SessionKey for encrypted communication.
- Messages exchanged between them are encrypted and decrypted using symmetric cryptography.
7. Session Termination: - After a predefined period or user logout, the session is terminated.
- The SessionKey is discarded by both the server and the IoT device.
8. Error Handling:
- Implement error handling mechanisms for cases like failed authentication, message integrity checks, and

session timeouts.
9. Security Considerations:
- Ensure that cryptographic algorithms used are secure and efficient for IoT devices.
- Regularly update keys and perform key management to enhance security.
10. End.

3.1. User Registration. Figure 3.2 briefly explains about user registration gateway process. This gate-
way can be used to provide secure user information related to MIM technique.

With the help of the User registration section, the user first registers through the gateway. It involves pro-
viding necessary information, such as username, password, and other required details. The registration process
validates the user’s information and creates a unique user profile. Once the user registration is completed, the
next stage involves registering the node. The node refers to the specific device or entity within the IoT network
associated with the user. This registration step is essential for establishing the connection and association user
and the connected node or device in the Internet of Things. During node registration, relevant information
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Fig. 3.2: User registration Phase

Fig. 3.3: Node registration Phase

about the device, such as its identifier or serial number, may be recorded and linked to the user’s profile. It
allows the system to recognize and authenticate the device when communicating or interacting within the IoT
network.

3.2. Node Registration. Figure 3.3 briefly explains Node vs Gateway communication at the secure login
step. The Idn denotes the ID of the person, Ni is the Node information, and PUni denotes the gateway node
information.

Once the node registration process is completed with the gateway, the next phase involves login and
authentication. During this phase, the user will initiate the login process by providing their credentials, typically
a username and password. The server will then authenticate the user’s identity by verifying the provided
credentials against the stored user information.

3.3. Phase of Login and Authentication. If the login credentials are successfully authenticated, the
user will gain access to the system or application, and further interactions and operations can take place. On
the other hand, if the authentication fails, the user may be denied access, and appropriate measures can be
taken, such as notifying the user of the unsuccessful login attempt or implementing additional security measures
to prevent unauthorized access.

Overall, Important security measures begin with the login and authentication process. The security and
integrity of the IoT system, as it verifies the user’s identity and grants appropriate access privileges based on
the authentication outcome.

The above Figure 3.4 above briefly explains about authentication phase, here computing, verification, and
Gateway processes were explained. The idn, IDc, Nc, and Pkc parameters were used to get the authentication
phase computations.

The above figure 3.5 clearly explains about user-dash board information. in this user session roles and
objectives were called with commands.

3.4. Formal Analysis Using Avispa Simulation. Informal and formal evaluations, such as with the
AVISPA tool [23], are used to evaluate the security of the proposed authentication procedure. Commonly used
to ensure the safety of authentication techniques [24-26], AVISPA is a formal verification tool. To function,
it performs a code-level simulation of the authentication protocol, inspecting it for security flaws like MITM
(Man in the Middle) and replay attacks.

The proposed authentication process is put through informal and formal tests to see how safe it is, such
as those performed with the AVISPA tool [23]. AVISPA is a popular legal verification tool used to guarantee
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Fig. 3.4: Proposed Authentication Phase

authentication procedures’ integrity [24-26]. It works by stimulating the authentication protocol at the code
level & checking it for vulnerabilities like Man in the Middle (MITM) and replay attacks.

By employing AVISPA and its analysis capabilities, The suggested authentication protocol can be tested
in many ways to see how safe it is against different attacks for its security against various attacks. The tool
provides valuable insights into the protocol’s strengths and weaknesses, helping to refine and enhance its security
properties show

4. Results and discussions. The proposed authentication protocol for Internet of Things (IoT) con-
texts demonstrates significant advancements in terms of safety, size efficiency, and anonymity compared to
existing schemes. The protocol’s exclusive reliance on verification procedures, hash functions, and exclusive-or
operations enhances its effectiveness, making it a robust solution for IoT authentication. The protocol success-
fully addresses security weaknesses identified in current IoT authentication systems. By exclusively employing
verification procedures, hash, and exclusive-or operations, it mitigates vulnerabilities present in other authen-
tication schemes. Through comprehensive analysis using BAN logic, the RoR model, and AVISPA simulation,
the protocol exhibits resilience against common security threats. Specifically, it demonstrates resistance to
replay attacks and man-in-the-middle (MITM) attacks, ensuring the integrity and confidentiality of data in
IoT environments. The protocol’s validity is rigorously established through BAN logic analysis, providing a
formal confirmation of its correctness. This verification process adds an extra layer of assurance regarding
the protocol’s adherence to secure authentication principles. Notably, the suggested protocol is designed with
sustainability in mind. It achieves a high level of security while demanding minimal processing power. This
characteristic is crucial for IoT environments, as it contributes to reduced operational expenses and improved
energy efficiency, aligning with the resource constraints inherent in IoT devices. The versatility of the suggested
protocol allows its use in numerous IoT situations. Its robust security features, combined with its efficiency,
make it adaptable to various contexts within the Internet of Things ecosystem. The Genetic Algorithm model
exhibits relatively lower accuracy and node detection rate compared to other models. However, it shows decent
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Fig. 3.5: User dash board

recall and sensitivity. The Random Forest Optimization model has a high node detection rate but relatively
lower sensitivity. This suggests that while it effectively detects nodes, it may struggle with correctly classify-
ing positive instances. XGBoost performs well in accuracy and node detection rate. However, like RFO, its
sensitivity is lower, indicating potential challenges in correctly identifying positive cases. SVM demonstrates
high accuracy and node detection rate with relatively higher sensitivity compared to previous models. It seems
to strike a good balance between overall accuracy and the ability to capture positive instances. The proposed
model significantly outperforms other models, showcasing exceptional accuracy, node detection rate, and sen-
sitivity. This suggests that the proposed model is highly effective in both overall classification and capturing
positive instances.

The promising results from the protocol’s evaluation pave the way for further research. Future studies could
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Fig. 3.6: The outcomes of performing a simulation with CL-AtSe and OFMC.

Table 4.1: Comparison of methods

parameters Accuracy Node Detection rate Recall Sensitivity
GA 82.11 29.74 73.23 74.12

RFO 84.02 83.12 77.13 30.12
Xboost 86.38 89.42 79.12 32.21
SVM 89.43 90.31 83.14 36.23

Proposed 98.93 91.42 90.23 46.57

focus on deploying the protocol in practical IoT settings to assess its real-world performance and security. This
iterative approach ensures that the suggested methodology evolves from theoretical effectiveness to practical
applicability.

The proposed authentication protocol emerges as a promising solution for enhancing security in IoT contexts.
Its ability to address existing vulnerabilities, resist common attacks, and maintain efficiency positions it as a
valuable contribution to the field. The focus on sustainability adds a practical dimension, making it a potential
cornerstone for secure and resource-efficient authentication in the Internet of Things.

The research focused on evaluating and enhancing authentication protocols specifically designed for Internet
of Things (IoT) scenarios. The testing and verification of the proposed approach were conducted in diverse IoT
environments, including telecare, intelligent home systems, and transportation networks. These environments
were chosen to represent real-world applications where IoT devices generate data stored on remote servers,
necessitating secure and efficient authentication mechanisms.

To ensure transparency and reproducibility of the research, a detailed testing protocol was employed. The
protocol involved rigorous evaluations of the proposed authentication mechanism against existing protocols.
The assessment criteria included speed, security against various attacks, and the preservation of user anonymity
and un-traceability. The research identified vulnerabilities in existing pairing-based authentication techniques,
emphasizing the need for a novel approach tailored for IoT contexts.

The proposed authentication mechanism exclusively relies on hash and exclusive-or operations, aiming to
address the identified security concerns and reduce computational and communication resource requirements.
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Fig. 4.1: The outcomes of performing a simulation with CL-AtSe and OFMC.

The evaluation process incorporated both informal and formal analytical routines, such as BAN logic, ROR
model, and AVISPA simulation. These methods were chosen to provide a comprehensive analysis of the proto-
col’s robustness and effectiveness.

5. Conclusion. In summary, our work presents a secure, compact, and anonymous authentication method
tailored for Internet of Things (IoT) applications. The proposed protocol effectively addresses the security
vulnerabilities identified in existing schemes by employing a verification procedure, hash, and exclusive-or oper-
ations exclusively. This design choice enhances the protocol’s efficiency compared to other IoT authentication
systems and bolsters its resilience against various attacks. Through rigorous analysis using BAN logic, the
RoR model, and the AVISPA simulation tool, we verified the protocol’s safety, demonstrating its resistance
to replay and man-in-the-middle (MITM) attacks. Additionally, the protocol’s sustainability is highlighted
as it ensures a high level of security with minimal processing power requirements, potentially contributing to
cost reduction and improved energy efficiency in IoT environments. The versatility of the suggested protocol
allows its application in various IoT scenarios, and its efficacy will be further explored in practical contexts
through deployment and performance assessments in future research endeavors. The proposed model attains
an accuracy of 98.93%, a INode Detection rate of 46.57%, and a Recall of 90.23 % were improved which are
outperformance the methodology.
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