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MOVING BEYOND THE CRYPTO-CURRENCY SUCCESS OF BLOCKCHAIN:
A SYSTEMATIC SURVEY
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Abstract. Blockchain (BC) is a technology whose value today is estimated by the success of Bitcoin. However, the spectrum of
Blockchain applications goes beyond the financial sector. It has displayed enormous potential for revamping the customary industry
with its key merits like decentralization, persistency, anonymity, and auditability. In this paper we conduct a comprehensive survey
on the blockchain technology, explaining its structure and functioning. This work has analyzed the potential of BC in seven crucial
sectors vis. voting systems, supply chain management, the security of Internet of Things (IoT), healthcare, intelligent transportation
systems, government services, and tourism. Moreover, this paper has critically evaluated the traditional technologies used in various
sectors, the problems in them, and the benefits that will be provided by the employment of BC. With its future directions, this
paper will help researchers to create and realize new value for various sectors that is beyond anything we can imagine with existing
technologies.
Key words: Blockchain, Bitcoin, Decentralization, voting systems, intelligent transportation systems, security of Internet of
Things (IoT) and government services.
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1. Introduction. A mixture of technologies like Artificial Intelligence, Internet of Things (IoT), robotics,
cloud Computing, and Blockchain is marking the dawn of a new era in the world of information technology.
Among these, BC is particularly noteworthy for its contribution in the creation of a strong backbone for
decentralized data processing technology [1]. Although, originally conceived as the cardinal framework of the
first cryptocurrency, i.e., Bitcoin, BC has cruised its way through the financial sector into a broad spectrum
of applications, most of which are identified in this paper. Today, Bitcoin is identified as one of the most
paradigmatic utilizations of Blockchain. Recognized as a famous substitute to fiat money, it is appreciated for
its anonymity [2]. The users of Bitcoin are identified through cryptographic pseudonyms [3] and as long as the
attacker’s power of computation does not exceed that of the honest nodes in the network, the Bitcoin ledger
has reliable liveness and consistency features [4]. Blockchain technology created this reputation of Bitcoin by
being an immutable ledger that is secured by a network of peer-peer participants [5]. US Treasury identifies
Bitcoin as a decentralized peer-peer virtual digital currency [6]. After the creation of Bitcoin in the year 2009,
about 200 more crypto-currencies referred to as alt-coins were developed. Although these currencies were built
by branching out from the original Bitcoin protocol, they do have their unique characteristics which make them
different. Figure 1.1 lists various crypto-currencies as per their market capitalization values [7].
As per [7], the total market cap in digital currencies was approximated at 242 billion USD on 18th January
2020. With the present market value of 3,964 USD per unit of Bitcoin (bitcoin) and a total market cap of
68 billion USD, Bitcoin takes a 52% share of the whole market cap and ranks number one among all the
crypto-currencies available today [8]. Figure 1.1 also demonstrates that the second and third largest digital
currencies according to their market values are the Ethereum, and Ripple/XRP accounting for 12% and 10%
capitalization values. Other currencies form the remaining 22% of the market capitalization value.
The decentralized nature of BC attract the attention of IoT, Supply Chain Management (SCM), Voting
and multitude of other environments fitted out with decentralized topologies [9, 10]. Moreover, the distributed
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Fig. 1.1: Crypto-currencies by their market capitalization values.

consensus mechanism offered by the BC networks makes it crucial in the organization of global state machine
for general purpose byte-code execution [11]. The consensus mechanisms used in BC offer concession that
requires very less messaging overhead and absolutely no identification authentication on the global BC-data
state. In addition to these reasons, since, BC can offer transaction driven asset management in communication
networks, it is considered as one technology that can become the strength of developing trusted open-access
virtual computers [12].
Although, a lot of potential areas concerning BC and research gaps in them have been identified in this
paper, the key obstacle, however, in the path of true realization of BC in real business environments is that of the
scalability [13]. Firstly, compared to the 2000 transactions per second carried by the VISA system, the Bitcoin
system can only handle 7 transactions per second [3] and hence gives less throughput. Also, the block interval
time is nearly 10 minutes and the number of transactions is limited by the size of the block which is 1 megabyte
(MB). In real world, however, the number of transactions emerging is huge, and hence eﬀicient schemes need
to be built for BC to enhance its scalability and throughput. Secondly, the entire process of blockchaining
consumes a lot of network resources because each transaction needs to be transmitted to all the nodes twice,
first, when it is generated and second when it is mined. This not only wastes the network resources, but also
increases block propagation delay. Thirdly, in BC, it is required that any node that processes the transaction
stores it back to the genesis block. This makes it diﬀicult to directly implement BC in environments where the
nodes have limited computational and memory resources [14].
The main contribution of this paper is highlighted as follows:
• There is an adequate amount of literature on BC from diverse outlets, such as forums, wikis, forum
articles, documents, conference proceedings, and journal papers. However, most of these scientific
studies (discussed in the paper) revolve around decentralized digital currencies, including Bitcoin.
Our paper, instead, focuses on the wholesome aspect of the BC technology, viewing it from both
technological and application outlooks.
• Our work has organized the literature according to its categorization. It has compared the advantages
of using BC technology over the ones that are currently being used.
• Our survey protocol is that first we have identified the fields where BC could be used apart from cryptocurrencies, then we have reviewed the work done in that field, critically reviewing it and providing BC
based solutions. As such, this paper can act as a guiding torch to the researchers for identifying the
gaps and limitations in the existing work in various domains and direct them in how BC could be
helpful.
• The IoT attack surfaces have also been explored in this paper. It also speaks how and where BC can
help to mitigate this buzzing problem.
• Future research directions are collated for effective integration of Blockchain into various networks.
The rest of the paper is organized as follows: section 2 describes all the basic features of BC and its
functioning. This section lays down the foundation for understanding the BC. Section 3 analyzes the areas
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Fig. 2.1: Digital Signature in a Peer-Peer Network.

of voting systems, supply chain management, the security of Internet of Things (IoT), healthcare, intelligent
transportation systems, government services and tourism from the viewpoint of BC, and sketches out the
research directions in each of these fields. This section forms the major contribution of this article, describing
the benefits of using BC in different fields where till date; otherwise, only the traditional technologies were
used. Section 4 discusses various challenges that are posed in the way of implementing Blockchain technology
in various fields. Finally, section 5 concludes the paper and identifies the research opportunities arising from
the challenges in BC.
2. Basic features and functioning of Blockchain. A BC is a distributed, decentralized, shared and
an immutable database that holds an encrypted ledger to keep the people involved in it completely anonymous.
The fundamental building blocks of BC and their functioning is explained in the following sub-sections:
2.1. Block. It is a collection of all the recent verified transactions. All the transaction details are grouped,
and their hash codes are created. These transaction groups along with hash codes are stored in a block.
This hash code acts as a specific identification mark for the block. For every verified transaction, a block is
permanently added to the BC.
2.2. Miner. Miners are elected as per the consensus algorithms discussed in subsection 2.6, and their job
is to verify if a person like James has enough money to transfer. Valid transactions are time-stamped, ordered
and packed into blocks [15]. Miners own what are called the supercomputer and solve complex puzzles. For
performing their duties, they invest their energy and resources. For their effort every time they solve a puzzle,
they get rewarded by the system.
2.3. Peer-Peer (P2P) network. The first thing that is needed to use a BC is a P2P network that
ensures complete consistency concerning the BC. In a P2P network, every node gets two keys: the public key
and a private key. Nodes sign a transaction using their private keys which ensure authentication, integrity, and
non-repudiation; this is explained in figure 2.1. Verification of the received signed transactions are carried out
by the peers before they broadcast it further into the network. Public keys, on the other hand, are used to
encrypt data which can be decrypted only by the node that has got a unique private key. Hence, there is no
scope of fraud in a distributed P2P network.
2.4. Blockchain Types. The type of BC is decided based on its accessibility and permissions available
to the user. As a result, currently, BCs are divided amongst public, private and consortium types. Each of the
kinds could be open (permission-less) or restricted (permissioned) and are described as:
• Permission-less Public BC: Ledgers are visible to everyone on the internet; anyone can join the BC,
verify and add a block of transactions to it without requiring an approval from any third party/
validator/ miner. Public BCs are most often open and include examples like Ethereum, Bitcoin, and
Litecoin [16].
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Fig. 2.2: High Transaction fees.

• Permissioned Private BC: Only specific individuals from an organization are allowed to verify and add
transaction blocks. However, everyone on the internet is generally allowed to view it. Ripple [17] and
Hyper-ledger [18] form the typical examples of permissioned private BCs.
• Consortium BC: A mix of public and private BCs which allows a group of organizations to verify and
add transactions to blocks. The ledger here is either open or restricted to the select groups.
Christine et al. [19] provides a detailed analysis of various barriers and drivers of diffusion related to
permissioned and permission-less blockchains using a case study of the Italian wine industry. They also highlight
various application domains based on the unique characteristics/ properties of each type of blockchain and how
the applications of blockchain can be further enhanced by diffusing permissioned and permissionless blockchains.
2.5. Hash Function used. Secure Hash Algorithm SHA-256D employed by crypto-currencies like Bitcoin
and Namecoin, SHA-256 used by Ethereum, and Scrypt utilized by Litecoin, and Dogecoin represent the most
famous of all the hash functions employed in BC applications.
2.6. Algorithms used. A lot of algorithms are needed for the proper functioning of a BC. Various
cryptographic algorithms, time-stamping algorithms, consensus, validation and mining algorithms are used by
the BC to suit the requirements of different applications.
• Cryptographic algorithms: The commonly used cryptographic algorithms in BC include RSA and
Elliptic-Curve Diﬀie-Hellman Key Exchange. They guarantee strong encryption of the ledger for maintaining the anonymity of the users [20].
• Time-stamping algorithms: Transactions need to be time-stamped to track changes on the BC. For
this purpose, time-stamping mechanisms have to be used. Bitcoin, for example, uses the procedure
offered in [21], where the transaction order is maintained by having every timestamp to include the
last time-stamps hash code. The procedure makes it hard to add fraudulent transactions to the chain.
Other mechanisms used in other crypto-currencies include the ones essayed by the authors of [22, 23].
• Consensus mechanisms: Consensus ensures the apt working of BC by making it possible to establish
the ultimate truth about the transaction histories. Consensus mechanism refers to the procedure that
decides what conditions need to be met so as to presume that an understanding has been reached in
respect to the validation/approval of the blocks to be added to the BC [24]. In other words, they help
the transactions to be confirmed without depending on a bank or any other third party.
Some of the consensus mechanisms used in BC are listed in table 2.1.
2.7. Basic Financial issues tackled by Bitcoin. Banking systems suffer from major issues like varying
interest rates, high transaction fees (figure 2.2) and double spending. Peer-peer doubling spending was such a
huge problem that it became the motivation for the development of Bitcoin technology [33]. Current banking
systems are prone to double spending where a person can spend an amount two times. Figure 2.3 explains the
problem.
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Table 2.1: Consensus Mechanisms used in BC.
Consensus
Mechanism
Proof
of
Work based
BC (POWBC)

Description

Highlights

Drawbacks

Assumes that if some node is performing a lot of work for the network,
there is less probability that it will
attack the network, e.g., miners [15].

Miners need to prove they are doing work. POW-BCs have fewer
through- puts, are expensive, have
less scalability, and consume high
energy. Are prone to be attacked
by miners because they gain dominance [25].

Proof
of
Stake based
BC
(POSBC)[26]
Delegated
Proof
of
Stake based
BC (DPOSBC)
Transactions
as proof of
stake based
BC (TaPOSBC)
Proof
of
Activity
based
BC
(POA-BC)

It considers the nodes with greater
stake/currency in the network to be
the least prying about attacking it
[15].
Instead of stakeholders, delegates are
chosen to perform generation and validation of blocks [27].

Sybil attacks cannot be carried out
in POW-BC because the attacker will
have to perform extensive computations for forging the identity. These
computations are not only complex
but also expensive to be carried out
by a single individual [25]. Used by
Ethereum.
Needs less computation power than
POW and utilizes less energy.Requires
less hardware. Highest stakeholders
validate and create the blocks.
Quicker transactions because lesser
nodes perform validation tasks. Any
misbehavior by delegates leads to their
substitution.
Election of delegates
brings democracy into the system.
Enhanced network security. All the
nodes and not only the bigger stakeholders take part in the consensus.

Extra power consumption from
POW. Ownership problems from
POS.

Practical
Byzantine
Fault Tolerance
based
BC (PBFTBC)

It tries to solve the popular Byzantine general problem, explained as the
problem of knowing that all the entities allowed to take action are in
full agreement before they do so [30].
PBFT considers that not more than
1/3rd of nodes in BC can be nefarious [30].
The iterative procedure meant for
maintaining the agreement correctness of the network. Transactions
are pushed forward in batches to all
the other nodes when almost 50% of
nodes approve the transaction [31].
Transactions are written on the ledger
only when 80% of the nodes approve
it [31].
Bears only up to 1/3rd of the failures, i.e., a block can be passed only
if 2/3rd of the validators/BC participants pre-commit it in one round [32].

Unlike POS-BCs that increase the status of nodes which are not even connected to the network, it limits the status if the node does not connect. It rewards only those stakeholders that take
part in the network activities. Prevents
chances of attack.
Selects leaders for each transaction,
a selection which is agreed upon by
a minimum 2/3rd of all the nodes.
Democracy in selection. The block becomes final when nodes in the PBFT
system agree upon it. Less energy consumption as compared to POW.
Less latency, attack tolerant, less energy intensive.

List to who you want to reach
in consensus with must be maintained properly and if they are broken you will fail in various ways.
Ripple is path dependent, i.e., it
memorizes the past which increases
its memory complexity to maintain
the chain.

With the assumption that no more
than 1/3rd of validators can be byzantine, Tendermint assures safety. Provable liveliness in a partially synchronous network. Instant finality of
1-3 seconds.

Communication complexity is the
same as that of ripple, i.e.,O(n2 ).
When the tolerance threshold increases, things start to blow up.

Ripple based
BC

Tendermint
based BC

Nodes responsible for the generation
of a transaction contribute to network
for security [28].
The validator in all of the POS variations has all the power to commit the
crime of double spending. POA is a
hybrid consensus algorithm comprising of features from both POW and
POS [29].

The richest rule the BC, hence unfair. Rich with a motive to destruct the system can do so.
Ownership still rules. Organization of attack is easier because only
a few delegates who control the
network need to be compromised.
Requires more hardware and more
complexity. More computational
energy required.

Susceptible to Sybil attacks. High
communication
complexity
of
O(n2 ).

Figure 2.2 shows that the third party takes heavy transaction fees of $2 out of the total $100. Also, it is
clear from figure 2.3 that without verification from the bank or some other central intermediary there is no way
Kevin can know if James has sent the same amount to Paul as well. Bitcoin solves these issues by having:
• Decentralized Power: Bitcoin makes any individual entering into the system a very powerful person.
When a transaction happens, its information gets broadcasted to all the people that form the BC
network or as they say in [34] “Everyone sees everything”. As such, the power is distributed and not
centralized like banks, which alleviates the problem of single-point-of-failure. The single-point-of failure
node is the one which if goes down takes the entire system with it and if it gets hacked, the entire
network is exposed to danger.
• Immutable Transactions: Financial organizations are prone to assaults. Since BC transactions are
immutable and the ledger is encrypted, transactions in BC are secure and valid, if successful [16].
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Fig. 2.3: Doubling spending problem.

If a hacker attempts to modify even a single transaction detail, its request gets rejected because everyone
in the network has an updated and a valid copy of the block. Consequently, if James sends $100 to
Kevin today and then tries to send the same $100 to Paul tomorrow, the transaction will be rejected
without having to consult any central intermediary like a bank.
3. Applications of Blockchain in sectors other than Finance. The use of BC outside finance is still
in the experimental phase. Some of the most promising non-finance applications of BC include:
1. Voting System.
2. Supply Chain Management.
3. Internet of Things (IoT) Security.
4. Healthcare.
5. Intelligent Transportation System (ITS).
6. Government services
7. Tourism.
These regions are seemingly solid fits for BC. To properly reckon the advantages of using BC in these fields,
we analyze the contemporary technologies that are used instead of BC in these areas. These are explained in
the following sub-sections.
3.1. Voting System. One of the central pillars of modern democracy is voting [35]. The success of a
democracy relies on the level of fairness and reliability of its elections. Electronic voting machine (EVM)
tampering allegations and electoral frauds (like inaccurate or invalid votes, multiple registrations, etc.) always
surface whenever there is an election season in various countries. This happens because EVM’ s suffer from
substantial weaknesses like [36]:
• Absence of transparency and auditability of the system.
• Lack of understanding of the system which prompts loss of trust and undermines its entire sense.
• Absence of widely acknowledged standards in voting systems.
• Danger of tampering and fraud by insiders.
• Increased expenses of ballot infrastructure in terms of power supply, communication technology, etc.
• Use of malicious hardware and software [37]. The elections could be maneuvered in the favor of a
particular candidate by using techniques like replacing the circuit board with a look-alike, manipulation
of the memory unit or manipulating stored votes by vote stealing attacks remotely, etc.
How BC can help: Blockchain-based voting system will bring the following key benefits in voting systems:
• Blockchain-based voting system shall bring auditability to the voter level, i.e., instead of insider oﬀicials
and specific organizations, voters themselves would be able to audit the e-voting system.
• The voting scheme will have the properties of decentralization and self-management as well. This shall
reduce the expense [38].
• The Blockchain voting system will also improve the security of voting; any break-ins into the voting
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system can be detected easily.
• Blockchain-based voting systems solve the multiple-vote registration problem by offering only one
“votecoin” to an individual who uses his/her private key to access his/her voting right and public key
to choose his/her preference. Once this votecoin is exhausted, the vote will be registered in the system
after verification by all the blockchain stakeholders. Hence no more voting can be performed by the
individual [38].
Literature survey on current work: This sub-section highlights the current work being done on blockchain
voting, as well as the progress and challenges of this widespread adoption.
Blockchain based voting frameworks are proposed in numerous papers [39],[40]. [39], proposes a blockchain
architecture that advocates a different blockchain to each applicant taking part in the election.
In [40], to improve the security level asymmetric encryption utilizing RSA is performed on the information
before it is put in the blockchain. In [41], an E-Voting framework is created utilizing smart contracts. It
additionally assesses three diverse blockchain structures, Exonum, Quorum and Go-Ethereum, dependent on
how reasonable they are for an E-Voting framework.
Application specific e-voting frameworks utilizing blockchain are additionally proposed in [42], [43]. In [25],
a PIN based scheme is used for authentication that is utilized to check the voters and empower them to check
their votes after the election process is over. Two distinct Blockchains are utilized to record the votes and
the voter IDs of the voters who had made their choice. In [27], a centralized Authentication Server (AS) is
utilized to check the voters, and a decentralized, blockchain based Arbitration Server (AR) is utilized to store
the votes. BronchoVote [44] is a web-based platform that uses Ethereum Blockchain technology and smart
contracts to provide authentication, anonymity and voter verification benefits in e-voting. BroncoVote has
been implemented on a university scale. It has also worked on to achieve the voter privacy by making use of
homomorphic encryption. Similarly, [45] uses Zerocoin to enhance the anonymity of voters. However, when
critically analyzed, [45] has the tendency for centralization and it does not handle exceptions.
[46] presents Shamir secret sharing approach for giving a new definition to cryptic e-voting by using the
Blockchain technology. It does not require any middleman to improve the voting processes of auditability and
traceability.
Other recent research works include university projects like Voteboook (New York University) [47], VoteWatcher [48], Openvotebook network (New Castle University), and the proposal of university of maryland [43].
A common limitation of crypto-currency based systems, however, is they are very volatile [49]. A huge monetary
risk is involved for the organizer. Tassos Dimitriou [50] has proposed a universally verifiable secure blackchain
based voting system with least computational and communication overhead on the voter. The system makes
use of a randomizer token (black box representing a voter) for achieving security for each voter. To make
the system more secure, author proposes to use a consortium blockchain for the implementation of a bulletin
board, but this would require the intervention of impartial observers, thus increasing the overall computational
complexity of the system and dependence on third party.
3.2. Supply Chain Management (SCM). The supply chain can range over numerous vertical stages,
several horizontal connections, different geological areas, varied financial frameworks, various individual characters and elements included, and with changing chronological stresses relying upon the item and market. These
measurements are hard to oversee and normally all the better we can do is make them at first powerful and
effective with consistent improvement as an objective [51].
The primal objectives of SCM include the optimal quality, less cost, better speed, risk reduction, dependability, transparency, accountability, sustainability, and flexibility [53]. SCM has taken advantage from another
famous paradigm called Internet of Things to achieve these objectives and righteously so IoT did transform
this sector by helping in the identification, and tracking of goods using sensors, Radio Frequency Identification
(RFID) tags, Global Positioning System (GPS) tags, barcodes, and chips. Nonetheless, it suffers from a lot of
problems in identity management, and governance of these goods. The challenges include:
• Ownership and Identity of IoT devices: In its lifetime, a device moves from the ownership of a manufacturer to a supplier and then from supplier to a retailer and finally into the dominion of a consumer.
Furthermore, if the device is compromised, decommissioned or resold, then the consumer ownership
gets either revoked or changed [54].

328

Mir Shahnawaz Ahmad, Shahid Mehraj Shah

• Attribute and Relationship Management of IoT devices: Attributes of a device can include the manufacturer name, its make, the type, serial number, deployment GPS coordinates, location, etc. In
addition to these attributes, they have relationships. IoT relationships may include device-human,
device-device, or device-service. The examples of IoT device relationships may include relationships
like deployed-by, used-by, shipped-by, sold-by, upgraded-by, repaired-by, sold-by, etc. [55].
Employment of blockchain can easily and securely deal with these challenges with its reliable and authenticated
identity management. It can ascertain “who is doing what” and at what time is s/he doing that [56]. The other
advantages that blockchain technology can bring into SCM include:
• Better Performance and Trust Evaluation: BC technology can effectively and validly measure the
results obtained, and evaluate the performance of the SCM process. The moment any SCM input data
finds its place on the BC distributed ledger; there is no way it can be changed, i.e., it is immutable.
This brings trust among suppliers. The BC procedure also eliminates auditors implying reduction in
costs, and increase in eﬀiciency. The suppliers can perform checks on their own processes in real-time
[57].
• Assessment of Quality of Product during its Transportation: BC solutions can be used to assess the
travel duration and paths which can help in assuring the quality of the product. For example, products
that require refrigeration must not be held in warm conditions for a long duration. If that happens,
their quality is compromised [53]. The BC solutions, therefore, give a sense of security to the consumers
who use the products.
• Blockchain advocates transparency, speed, openness and non-falsifiability as the foundations of this
new worldview. Blockchain innovation can make it significantly more diﬀicult, if not completely impossible, for unlawful or fake items, for instance, adultered or infringing excipients, or merchandise
whose processing is naturally unfavorable to enter authentic inventory chains. It would empower end
clients to confirm precisely how, where and by whom the item they plan to buy has been gathered and
made, accordingly denying a business opportunity for unlawful and fake items [57].
Literature survey on current work: [51] identified the top motivators and barriers to the adoption of BC
technology in SCM. It identifies organizational barriers (lack of knowledge on BC, and dearth of tools and standards to implement BC.), supply-chain linked barriers (paucity of end-user awareness regarding BC technology,
lack of supply chain partner collaboration and coordination.), technological (infancy of the technology itself and
finite available infrastructure) and external barriers (uncertainty on how market will respond to BC adoption,
lack of involvement of industry in BC adoption) as the four major categories of barriers to BC adoption in
SCM. It also identified reducing operation cost, increased security and improved information traceability as the
top drivers of BC adoption in SCM.
In their work, Mattila et al. [52] investigated the chances of utilizing blockchain to help product-centric
information management so as to give an effective engineering to gather information on items over their whole
life-cycle. The consolidated utilization of RFID and blockchain is additionally investigated by [58], to empower
track and tracking of items in the Chinese agri-food market to upgrade security and quality while decreasing
food squander.
Start-ups are using BC for improving traceability [59]. For Instance, an industry partner Provenance started
to work with Co-Op, a UK based retailer in 2016 to track fresh foods through its BC based supply chain. An
agreement was signed between the enormous retail associations Wal-Mart, IBM, and Tsinghua University in
October 2016 for investigating the chances of blockchain in food authentication and supply chain tracking.
With this, in March 2017 Walmart became one of the 400 IBM customers testing blockchain innovation. One
more striking example of the industry initiative is by the company called Modum.Io (a pilot project initiated
in June 2016). The motivation for this project is the monitoring of humidity and temperature measurements of
the medical items that do not require refrigeration during their transportation. This information is transferred
to the Ethereum BC upon reaching the destination.
Sara et al. in [60] provide a detailed analysis of data (regarding the use of blockchain by various companies) gathered from 173 companies of Association of Supply Chain Management (ASCM). The study helps
to understand various barriers for the use of blockchain in supply chain management. The study concludes
that there needs to be more expertise regarding the application of BC in supply chain management, increased
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Fig. 3.1: IoT security requirements.

collaboration with the supply chain partners and enhancement of information security.
3.3. IoT Security. IoT is a technology that has revolutionized the world by offering services in almost all
domains. On the other hand, presently, IoT devices suffer from a lot of Security and Privacy (S&P) issues.This
is because the developers of IoT devices focused mainly on their tempting features and left their security as
an afterthought [61]. BCs are computationally expensive and involve high bandwidth overhead, and delays,
which are not suitable for IoT devices [5]. The security professionals from all around the world, however,
are vouching on the BC to settle down these S&P issues for its peculiar benefits like decentralization, fault
tolerance, pseudonymous identities, cryptographic security, authentication, and data integrity [62].
3.3.1. Security requirements for IoT and related work. The parameters that need to be taken care
of for ensuring a secure IoT environment are summarized in figure 3.1. These requirements are described as
under [55, 62].
• Data Security: Since there are no boundaries in IoT networks (data can travel through numerous
hops), encrypting the data is extremely important to ensure confidentiality. The devices are highly
vulnerable to attacks, and thus an attacker may modify the data to accomplish his/her heinous crimes
thus compromising the integrity. Moreover, because of the huge diversity of devices and services,
privacy violations could happen by compromising the devices present in the IoT network. To check
the work done on the confidentiality in IoT using BC, one can refer to PriWatt [63], Axon et al. [64],
Dorri et al. [5], [65], Hardjono et al. [66], IBM Hyperledger [67],[68], Munsing et al. [69], Neha et al.
[70], Ouaddah et al. [71], Shafagh et al. [72], Tourancheau et al. [73],Guan et al. [74], Mettler [75].
End-end security, optimized for IoT data requirements is provided by a lightweight and scalable BC
mechanism offered by the authors of [76]. This instantiation allows the nodes that have high resources
to manage the network. The public blockchain is maintained by the cluster heads to make the system
distributed.
• Authentication and authorization of the systems are equally important. While authentication spots
“who is who?” authorization establishes “who can do what?” An IoT security mechanism must be
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able to perform both. Given the huge number of available IoT architectures, it is crucial to ensure
that a standard global protocol for authentication and authorization is established for IoT. Ghuli et
al. [77], Hashemi et al. [78], Huh et al. [79], AuthCoin [80], IBM Hyperledger [67],[68], Wu et al. [81],
English [82] have proposed various authentication and authorization techniques for IoT devices using
Blockchain.
Access Control: There is a whisker between access control and authorization. An Access Control
System (ACS) makes sure that any specific node has all the essential requirements fulfilled for it to
claim the right to be authorized. It certifies that a particular node falls within the bounds of a local
network while as authorization assures that a node is good enough to access it. In [78], the authors
have designed a system that allows users to give access to their data by issuing tokens. The Chainanchor [66] architecture offers commissioning of the resource-constrained IoT devices into cloud systems
using a permissioned Blockchain. [5],[65] also propose an access control mechanism for IoT devices by
creating an access control list stored in the header of BC. Since, multiple parties like manufacturers,
users, operating platforms, etc. are involved in IoT, it becomes imperative to establish a collaborative
trust amongst all of them. This is made possible by the IoT passport framework proposed by the
authors of [83]. IoT passport is a decentralized trust framework that includes BC based authorization,
authentication, and trust as its foundation stones.
Device Security: The devices used in any IoT environment are prone to be compromised as they
are usually deployed in public places, and essentially lack the inherent capability to include security
themselves. Hence, it is important to ensure device authentication, its software integrity, and its
resistance to any hardware or software tampering. Jason and smart contract based security policy has
been proposed in [84]. The authors of [61] have orchestrated a multi-faceted solution called Neuromesh
to IoT device security using the Bitcoin protocol. Neuromesh is able to identify and remove any IoT
device malware, and blacklist any suspicious IP address to allow secure communications.
Key Management:Eﬀicient key management is essential in IoT that allows safe storage, an easy revocation of compromised keys and updating of old ones as and when necessary. In [62], the researchers have
proposed a scheme called “blockchain based distributed key management architecture (BDKMA)”. It
uses BC technology to fulfill the decentralization, auditability, and high scalability requirements, as
well as the privacy-preserving principles for hierarchical access control in IoT.
Security of User: User security is a pivotal requirement for establishing the holistic security of IoT
networks. It shall include the identity management of users, their enrollments, authentication, authorization, and privacy. The security of user has been discussed in papers like [66],[85] and [86].
Trust: All the nodes of the system should have a certain degree of trust on each other. This trust
must be established both ways, i.e., a higher level node (fog/cloud node) must be sure that the device
sending it the data or asking for its services is legitimate while as the IoT devices must also establish
that the node (cloud/fog) to which they are sending their data is secure. The current work on BC in
this field include PriWatt [63], Axon et al. [64], Bahga et al. [87], Herbert et al. [85], IBM Hyperledger
[67],[68], Nehai et al. [70], Zhang et al. [86], English [82], Mettler [75].

3.3.2. Categories of IoT Security Issues. The security issues of IoT paradigm could be categorized
into three levels: Low-level, medium-level and top-level security issues for the reason that these IoT devices
range in their functionality, and size from simple processing chips to huge high-end server [55]. The IoT security
issues are summarized in Table 3.1.
3.3.3. Blockchain Solutions to these Issues. IoT’s security and privacy issues could be resolved by
taking advantage of BC benefits listed in figure 3.2.
The decentralized operation of BC along with its immutability offers a perfect solution for IoT systems that
operate in highly vulnerable environments [62]. In table 3.2, we explore the additional advantages that BCbased IoT architecture would bring to the IoT’s S&P. It gives a comparison between cloud-based IoT systems
and BC-based IoT systems.
Blockchain offers a 160-bit address space [108] and therefore can generate an address for almost 1.46 ∗ 1048
IoT devices. This reduces the address collision probability as it provides 4.3 billion addresses more than IPv6.
This makes BC a more scalable solution for IoT than IPv6 [55]. Moreover, most of the attacks on IoT devices
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Table 3.1: Security issues prevalent in IoT.
Security Issue
Jamming

Level
Low

Insecure
ization

Low

Initial-

Sybil

Low

Insecure Physical
Interface
Sleep Deprivation

Low

Replay Attack

Medium

Buffer
Reservation Attack

Medium

Sink-hole Attack

Medium

Transport
level
end-end Security
Session
Management
Constrained Application Protocol
(CoAP) Security
with Internet
Insecure Interface

Medium

Insecure
Firmware

Top

Low

Medium
Top

Top

Description
Wireless IoT devices are targeted by degrading the network.
Jamming of channels is performed by emitting radio frequency signals without
following any standard protocol.
When the IoT network is not initialized properly at the hardware layer, privacy
violation and disruption of
various network services can happen.
Sybil nodes are defined as the ones that use fake identities to bring down the
functionality of a network.
At this level, Sybil nodes deplete network resources and starve the legitimate devices
from using them.
If the software that gives physical interface is insecure, its weakness could be used
to target nodes in the network.
These attacks cause the IoT nodes to always remain in the “wake-up-state.” This
causes unnecessary battery drainage.
IoT networks follow the 802.15.4 protocol which gives a Maximum Transmission
Unit (MTU) of 127 bytes. This makes fragmentation of IPv6 packets mandatory.
Their re-assembly consumes resources. Hence, if replay attacks are launched, extreme resource wastage can happen. Moreover, the processing of legitimate packets
will be affected.
For re-assembling the fragmented packets, the IoT receiver nodes maintain some
buffer space. This attack depletes that space by sending incomplete packets leaving
no space in the buffer for the actual ones.
The attacker node quickly responds to the routing requests for luring the sender to
route all its packets through it. It then performs its malicious activities.
It ensures that data is received in the exact form and shape by the receiver as sent
by the sender.
If the transport layers session is hijacked, it can result in Denial of Service
(DoS).
CoAP is a web-transfer protocol which is vulnerable to a lot of attacks and therefore
requires: Encryption for securing the communication. Eﬀicient key-management
and authentication procedures for its multicast support.

Reference
[88, 89]

IoT services accessed through mobile, web, and cloud will be prone to multiple data
privacy attacks if the interface is insecure.
The codes written in languages like TSON, XML, XSS, etc. require proper testing.
The updates need to be performed securely.

[94]

[90, 91]
[92, 93]

[94]
[95]
[96, 97]

[97]
[98, 99]
[100, 101]
[102, 103]
[104, 105]

[94]

Table 3.2: Advantages of BC over Cloud based IoT architectures
Comparison
Parameter
Architecture [62]
Trust [106]
Existence of singlepoint-of-failure [107]
Mutation [34]
Data Sharing [62]

Cloud IoT

Blockchain IoT

Centralized.
Put on the cloud.
Yes.

Decentralized.
Distributed in the network.
No.

Data manipulation is possible.
Un-authorized data sharing is possible.

Cost [62]
Transparency [62]

Expensive.
The Users have no idea about the way
intra-cloud transmission happens.
High latency, hence it is unsuitable for applications demanding quick responses.

It is immutable.
Access control is user defined based on
smart-contract technology.
Less-expensive.
An unforgeable log of transmissions and
events is created and maintained.
Offers edge devices to store data and
perform computations, hence producing
quick responses.

Latency [55]

are launched because of their memory and other resource constraints. Running an IPv6 stack becomes an
additional liability.
Sybil and spoofing attacks are launched when the attackers use pseudo-identities. The creation of Sybil
identities could be restricted only by the incorporation of a strong trust relationship [55]. There is an inherent
trust in the BC because of its distributed power, and decentralized control. BC is typically popular for its
reliable and authorized identity registration, ownership tracking, and monitoring of items [55].
Attacks on buffer and session managements could be prevented by blockchain’s data authentication and
integrity. The data sent by the IoT devices in a BC at all times remains encrypted as well as signed by the
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Fig. 3.2: Blockchain for IoT

original sender, who holds a unique public key, and its unique identifier. The attacker can neither use his/her
signature; nor can take anyone else’s identity. Hence, these attacks could be avoided.
The protocols widely used in IoT environments like Routing Protocol for Low-Power and Lossy networks and
IPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN) need a security wrap from other protocols
such as DTLS and TLS for messaging because they are not inherently secure. Likewise, for routing RPL and
6LoWPAN need a wrapping from IPSec. All these protocols, i.e., DTLS, TLS, and IPsec are heavyweight and
complex in terms of memory needs and computational requirements [55]. Their complication comes from the
central management and governance of key management and distribution that uses the famous PKI protocol.
BC offers secure communication in the manner that it eliminates the need to have any key management
and distribution procedures which bring up security issues in IoT networks. In BC, every IoT device gets an
asymmetric key pair and a Global Unique Identifier. As such, the messaging protocols DTLS and TLS would
not require the exchange of PKI certificates in the handshake phase.
3.4. Intelligent Transportation System (ITS). The manner in which the Internet of Vehicles (IoV)
connects vehicles with each other and the Road Side Units (RSUs) brings peculiar security challenges into
the picture [107]. The black-hats can hijack a vehicle, which can result in compromising passenger safety,
endangerment of the public property and putting at-risk the life of others on the road [109]. For example,
an attack was launched by the white-hats Miller and Valesek on the vehicle infotainment system to remotely
control its functions [110]. Also, the vehicles share some critical information with each other which if hacked
brings about privacy issues.
Table 3.3 analyzes the issues with the classical Security and Privacy (S&P) methods that are used in smart
cars and why they remain ineffective to solve them. It also sketches out how BC can achieve the same purpose
effectively.
Literature survey on current work: Ensuring the reliability of messages exchanged between vehicles is a
major challenge in ITS. Motivated to address this concern, Yang et al. [111] designed a BC based distributed
trust management scheme for ITS. Experimental results demonstrate that the proposed system is eﬀicient and
practical for facilitating trust in smart vehicular systems. Similarly, authors in [112] proposed a BC based
system for ensuring secure and trusted communication between vehicles in ITS. Simulations show that the
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Table 3.3: Comparison of Conventional and BC-based methods in Smart cars.
Parameter
of
Comparison
Architecture [107]
Participation [107]
Privacy [109]
Verification of activities [107]
Integrity [107]
User control [107]
Payments and accounting [109]
Tracking of customer
[109]

Conventional S&P Approach

Benefits brought about by BC

Centralized, and non-scalable.
Partial, not all devices contribute to S&P.
Lacks privacy. Driver’s privacy can be at-risk
because of a direct link between the vehicle, and
the Original Equipment Manufacturer (OEM).
Performed by OEM

Decentralized, and scalable.
End-End participation.
Privacy assured.

Data exchange is insecure which compromises integrity.
No control can be exercised by the user over the
data exchange.
Centrally controlled.

Secure and privacy preserving exchange of data
is ensured.
The user enjoys full control and transparency
over data exchange.
Payments and accounting have distributed security, and happen privately.
Information about location and behavior remains
private.

Both location and behavior could be tracked.

Events publicly verified.

Table 3.4: Comparison of traditional and BC-based methods in Healthcare.
Parameter
Management [118]
Mutability of audit
trail [119]

Traditional Systems
DDBMSs are intrinsically centrally managed.
The applications requiring independent control
over the repository cannot function.
Traditional systems only offer functions like create, read, delete, and update which makes them
prone to mutation attacks.

Data
provenance
[120],[121]

Administrators enjoy the power of shifting the
ownership of digital assets. The assets cannot be
traced, i.e., data records cannot be confirmed.
No way to deny false records.

Reliability [34]

No single-point-of-failure, since DDBMSs are distributed.
To maintain entire histories of records, DDBMSs
become costly.
No security mechanism is employed. BC utilizes
256-bit Secure Hash Algorithm (SHA) for assuring anonymity and privacy. Here every user gets
a unique hash value instead of an IP address.

Availability [34]
Security and Privacy
[122], [123]

BC Systems
Every node runs independently of others, i.e.,
they are decentralized. Gives full independence
to applications.
BC systems allow create and read functions,
making them feasible for recording critical information that requires immutability. BC guarantees that nobody, neither a doctor nor the patient her/himself can change the records.
Only the owner can modify the ownership credentials and that too by following the standard
cryptographic protocol. Assets can be traced.
Records are always signed by the source. False
records are denied.
No single-point-of-failure.
BC offers continuous access to and availability of
data.
BC uses 256-bit elliptic-curve-digital signature
algorithm for ensuring data integrity in the form
of digital systems.

study was able to resolve three major challenges: authentication, trust, and validation in ITS. In [113], authors
designed a distributed framework for eﬀicient key management in ITS. Simulations conducted in the study reveal
that the proposed framework provides better flexibility than centralized Key Management Schemes. Dorri et
al. [107] proposed a decentralized BC based architecture in order to ensure user privacy and safety of smart
vehicular systems. Due to the privacy concerns in ITS, the users are reluctant to forward traﬀic announcements.
To this purpose, the authors in [114] proposed CreditCoin, a BC based system that encourages the users to
share their traﬀic information. Experiments carried out in the study demonstrate that the proposed system is
eﬀicient and easy to implement. Qilei et al. [115] designed a BC based ITS that gathers information about
the traﬀic conditions and detects accidents. Cebe et al. [116] designed a BC based forensic framework called
as Block4Forensic to resolve a dispute while investigating accidents. The framework resolves the dispute by
involving the crucial factors like conditions of the road, details about manufacturing company and maintenance
centers, other vehicles, etc. Performance analysis conducted in the work reveals that the framework is effective
for dispute resolution. Rajat et al. [117] proposed a BC based framework for eﬀicient and secure energy trading
in electric vehicles. Performance evaluation carried out in the study demonstrates that the proposed framework
is effective and resource-eﬀicient.
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3.5. Healthcare. Majority of the developed countries spend more than 10% of their GDP on their Healthcare systems [124].The systems that were traditionally used for healthcare applications include Distributed
Database Management Systems like Oracle [125], and Apache Cassandra [126]. The key advantages offered by
BC over these are tabulated in Table 3.4.
Moreover, the Blockchain offers solutions to contain all the properties that the health data of an individual
must display. These include:
• Right from the time a person is born, his/her entire health, disease, and treatment information must
be summed up in it. BC is an affordable gateway to store redundant information/histories of data
which if recorded with any other technology becomes costly [34].
• The data must strictly adhere to the procedures of security like anonymity, confidentiality, integrity,
etc. The BC is inherently designed for offering these security advantages [123].
• It must include only one instance of truth. Multiple instances of truth cannot exist in BC, as any record
that finds its place in the distributed ledger of BC goes through a complicated verification procedure
[120, 121]
• The down-time of this data must be zero.
• It must remain strong against attacks. BC is more secure in comparison to its contemporary technologies in healthcare [122, 123].
• It must rebound easily, i.e., if the owner loses her/his key, they must be able to make access to the
same. BC data is always available [34]. Moreover, its transparency feature will allow for this rebound
to happen quickly.
• The data must be ubiquitous. Public Blockchains will make the data ubiquitous.
• The views of health data should be distinct for different players.
• It should be immutable. The BC’s foundation is laid on this feature [119]-[123].
Literature survey on current work: By designing a BC based healthcare data gateway, the authors of [119]
have tried to mitigate the user privacy issues that arise in healthcare data. Privacy is the focal point of establish
who and whom should be given access to patient’s health data [127]. Similarly, the authors of [128, 129, 130]
have given solutions to enhance the security of patient’s health data which is otherwise prone to misuse.
Some of the most famous blockchain based initiatives that have been taken for managing electronic heath
records include the names like Medric [131], Patientory [132], HealthSuite Insights Philips Healthcare, Medshare
[133], Iryo, Gem Health, FHIR Chain [134],OMNI PHR [135], Medicalchain, Doc.ai and Hearthy [136].
Similarly, The BC based projects that are focused on genomics include Factom, Encrypgen, Nebula Genomics, lunaDNA, Zenome, Genomes.io and Shivom [136].
ETDB-Caltech [137], Patel et. al 2018, OPU Labs, MedX Protocol, Dermonet [138] are the examples of
BC based initiatives in the field of dermatology. The BC based projects initiated in the direction of managing
pharmaceutical supply chain solutions like track and trace regulation, track of temperature, humidity, etc. of the
pharmaceutical products, and bringing transparency in trade records, include Mediledger project, Ambrosus,
Modsense T1, Blockverify, DHL collaboration with Accenture, Authentag, Hejia, GFT collaboration with
MYTIGATE, and IEEE pharma supply BC forum [136].
For prescription management, BC initiatives like BlockMedx, Project Heisenberg, ScriptDrop,and ScalaMed
[136]. BlockMedx Allows a pharmacist to verify the prescription issue by the doctor by accesing the created
immutable BC. Project Heisenberg manages the prescription process by giving different portals to doctors,
patients and pharmacists. In ScriptDrop authors have worked to deliver the medicines at the doorsteps of the
patients, relieving their burden of visiting the pharmacies once the prescription is issued. ScalaMed offers a
patient-centric model for managing this process. ScalaMed keeps a track of all the patient’s prescription to
avoid cases of cross-reactions of prescribed medicines.
The BC based solutions for billing and claim management include Gem, Change Healthcare, HSBlox,
Pokitdox, solve.care, Smartillions, HealthNautica with Factom, and Robomed Network [136].
3.6. Government Services. Gone are the days when criminals would crack safes and loot bank vaults.
Today governments all around the world face the wrath of cyber-attacks. Tax frauds happen everywhere which
hinder the development of nations. BC has the potential to tackle both of these issues [139]. These along
with some other use cases and opportunities provided by BC in the government services are discussed in the
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following sub-sections.
Securing important public infrastructure from cyber-attacks. Every nation’s critical public infrastructure
is implanted with one or the other digital technology and a significant number of the frameworks are also
connected through the internet [139]. This opens them to the likelihood of hacking assaults. The countries that
have established strong cyber security defenses can also launch the attacks, and go undetected. For example,
it is possible to snatch the control of critical routers, monitor, and manipulate them. This would permit the
information from any government association behind routers to be caught. Other cyber-attacks to which the egovernments are vulnerable include malware, DDoS, probes, packet sniﬀing [140]. The motivation for launching
these attacks could be to bring political differences, extortion, race for supremacy, and cyber-terrorism [141].
Additionally, as several other digital technologies are incorporated in public infrastructural frameworks like
railways, bridges, flood channels, and energy establishments, the possibility that such assaults could cause loss
to property and human life increases substantially.
How BC can help: BC’s distributed ledger characteristic can make sure that the software and other firmware
embedded on the infrastructure has not been meddled with. It can moreover track the state and integrity of
the firmware for ensuring integrity and protection of human life.
Financial frauds suffered by the governments. The government departments face issues like [142]:
• Monetary losses because of errors and frauds.
• Problems in eﬀicient policy delivery and complete financial inclusion of poverty-stricken people.
• How to put the public money on a sustainable footing.
• Verifying the true identities of users.
• Problems in the distribution of international aid in the conditions of crisis.
How BC can help: BC can help to tackle these issues in the following manner:
• BC can offer full financial inclusion to people who cannot afford the inclusion barriers like heavy
transaction costs, access to customary financial products, etc. BC can include the people easily and in
an affordable manner into the benefits system.
• BC will make the forgery of identities extremely diﬀicult and almost impossible [143, 144]. It has the
intrinsic building characteristic that it can verify the identities of users through distributed ledgers that
run on extremely secure devices. This will slash the level of fraud and errors that are issued in the
delivery of benefits.
• The tax-payers can easily check how their money is being invested by the government in the BC-based
systems.
• BC’s distributed ledgers have no boundaries based on geography, i.e., their modus-operandi remains
the same in any part of the world. This feature can offer great relief in removing the bureaucratic
hurdles of classical banking systems as the international donors can donate coins. This will not only
ease the suffering one faces in sending money overseas but also reduces the international aid exchange
fees [145].
• Moreover distributed ledgers can curtail the cash fungibility, i.e., the property of an item whose single
units are indistinguishable and have the same value.
• BC solves the problem of double-spending which in the case of international aid reception or tax
reception is important to avoid.
• BC’s distributed ledger can trace how the currency has been spent and by whom [139]. This assures
the aid being spent on purposes other than for which it was provided.
Integrating the resources of a decentralized nation. China, for example is a massively decentralized nation
from the perspective of responsibilities and resources given to the local governments [146] which makes the
integration of its resources a hurricane task.
How BC can help: Blockchain records every transaction which makes it simple to track the parties that
approve transactions and comprehend the extent of the exchange. It additionally implies that information
can be all the more effectively and securely moved between various associations, in this manner advancing the
incorporation of data among various associations. Moreover, the BC technology primarily relies on a consensus
mechanism for its working. This implies that decentralized governments can choose entities that can make
additions to a particular BC using a consensus mechanism, thereby developing trust among these entities, and
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integrating their resources on one platfor [146].
Literature survey on current work:In 2016, the government of United Kingdom aﬀirmed the Fintech startup
Credits to be the provider for Blockchain innovation for government organizations, and endorsed the utilization
of Block-as-a-Service [147]. The motivation for this adoption was five-fold [148]:
1. for protecting the public infrastructure,
2. It could lead to the development of secure payment frameworks for work and pensions,
3. Reinforcement of international aid systems,
4. document verifications,
5. Managing European VAT system.
Similarly, Dubai government along with some other private entities has established a council called Global
Blockchain Council that integrates elements from government, local and international startups to boost the
BC technology with various experiments [147]. The authors of [149] have proposed a BC based e-government
framework for bringing security and privacy in the operation of various public sectors. Grech et al. illustrate in
[150] how BC could be employed in the national identity management systems. However, proper implementation
of the proposal has not been given. [151] have described the self-sovereign digital Id system of Canada that
is based on BC. However, again no evaluation criteria have been used. [152] suggests the replacement of the
bureaucratic government with a BC based government for transparency.
3.7. Tourism. As per the world travel and tourism council’s annual report for 185 countries and 25 regions,
Tourism industry has contributed a whopping $8.8 trillion to the global economy in the year 2018 [153]. The
report published that the industry reckoned for 10.4% of the global economy, 10% of total employment, 6.5%
of global exports, and 27.2 % of global service exports. The economic impact of travel and tourism for the
year 2019 marked a 3.9% increase over 2018, giving a boost of 2.9% to the total global economy [153]. The
Internet has abled the tourists to book their products and other travel related requirements online [142]. From
the literature review, it is observed that since the time blockchain caught worldwide consideration in 2017, its
potential adoption has progressively changed different ventures. Among these areas, the tourism industry right
now leads in blockchain investment [154]. The following sub-sections describe the issues present in the tourism
sector and how BC can help to alleviate them.
• Online customer reviews about their travel highly clout the buying choices of tourists. Amateur tourists
especially consider the online reviews to be the sincere sentiments of genuine travellers [155]. However,
the reliability of these reviews cannot be ascertained completely as there can be the manipulation of
centralized systems handling these reviews by hotel and restaurant owners as well as by the customers.
How BC can help: For having fair reviews, BC can provide a common rating and audit framework that
provides reviewers with traceable identities. This, however, does not require giving up the anonymity
but that all entries are marked with a private key that is unique to every specific user. Subsequently,
tourists would be unable to make duplicate reviews with one identity. Also, nobody will be able to
change their reviews ex-post.
• Buying and selling of tourism-related products involve the exchange of money between parties who do
not know each other beforehand and money transfers across country borders. To establish trust in
these situations, intermediaries are used who charge commissions.
How BC can help: Bitcoin and other crypto-currencies do not require any third party for money
exchange. This empowers the development of new types of client-client exchanges for tourism items.
• Heterogeneous payment gateways are used to pay for availing tourism services. Such gateways in turn
open the gates to malicious users for launching attacks like hacking into wallets, theft of identities,
attacks on payment clearance cycles, etc. [156].
How BC can help: Blockchain offers a decentralized architecture for payments that establishes reliance
and reputation management among the various parties involved in the tourism industry like, banks,
travel agencies, hotel, cabs, etc. [157].
• The market power of Online Travel Agencies (OTAs) and Global Distribution System (GDS) are the
intermediaries whose removal is a must from the tourism supply chain [158] for the reason that they
encourage the custom of commission and move the market according to their whims, and wishes. The
powerful members of the GDS formulate rules and fees that every small tour operator has to comply
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with to be competitive.
How BC can help: BC is an open source and decentralized platform which has the potential to do
away with these intermediaries. Examples of BC-based online tourism platforms include HotelP2P,
and WindingTree [159].
• Small Island Economies (SIEs) are exceptionally reliant on the tourism industry as a critical supporter
of their economic development. However, their economic development is encroached by various external
financial and ecological factors, their small size and insularity [154]. To beat these inherent diﬀiculties,
SIEs need to assemble strength, diversify their economy and create the tourism schemes that encourage
economic development [160]. Such an opportunity will be provided by the adoption of blockchain
innovation.
How BC can help: Aruba, a small island economy is building up a blockchain platform to permit local
companies to directly associate with tourists, accordingly recovering loss revenues from the monopoly
of foreign agencies [154]. While, the Caribbean Tourism Organization is elevating crypto-installment
to help the travel industry [154].
• The other tourism related challenges which can be tackled by using the inherent characteristics of BC
include the avoidance of overbooking , coordination among hotels and transport systems, assistance in
baggage tracking, and verification of travel ID’s [156].
Literature survey on current work: [156] proposed a BC based framework called BloHosT (Blockchain Enabled Smart Tourism and Hospitality Management). BloHost uses a single crypto currency enabled application
to register the tourists as well as the various tourism stakeholders. For interoperability, it uses smart contracts.
Onder and Treiblmaier proposed in 2018 [142] three propositions about blockchain in tourism industry that
would bring a completely new look to the tourism industry. Firstly, new forms of evaluations and review technologies will eventually form reliable rating systems; secondly, the extensive adoption of crypto-currencies will
pave way to the development of new C2C markets, and finally the BCT will lead to increased disintermediation
in the tourism industry. They have argued that answers to these propositions would bring a new look to tourism
industry in blockchain perspective. In [161] Leung and Dickinger have dissected how European explorers use
Bitcoin as a digital currency to buy tourism products. Besides eliminating the intermediaries, their system
offers an uninterrupted service along with the safety of data via immutable encryption. In their work [162],
authors have tried to relate the trust in blockchain with the trust in tourism. Pilkington and Crudu [163] have
taken a shot at how blockchain can be utilized for diminishing poverty in a poor nation like Moldova with the
tourism 2.0. They have contended that because of the high corruption rate in Moldova, there is a requirement
for trusted systems. The researchers have exhibited that the immutable nature of blockchain can help mitigate
destitution with the tourism 2.0 by wiping out defilement issues in Moldova.
4. Challenges in the way of total realization of Blockchain. To gain a holistic view of the strength
of Blockchain technology, it is imperative to discuss the challenges that need to be overcome for its successful
implementation in these key areas. This section puts a stress on the limitations of the BC technology.
The first problem area will be the harm to privacy. Bitcoin transactions may be allied to user details
which can then be associated to IP addresses, suggesting a lack of anonymity for users. The likelihood of a
loss of privacy could undermine the general protection of blockchain infrastructures. Online voting systems, for
example, place excessive value on security as a main blockchain property, both to protect voters and to ensure
the correctness of the election result. The second problem in the paradigm of voting emerges in the consensus
algorithms used in BC with regard to speed and energy consumption. Bitcoin’s PoW has an estimated energy
intake of 45.8 TWh per annum, according to [164].
The challenges that a company which wishes to adopt Blockchain for improving its food supply chain must
overcome relate to the development of smart contracts and endorsement policies, channel configuration and data
management. A paper contract consists of different clauses. In order to define constraints for a data model,
these contractual clauses can be defined by textual language. These constraints can later be converted into a
more formal language. For a smart contract, they can even be translated into code. Once the constraints are
in a formal grammar, they can also be tested for consistency, completeness and accuracy using software tools.
Blockchain ledger is a database of historical transactions [165]. Mapping a supply chain process into a series
of successive transactions that are conducted in an ordered sequence is necessary to incorporate a process on

338

Mir Shahnawaz Ahmad, Shahid Mehraj Shah

a blockchain system. While intuitive, there are challenges to operationalizing this approach. The terminology
of regulatory policies in plain text, in particular, can be very complicated and such policies are not easy to
map into an executable language with the right semantics. The need to ensure that the smart contract code
represents the parties’ intent and contains no inadvertent coding errors is another major concern. However,
ensuring that the software code is bug-free is virtually impossible. Danger is thus not completely removed [166].
This is obviously a weakness of the blockchain technology.
From the viewpoint of IoT security, at present, the Bitcoin block size is limited to 1 MB and a block is
mined about every ten minutes. Subsequently, the Bitcoin network is restricted to a rate of 7 transactions
per second. Thus BC is unable to deal with high-frequency trading [167]. The small block capacity means
the delay of smaller transactions as the miners would prefer the transactions with higher fees. However, larger
block sizes mean larger storage space and slower propagation in the network. This will lead to the branching
of blockchain. This makes scalability a huge challenge. The prime feature of IoT is the multitude of devices,
hence, overcoming this scalability issue will be a major challenge.
The integration of blockchain into ITS provides data manipulation security and prevention through its
ability to guarantee data immutability. Blockchain cannot however, directly guarantee security and privacy,
as blockchain is based on various methods. Some of the techniques are modern cryptographic techniques,
pseudonyms, and off-chain storage. That can ensure the security of content within blocks (transactions or
records) and the privacy of users and devices [168]. Moreover, the incorporation of blockchain in ITS may involve
the ability to manage a large number of data and transactions in a highly complex moving vehicle environment.
This is a current blockchain application weakness to accommodate into IoV directly [169]. Therefore, the
performance metrics of the blockchain enabled IoV network are as critical as its protection and privacy due
to the reliance of massive data and mobility. These matrices of performance include latency, consumption of
energy, scalability, and throughput. Collusion attacks could be launched in BC-enabled IoV networks because
of the issues in consensus algorithms. The active validators may collude with other false validators in this
attack [170].
The important challenges that exist in BC-based healthcare systems include scalability, security and privacy
of electronic health records because of the 51% attack, heavy processing power requirement, and huge investment
by providers to lay down the BC infrastructure in their domains. Keeping the nodes alive in such a BC-based
healthcare system across the nation needs enormous socio-technical changes, and alignments [171]. Moreover,
BC applications are created to be HIPPA and GDPR compliant. However, as separate social, economic and
healthcare structures would be combined, it is problematic for both the patient and the healthcare provider to
lack the legal or compliance code to obey the results of the applications [172].
For adopting BC in government services, in addition to the heavy sustainability costs, complicated, expensive, and extensive software upgrades across all the mining computers in the nation is required. Sometimes,
due to the existence of a software error, or anomalies in the blocks of a single user that can cause the entire
blockchain to break prematurely, protocol changes cannot roll smoothly. All the users in the network will have
to rollback their updates in such situations to maintain continuity in the entire blockchain [173]. Next, it is
often diﬀicult to introduce deliberate software protocol changes, and seasoned network users must be vigilant
and sometimes forcefully avoid such actions. Another big problem that can occur in BC is the loss of cryptographic keys. If any user loses the public/private key package, is stolen or expires, those blocks cannot be
recovered [174]. Also, in the long run, BC will display a poor economic behavior because with time the reward
that one will get for mining will be less profitable compared to the extensive resource investment [175]. The
Proof of work algorithm is highly susceptible to DoS attacks. Critical government infrastructure will be put at
risk. Double spending attacks could be launched if one user gets the control of 33% of network computational
resources [176].
In the sector of tourism, the usage of blockchain technology by customers would be restricted to those
who are tech-savvy and educated about its process, thus limiting its use to just a small demographic group.
In addition, in the event of an unexpected shock to the economy, the lack of regulation over blockchain and
cryptocurrencies poses a concern for tax evasion and exchange rate volatility. Cryptocurrency value instability
may also pose a danger to market stability for potential tourists [177] . Moreover, given the huge energy
consumption of blockchain networks, the environmental cost implications for SIEs would require attention to
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the production of renewable energy and the related policy reforms [178].
Risk posed by Quantum Computers to Block-chain technology: Block-chain technology uses one-way mathematical functions to generate digital signatures that are required for authenticating the users in the network.
These functions are easy to calculate, but very diﬀicult to forge, for the reason that it is extremely hard to
calculate the inverse of these functions. However, the advancements in the field of quantum computing are
posing a serious threat to the security of block-chains [179]. It is anticipated that in the near future, the
quantum computers would be able to calculate the inverse of one-way functions easily, making the encryption
using these functions obsolete. Hence, investigating the encryption methods that are hard to break even using
quantum computers is highly crucial for the block-chain security.
5. Conclusion and Future Directions. Blockchain is a decentralized, persistent, distributed, immutable, transparent, secure and auditable database technology. Currently, it is viewed as a concept that
has tremendous potential to transform the finance industry, but its potential in other areas remains unexplored. In this paper, we examined the integration of BC with seven key scenarios. In each of these scenarios,
we highlighted the problems that exist in the classical systems which they use and the solutions that Blockchain
technology can provide. We have also highlighted some current issues that require careful analysis and professional research. This research proposes two aspects of the blockchain definition in these sectors at the
theoretical level: explicit and implicit. The functional aspects of the blockchain define the explicit dimensions.
While most of the scarce research in the field of blockchain is technology-driven, suggesting new protocols and
algorithms, attention is not given to the major drawbacks that come with it. This paper in addition to the
implicit advantages of using blockchain has highlighted the key challenges that come with its adoption in any
of these sectors. It can be used as a guiding torch by the researchers to take up a research challenge in the
domain of blockchain. The future directions are given as:
1. Scalability: Researchers can shift their focus towards finding a tradeoff between block size and security.
2. Privacy violation: According to [180], BC does not assure the transactional privacy maintenance. This
is because of the public visibility of all the transaction values and public keys. Moreover, [181] has
proved that the Bitcoin transactions carried out by an individual could be served and analyzed to
expose the information of a user. Also, a method has been proposed by [182] to attach pseudonyms of
users (a key feature of BC) with the IP addresses even in the case when they are secured behind the
firewalls or the Network Address Translation (NAT).
Researchers can go in the direction of finding improvements in the anonymity of BC.
3. Attacks by miners: There is a consensus on the statement that if 51% of the computing power of the BC
combines, it can reverse the BC and subsequently reverse the successful transactions [167]. Therefore,
if the miners become successful in carrying out the collusion attack or otherwise called the 51% attack,
the consequences could be heavily dangerous. Moreover, the researchers are vouching on the statement
that much less than 51% power is required to cheat in BC [183].
Other than 51% attacks, stubborn mining [184] where the miners launch network-level eclipse attacks
are possible in BC. Researchers can work in the direction of finding approaches to let the honest miners
work without just wasting their resources, and in letting them find a BC branch which is neither selfish
nor stubborn.
4. The movement towards centralization: BC is depicting a trend where miners become centralized in the
mining pool. For example, in the Bitcoin network [185], only the top 5 mining pool own more than
51% of the entire hash power.
Since the BC’s strength lies in its decentralized architecture, this trend has to be stopped and for that
methods need to be proposed.
5. Smart contract attack analysis: Smart contract is a fragment of code that can be automatically executed
by the miners. If this code is tampered with, even with a small bug, disastrous damage can happen.
An example is the loss of $60 million by the recursive call bug in the DAO- Smart contract.
Researchers need to focus on the analysis of smart contract attacks.
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