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A NOVEL APPROACH FOR CLUSTER HEAD SELECTION
USING TRUST FUNCTION IN WSN

VIPUL NARAYAN*AND A.K. DANIEL?

Abstract. The enhancement of new technology in the sensor network shows a significant result in every aspect of life such as
military surveillance, hospitals, mining and hospitals etc. The nodes are scattered randomly in Rol (Region of Interest) and data
is transmitted to Base Station (BS) using the multi-hop technique. The Wireless Sensor Network (WSN) become an important
research field for challenging problems as energy consumption, efficient cluster head selection process, routing algorithm, network
strength, packet loss, energy loss and so forth. The agenda in the paper is to enhance Residual Energy (RE) of nodes and network
lifetime. The problem is solved by using an efficient clustering and Cluster Head (CH) selection process.The cluster head selection
is based on the maximum node residual energy and the minimum distance from the base station. The Proposed protocol worked
in two stages. The new Threshold value T(H) is calculated for the cluster head selection process in the first stage. The data fusion
method based on the trust function is used to get accurate data in the second stage. The energy model is utilized to reduce the
excessive energy transmission inside the network. The Proposed protocol is compared with Stable Election Protocol and achieves
44% lifetime improvement, 59% stability improvement and 15% in survival rate respectively.

Key words: Clustering, Cluster Head Selection, Energy Efficiency, Wireless Sensor Network, Trust.
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1. Introduction. Recent growth in the field of the mobile internet and sensor network technology has
motivated the mindset of people towards new technology [1][2]. The Sensor Nodes (SN) are distributed to cover
the network area and interact with the external environment using certain communication factors. The SN have
limited battery power. The multiple SN are required to perform real-time tracking of objects in the network.
In the twenty-one century, the WSN has played a significant impact on human lives. The evolution of science
engineering and advanced technology in many disciplines improve sensor nodes technology and influences daily
life nowadays. In year 1970s, the first generation sensor network was introduced. The SN follow point to point
communication to transfer the data to BS. The next generation sensor network instead comprises less energy
and operated independently with the cooperation of former nodes and collects data in the network. In the early
1990s, the third generation sensor network was introduced in the market with advance features and use a device
manager and bus connection system to collect the information in the network. The fourth generation sensor
networks have an advanced characteristic which performs a multi-hop approach and self-organizing features in
the network for data transmission in the WSN [3][4]. The sensor network collects the information from various
sources and sent to BS via single/multiple hop fashion. The sensor objects and observers play a significant
role together for establishing communication via the communication link in the network. The multiple SN are
deployed in the critical zone area after regular interval of time because data collection in these places are very
difficult. The location of every SN in the network is not easily tracked. The GPS is used in some sensor nodes
to know the exact location in the network. The sensor network has played an important role in the current
scenario as deployement strategy,protocol design and green communication etc.[5]. The various applications
are handled remotely and embedded therefore,requirements of sensor network in every place for the scientific
and research purpose [6]. The modern sensor network technology is much more efficient than the traditional
network. The node energy and environmental interruption affects the communication in the network. The
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effective route optimization technique and utilization of resources in the network solve the problem which
maximizes bandwidth utilization and maintain QoS in the WSN. The nodes are placed at static location in the
hazardous region and sometimes unable to cover the network area due to several obstructions. The problem is
solved by using energy efficient-coverage protocol and improves network lifetime. The RSSI is used to determine
the current power of the signal. The complete coverage and optimum utilization of energy while transmitting
the data in in the network become important research in the present scenario [7][8]. There are two types of
transmission in the sensor network. The first is the actual transmission and another is the data fusion rate.
In actual transmission the data is lost due to environment factors and data corruption. The data fusion rate
helps in node computing, storage computing and reduce the consumption of energy inside the WSN. The nodes
are randomly distributed in network and every time long distance node use more RE compared to shortest
distance.

The paper proposed a protocol that uses new Threshold value for advanced nodes and normal nodes to
prevent randonmness in the selection process of CH. The new Threshold value consits of weighted energy and
distance ratio to prevent CH(s) and low node failure. The data fusion method based on trust function to get
accurate data and energy model are utilized to reduce the energy transmission in the WSN.

The remaining section is defined as follows. The Design issues and Related work are discussed in section 2.
The LEACH protocol in section 3. The Proposed Protocol is presented in section 4. The Experimental results
are performed and contrasted with SEP in section 5. Conclusion and future work describe in section 6.

2. Design Issues and Related Work. The important task in the sensor network is to enhance the RE
of the SN and WSN life by using optimum energy conservation techniques. The WSN area is partitioned into
the number of regions by using longitudinal distance to the BS. In [9] the regions constitute CH for transmitting
data to BS via the multihop scheme. In [10] performed static clustering to reduce the overhead in the system.
The node having maximum RE is used for the selection of CH in the WSN. The increased number of CH(s) in the
region enhanced the RE of SN and lifetime of system [11]. In [12] proposed LEACH protocol and performed
static clustering for the CH selection by utilizing maximum RE of SN and minimum distance from BS as
parameter in the network. In [13] proposed a minimum spanning tree algorithm for the selection of CH and
transmission of data to BS using a single-hop scheme in the network. In [14] introduced the LEACH protocol
for an efficient cluster head selection process and used K means clustering method for proficient utilization
of clusters node inside the network and improved the performance of the WSN. In [15] proposed a clustering
technique for the organization of SN and efficient routing scheme for transmission of data to BS. The WSN
is partitioned into different regions and CH is based on the SN having maximum RE and minimum distance
from BS which enhances the network lifetime. In [16]used distance,energy and node density as a parameter
to increase the lifespan of WSN. In [17] energy problem in LEACH protocol is solved by adjusting the CH
formula bassed on distance and energy as important parameters in the network. In [18] used radius and weight
function to elect candidate CH in the network area and transmission of data to BS via a multi-hop approach
which minimizes the energy consumption in the network. In [19] introduced the K- Medoids algorithm for
the selection of clusters inside the network which enhanced the lifespan of the WSN. In [20] introduced a new
methodology that uses the fusion method based on the principle of ingredient analysis algorithms to minimize
the energy issue in the network. In [21] authors said that unequal nodes energy consumption and CH selection
process is randomly performed in the network. The problem is solved by an efficient CH selection process
which enhanced the node’s RE and the lifetime of the WSN. In [19] proposed a protocol in which WSN is
partitioned into equal size regions and static clustering scheme is used to avoid the overhead problem and
multi-hop scheme for transfer the data to the BS. In [22] proposed a protocol in which the CH and non-CH
are selected according to the RE of SN. The maximum value is chosen as CH among them which reduced the
consumption of energy inside the network and improve system performance. The CH selection in the LEACH
protocol is not appropriate so causes various problems.

In [23] introduced trust model for secure data transmission and minimize various issues in the network.
In [24] the trust model is used to secure various layers of communication in the network. In [25] proposed
data fusion process relying on the degree of trust to enhanced the system performance. In [26] proposed the
data fusion method based on multivariate streams of data to detect and avoid outliers in the system. In [27]
proposed a Trust-Distrust protocol and use four stages as topology management, linq quality appraisal, grading
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and secure data transmission based on grade points in the network for data routing to the BS. In [28] achieved
secure communication based on trust function and energy efficient clustering algorithm in the network. In [29]
proposed a protocol for the selection of CH based on trust function. The data fusion and trust function is
utilized to avoid unnecessary transmission and achieve a higher packet delivery ratio in the system.

3. Low Energy Adaptive Cluster Hierarchy (LEACH). The LEACH is the first clustering proto-
col.The selection of CH in the protocol is performed randomly and average energy is distributed among all
nodes to avoid energy issues and network survival period. In the protocol different clusters are formed and
among them, one is elected as CH. The rest non-CH(s) nodes sent data to each respective CH(s) to avoid the
redundancy problem occurred in the data. The CH(s) aggregate the data and sent it to BS. The non-CH(s)
have the cluster header information and a small routing table is maintained by the CHs [22]. The unnecessary
consumption inside the network is avoided by using a routing table in the protocol. The protocol has many
advantages as well as disadvantages too. In LEACH protocol when cluster formation takes place, the energy
is optimized in the stabilization phase. The random numbers are allocated as 0 and 1 to every SN and when
the resulting number is greater compared to the threshold set T(n) will be chosen as CH for that round. The
clustering process has two phases known as the establishing phase and stabilization phase. The formation of
clusters takes place and message-id is broadcast in the network using signal strength and with the help of
non-CH(s) nodes in the network. The CH(s) request all messages and the routing table is maintained and
follow the TDMA schedule for all clusters. The data aggregation is performed on the basis of the routing table
and finally, the data is sent to BS [30][31].

4. Proposed Model. The SEP protocol was introduced to minimize energy issues in the network [32][33].
The SEP protocol uses weighted probability for CH election in normal as well as advance nodes. The SEP
protocol does not ensure whether the nodes are effectively deployed or not in the network.

This paper proposes a new protocol in which WSN is partitioned into regions and contains two different
SN. The nodes for high energy are known as advanced nodes and for low energy nodes called normal nodes.
The proposed protocol is executed in two phases. In the first phase, distribution of SN and new Threshold
value for cluster head selection in the WSN. In the next phase the accuracy of data is preserved by utilizing
the data fusion method based on trust function to obtained accurate data. The energy model is used to reduce
the unnecessary energy transmission in the WSN. The proposed protocol uses new a cluster head selection
mechanism which avoids randomness for CH selection process. The selection of CH(s) is performed by using
maximum RE of SN and minimum BS distance. The new T(H) consists of distance ratio and weighted energy
which avoids energy failure problems in the CH(s) and low node energy problem. Through this way,it enhances
the CH(s) nodes RE. The CH(s) wait for the completion of the data communication task of their cluster nodes.
The proposed protocol reduces the energy consumption in WSN and improves the system performance.

4.1. Network Assumptions for Designing the Proposed Protocol. The following presumptions are
considered for designing the proposed protocol.
The SN are scattered in a random fashion in the Rol.
e The BS has a continuous power supply and the SN are deterministic in nature.
e The RSSI Plays a major role in the distance estimation between two nodes.
e The battery is not rechargeable.

4.2. Energy Model. The Energy model for the proposed protocol shown in the Fig 4.1. For communi-
cating ¢ bits over distance d, the transmission energy (Tg) is required as follows [16]:

TE:{chezec—l-chfsde, if d < dy (4.1)

¢ X Eejec + ¢ X By x d*, else

where, Ec.= Electrical energy (Ecie. required for the conversion of 1 bit of data to signal), E;s= Power
amount for free space, E,,,= Power amount for multipath models.

Efs
=, == 4.2
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Fig. 4.1: Energy Model

The energy required for receiving ¢ bits is as follows:
Erx = ¢ X Egjec (4.3)
The energy required by the Cluster Member(C M) for communicating ¢ bits is as follows:
CMg =cX Eeee + ¢ X Eys X dop (4.4)

where dgcyg= distance to CH.
The energy required by the CH (CHg) is calculated as follows:

CHE:CXm(Eelec+EfS XdBJrEDA) (4.5)

where m =count of cluster member’s, dg= distance from Base Station, Eps = Aggregation Energy.

4.3. Trust Function. Let us assume that the set of SN as S = s1, s9,..., Sy, is covering the entire network
area. The d; and d; is the data collected by the sensor node s; and s; at same moment. If the accuracy of
sensor data d; is higher, than the trust degree of d; is greater than the rest of the sensor data. When data
d; is trusted by dj, than d; covers all the possible degree for sensor data. Thus the trust degree function is
represented as [25]:

tiy = f(|(di — dj)]) (4.6)

where t;; = f(|(d; — d;)|) € [0,1] and ¢,j = 1,2,...,n. Based on the trust function ¢;;, the trust matrix
corresponding to n number of sensor nodes computes all same parameters used at the same time as follow:

T o (4.7)

The weight of data (d;) collected from the sensor node (s;) is b;. In the matrix T, t;; represents the trust
degree of d; to dj, but does not show the trust degree of all data with respect to d;. The actual value of d;

is reflected by t;1, tio,. .. ,tin. Therefore, weight matrix B combine all the actual value of T" with a set of the
non-negative matrix A with values ay, as, ...,a,.
b1 ay
ba as
| =T (4.8)
bn an

bi = alt“ + agtig + ...+ antin (49)
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bi = Zajtij (410)
j=1

The matrix B and A are scalar multiples, if B =T A = AA. Here, ) is the Eigenvalue for the corresponding
eigenvector A. Thus the degree of trust is measured as:

b; a; . .

— = — =1,2,... 4.11

bj a]7l7] ) b 7” ( )
The normalized b; is:

b; = i (4.12)

a; +ag+ ...+ an

The data fusion is the process to collects data from multiple sources and gives meaningful information that
is not performed by any single sensor node. The objective of data fusion is to enhance the QoS and achieves
reliable and accurate data transmission in the Rol. The data fusion process also minimized data redundancy
problems and minimized the energy conniption in the WSN. The data fusion expression is:

Dp =) bid; (4.13)
i=1

From equation 4.13 data fusion is also expressed as:

nﬁ aidi
F= - :

D Lizt (4.14)

ay +ag+ ...+ an

4.4. Cluster Head Selection Phase. The CH are selected by using maximum nodes RE and minimum
distance from BS.The nodes are categorized into two parts.The first is normal nodes and the second is advanced
nodes.

P
N = TEN, (415
Ap=—L 1y (4.16)
P=1YN,N, " '

where, Np =Selection probability of normal node as CH, Ap = Selection probability of advanced node as CH,
N, = Advanced Node percentage, N,, = Amount of energy higher than the normal node.
The threshold is calculated as shown below:

P .
T(H) _ J1-Px(r mod %)’ ifneG (4-17)
0, otherwise

where T'(H) =Threshold Value, » =current number of round, P =The desired percentage of a node to be CH.
The new T'(H) is calculated by modifying in equation 4.17. The weighted energy (E) and distance ratio
(D) are calculated as follow:

E = (REcurrent — (Bq + Ey + E,)) (4.18)
Dps

D= 4.19

Dy, (4.19)

where RFE .y rent 18 current Residual Energy, E, is Aggregation Energy, FE,; is Transmission Energy, FE,. is
Reception Energy and Dpgg is the distance from the BS, Dy, is the longest distance from BS.The new T'(H) is
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used to avoid the low energy problem and improves CH survival rate. By utilizing equation 4.15, 4.16, 4.17,
4.18, 4.19 simultaneously improves in distribution of Normal and Advanced nodes. The new T(H) for Normal
and Advanced nodes are given in equation 4.20 and 4.21 below.

Npx .
axE+bxD), ifneG
T(H) = { 1~Nex(r mod ==l ) (4.20)
0, otherwise
Apx .
T(H): 1-Apx(r mod ﬁ)(aXE—‘rbXD), ifneG (421)
0, otherwise

where Npx represents Np with weight parameter X, Apx represents Ap with weight parameter X, and a,b
are the coefficient i.e. a € [0,1],b € [0,1] and a +b = 1.

Equation 4.20 and 4.21 improves energy consumption in the WSN. The long-distance nodes consume much
more energy compares to short distance nodes. Therefore by using new T'(H) for normal and advanced nodes
improves the distribution of SN and enhanced the node RE in the WSN.

4.5. Proposed Protocol. The flow chart for the Proposed protocol is shown in Fig 4.2.

The network consist of advanced nodes and normal nodes. The new threshold value minimizes the ran-
domness in the CH selection process. The data fusion rate is used to get accurate data using trust function.
The energy model are used to avoid unnecessary energy transmission in the network.

Algorithm 1: The Data Prediction Phase
Initialization: Hr = Node High Energy, H = Transformed High Energy, L = Transformed Low
Energy, CH = Cluster Head, BS = Base Station ;
Node; < rand (0,1) ;
if Node; > Hg then
‘ Set H_Node; < High Energy Node ;
else
L Set L Node; < Low Energy Node ;

Calculate energy radio weight ;

Calculate distance parameters ;

Transform H Node; <+ H ;

Transform L Nodei + L ;

if ((H< T(H) & & L < T(H)) then
Broadcast < CH message ;
Nodes receive < message ;

else
| Non_CH nodes < wait till message broadcast;
Nodes receive information intensity ;
Nodes receive message to join CH ;
CH receive request message ;
CH set TDMA schedule ;
Broadcast TDMA schedule ;
CH receive data ;
CH Fused data ;
CH send data to BS ;
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Generate a random number for
nodes
i=rand()

Set
L_Nodej— Low Energy Node

Set
H_Nodej+— High Energy Node

|

Non CH nodes wait till message
broadcast

Calculate Energy Radio Weight

Calculate Distance Parameter |

Transform
H_Nodej —H
L_Nodej—1L

Broadcast CH message |

‘ Nodes recieve message |

]

Nodes recieve information intensity |

A4

Nodes recieve message to join CH

v

CH recieve request message

A4

CH set TDMA schedule

A4

Broadcasr TDMA schedule

A4

CH recieve data

A4

CH fused data

A4

CH send data to BS

Fig. 4.2: Flow Chart of Proposed Protocol
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Table 5.1: Parameter for Simulation

Parameters Used Values
Nodes (N) 150

Network Area (150,150)
Position of BS (150,75)

Eys 10 pJ/bit/m?
Eomp 0.0013 pJ/bit/m?*
(Eo) 0.5J

(Erx) 50 nJ/bit

(Epa) 5 nJ/bit/signal
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Fig. 5.1: The deployment of Normal Nodes and Advanced Nodes

5. Simulation Results And Execution Assessments. The simulation is performed in Matlab 2017a.
The Rol is (150 x 150) m? area and the distribution of nodes are deterministic in the area. The probability of
CH selection is 10%. The proposed protocol is compared with the SEP based on simulation parameter [34] as
shown in Table 5.1.

The initial network deployment is as shown in the Figure 5.1.

In the Figure 5.1 the blue color represents the advanced nodes and the red color represents the normal
nodes. The BS is located at (150, 75) on the X axis and the Y axis respectively and represented with black
color. The effectiveness of the proposed protocol is compared with respect to the SEP for alive nodes is shown
in Figure 5.2, dead nodes in Figure 5.3, number of packet transmitted to BS in Figure 5.4, nodes elected as CH
in Figure 5.5, percentage of energy consumed in Figure 5.6, percentage of remaining energy in Figure 5.7 and
survival rate percentage in Figure 5.8 respectively.

The results in Figure 5.2 shown that the proposed protocol has 29 alive nodes after the first iteration which
is better than SEP.

In the Figure 5.3 shown the proposed protocol reveals better performance than SEP protocol because in
the proposed protocol first node dies at 998 rounds where as in SEP protocol dies at 411 rounds.

As shown in the Figure 5.4, the packets transmitted to BS are 1.8 x 10* for the proposed protocol while in
SEP protocol the value 1.7 x 10* has used for packet transmission.

As shown in Figure 5.5, the proposed protocol has more number of nodes as CH compares to the SEP
protocol. It can be observed from the figure that the number of CH starts decreasing after 400 rounds in
SEP and for the proposed protocol number of CH starts decreasing after 1000 rounds. So we can say that the
stability period is higher for the proposed protocol compared with SEP.

In the Figure 5.6 shown that the energy consumption is reduced for the proposed protocol compared with



Alllve Nodes

A Novel Approach for Cluster Head Selection using Trust Function in WSN

=
~

1 ~— SEP
-L\ A

Number of Alive Nodes
T

g T

----- PROPOSED PROTOCOL

g L“_
T
8
.
\ -LL
3 =
3 e
LY .
o’ H_H'_
\\_ Allive nodes for PROPOSED Protocol 28
4
1 1 1 1 1 1
BOO 1000 1200 1400 1600 180D
Life Time
Fig. 5.2: Number of Alive Nodes
- Number of Dead Nodes
PROPOSED PROTOCOL
8o |—SEP
w f
§ wf
= /
=
40+
8 o
201 /
. . 7 - , | . |
0 200 400 600  BOD 1000 1200 1400 1600 1800
Life Time
Fig. 5.3: Number of Dead Nodes
5,5 104 No of packet sent to Base Station
=-=-=PROPOSED PROTOCOL
~=:—SEP
w156
@
=
g 4}
g
&
G s
4 i ! i i : i ! ; ;
0 200 400 60D 8O0 1000 1200 1400 1600 1800 2000

Life Time

Fig. 5.4: Number of Packet Transmission to BS




10 Vipul Narayan, A.K. Daniel

« 100
o
8
=
T
5
1
1
(!
i
0 : A : - W .
0 200 400 BOD  BOO 1000 1200 1400 1600 1800 2000
Life Time
Fig. 5.5: Number of Node to become CH
00 The amount of Energy consumption in Percentage
PROPOSED PROTOCOL
oo | ——sEP
a0t J
£n 1
e
o
8 60
E
=
£ 50
o
5]
@ 40
E 4
il |
20
107r 1
5 ; ; i ; : i : i ;
0 200 400 600 BOO 1000 1200 1400 1600 1800 2000
Life Time
Fig. 5.6: The amount of energy consumption (in %)
o THe Remaining amount of energy for each Node
T T
—&— PROPOSED PROTOCOL
B —o—sEP 1
Z20
2
2
15
o
c
E 10
£ 5
09
5

No of nodes

Fig. 5.7: The remaining amount of energy



A Novel Approach for Cluster Head Selection using Trust Function in WSN 11

Death Rate in Percentage se

90 - PAOPOSED PROTOCOL

Rate Percentage(%)
wm
b

Fig. 5.8: The Death Rate of Network

SEP protocol. It is observed that the energy consumption is around 100 % in SEP protocol for 1400 rounds
whereas it is around 80% for 1400 rounds in the proposed protocol.

In the Figure 5.7 the proposed protocol has more remaining energy compare to the SEP protocol which
has almost zero energy for each node.

In the Figure 5.8 the survival rate of the proposed protocol is around 15% which is significantly better in
comparison with SEP.

6. Conclusions. The proposed protocol prevents randomness in the selection process of CH. The new
Threshold value consists of weighted energy and distance ratio which prevent the energy issues inside the
sensor network. The data fusion method is used in the Proposed protocol to get accurate data using the trust
function and the energy model is utilized to minimize energy trnasmission within the network. The simulation
results have shown a better lifetime, stability period and survival rate for the Proposed protocol compared with
the SEP protocol. In the future fuzzy logic approach will be used for the CH selection process which efficiently
utilized energy consumption inside the network and enhanced the system performance.
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