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NETWORK VIRUS AND COMPUTER NETWORK SECURITY DETECTION

TECHNOLOGY OPTIMIZATION

ZHIFENG HU ∗, FENG ZHAO †, LINA QIN ‡, AND HONGKAI LIN§

Abstract. With the advancement in communication technology, computer network will become important for information
exchange. However, the network has the potential therefore the strong security policy is needed for network security ensuring. To
prevent the computer network from the virus invasion, the computer network security technology is ensured, having a clear network
virus understanding. In this paper, the structural model of network security detection and monitoring system is established in
a proactive way, the function of each component is described, and the design model is introduced to conduct comprehensive and
effective automatic security detection on the client and each layer of the network, so as to find and avoid the system from being
attacked.Result: The observed example shows that the flow rate of information in and out of the network is relatively stable, with
few changes, and the rate of change is close to zero per unit time. In the case of network attack, the amount of data flowing into
the target network is far more than the amount of data flowing out of the network.Computer security technology is used to improve
the security of the network and prevent network virus from attacking the computer network.
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1. Introduction. With the rapid advancement of computer field, significant changes have taken place in
network security technology. As a virtual space, computer network has the unique language, behavior and social
communication modes of the computer, and its space is borderless and open. The emergence of the network has
changed the behavior of human beings and gradually made the society have the characteristics of information
[1]. In recent years, the computer network virus attacks the network wantonly, has caused the great threat
to the computer network security operation. In the face of computer malicious attack, in addition to passive
defense, we should also be active defense. Computer network security detection system is an important network
security defense technology, its implementation principle is on the basis of the known security vulnerabilities
database, item by item to the target host of the leak detection, inspection, switch and server can be a database
of target object, after the test results, the system will automatically provide detailed and reliable analysis report
to administrator, this for the improvement of overall level of computer network security provides a reliable basis
[2, 3].

A certain system is required to protect the security of computer network information and the users also
take reasonable protective measures. Various kinds of strategies are used together in the protection process of
computer information security. In this way, the probability of infringement of information security is minimized
[3-5]. Figure 1.1 shows the firewall network security connection.

At present, in our country most of the computer networks are installed with the firewall software to scan
the network access resources and to deal with the hidden security problems [6-8]. It supervises and controls
the access between various networks efficiently. Network information is closely monitored by the firewall when
the network is running. Generally, to find the data information, IP address of network users are used by the
firewalls. The IP address of users can be converted by the control function [9-11]. An effective way to ensure the
information security of computer network is protective wall technology. For the operation of computer network,
the utilization of protective wall or security system need to be strengthened [12]. The topological structure
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Fig. 1.1. Firewall Network Security Connection

can efficiently improve the security of computer network operation and for isolating viruses; Protective wall
technology has an effective role. The viruses characteristics are becoming more diverse which requires relevant
Internet technical managers [13].

The organization of the paper is as follows. Section 2 gives exhaustive literature survey followed by a
research method adopted in section 3. A discussion of obtained results is in section 4. Finally, Section 5
concludes the complete paper.

2. Literature Review. Network security detection technology is built on the basis of modern network
security technology, in a long time, people do not take network security as a special problem. With the
expansion of the scope of Internet use and the increase of commercial applications, the security problem of
Internet is gradually paid attention [14]. In order to adapt to the current network security needs, major
companies have developed their own network security detection and evaluation tools.For example, with the
release of Microsoft’s wsXp, Microsoft recently released version 3.2 of its latest network security detection
program. This command line tool can help the system administrator to check the security status of the
computer and timely find the unpatched vulnerabilities [15]. One of the UK’s leading cyber security companies
has developed an online tool to detect security vulnerabilities. It works by using artificial intelligence (Al) to
simulate hackers’ attacks. With the help of artificial intelligence principle, automatic Web proxy authority,
special protocol program, defect confirmation and four levels of internal error correction, some Suggestions on
how to repair the vulnerability are proposed [16]. At home, the development of network security technology is
also going on like fire. In March 2018, the world’s first network security online detection system (NetworkSeeurit,
OnlineAuditSystem), developed and designed by shenzhen anluo technology co., LTD., was officially released
by ”China network security assessment center” and made available to the public. Shanghai jiao tong university,
tsinghua university, zhejiang university and other universities, as well as China green alliance technology and
other units, have invested certain research strength in expanding network security detection and evaluation
technology, laying a solid theoretical foundation for the development of domestic security detection technology
[17, 18].

Many researchers have worked on the various techniques on the network security in past few years. To
solve the problem of computer information security, there are many technologies like cryptography technology,
network security technology and so on [19]. To ensure the computer network information security by setting
up computer detection, a special protection system has been established. The electronic products is faster and
more severe with the rapid development of science and technology. In this paper, authors detail the network
security for large organizational networks which is such a challenging task [20]. The basic aim is to reduce a
successful large-scale attack and complex network architecture probability. The attack graphs are utilized to
accurately assess the security of networked systems and to understand how vulnerabilities can be combined to
stage an attack. It is the successful measurable model to measure the security risk.

The feasibility of computer networks against virus attacks is analyzed and the computer virus weapon
characteristics is pointing out [21]. From the obtained results, it is notice that the computer spread the virus
in the network speed and with time, the infected machines variation with time. Authors in this paper outline
an software development that utilizes QoS and Cisco Catalyst parallel technologies [22]. For Network Intrusion
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Detection performance increment , high-speed networks are designed. Authors detailed the network security
situational awareness after an investigation. The logical analysis is done concerning the situational awareness
network security from the data value chain [23]. Factor acquisition, model representation, measurement estab-
lishment, solution analysis, and situation prediction are the five different stages in this process. Authors aim
to provide some references for the scientific research and engineering personnel in network security situational
awareness. Authors analyses the types of security hidden dangers and the vulnerability detection technology
Fuzzing technology [24]. Obtained results show that vulnerability detection technology protects network secu-
rity efficiently. WS Fuzzer, Web Fuzz and Webvul are three vulnerability detection tools used for detection
time of open source system analysis.

2.1. Contribution. The innovation of this paper is to analyze the important position and function of
network security detection technology in maintaining network security. On the basis of the above analysis, a
structural model of network security detection and monitoring system is proposed. In this paper, the design
idea and key technologies of the network security detection and monitoring system are explained and discussed
in detail.

3. Research Methodology. Network viruses are divided into mail viruses and vulnerability viruses ac-
cording to the transmission route:

(1) Trojan is a backdoor program, including the client and server two parts. Generally used as a hacking
tool, users in the unknown, the user’s data stolen. Trojans do not have the ability to copy themselves. If the
user USES the trojans, the hacker has the control of the whole machine. Because be controlled by hacker, so
bring huge damage to the user. The way they usually do this is to upload the trojans to a server for users to
download.

(2) The worm virus can be spread through MIRC scripts and HTM files. After the user’s computer is
infected, the worm virus automatically looks for local and network drives, looks for directories, searches for
files, and then overwrites the original user files with virus code and changes the file’s extension name to VBS.
Now computer network security detection technology commonly used methods.

3.1. Use of firewall and detection technology. In the era of big data, firewall and security detection
technologies are commonly used to effectively resist the risk of computer network. Firewall can usually be
divided into hardware firewall and software fire-wall; can set up a protective barrier between the internal
network and the external network. The establishment of a firewall can block external illegal programs from
accessing user information, and by strengthening network management, such as setting access rights to data,
the computer can be prevented from being infected by network viruses. Firewall as a filtering technology, has a
strong anti-attack ability, can protect the user’s computer information also can carry out real-time monitoring
of network data [25-27]. Firewall solution schematic, as shown in Figure 3.1.

3.2. Access control technology. Access control technology is to define the user’s identity, combined
with the user’s different rights to use the corresponding ability. Use the router to set the external access rights,
can also use the permission software to set.

This technology is usually widely used in enterprises. Due to the privilege and confidentiality of computer
access technology, if the authentication is not passed, the relevant information cannot be accessed, reducing
the risk caused by malicious access. If it is an external access, the access will be directly denied, thus playing a
role of security protection at a certain level. Of course, if a virus breaks into permission software or a computer
has been monitored, the technology is not safe enough, mainly to prevent human accidents.

3.3. Data encryption and big data analysis. Data encryption technology is to ensure that data in
the transmission process is not blocked, data encryption technology can be divided into keys and keys, like
keys and locks. In the application of data encryption technology, the first to transfer the file for encryption
processing, the information for digital trans-coding, containing a key decoding tool key, after the encryption
packet is designated to receive IP, you can use the key decoding, the digital information into normal text again.
Even if the encryption package is intercepted by hackers, there will only be a lot of Numbers and garbled code
after forced open, unable to get the correct information data. Sometimes the data is exceeded in the typical
storage, processing, and computing capacity of conventional databases which is referred by the big data. Many
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Fig. 3.1. Firewall Solution Schematic

tools and methods are needed for the analysis of the big data and to extract the pattern from the large scale
data [28, 29]. Cause of big data is due to the increase in data storage capabilities and increased computational
processing power providing more data than they have utilizing technologies to process [30, 31].

4. Results and Empirical Analysis. Because the purpose of network security detection system is to
find the security holes in the system, we mainly use the existing security attack methods to carry out simulated
attacks on the network system, in order to find the security holes and security Settings of the system defects.
Network security detection system consists of two parts: security scanning and security analysis. The security
analysis system carries out statistical analysis on the result information obtained by the security scanning
system, classifies the security vulnerability according to the system, network, service and harm degree, and
then queries the database through the vulnerability database control system, gives detailed information about
the vulnerability, and suggests the patches to be adopted. The system structure of the entire network security
detection system is shown in Figure 4.1.

4.1. Security scanning system. The security scanning system is composed of the following parts:

4.1.1. System configuration module. System configuration module is the manager of the entire system,
can use gugong (graphical user interface) or HTML file and browser two ways to manage the system. The system
configuration module is mainly used to configure the operation rules of each module of the system. That is, ฀
To determine the scope of the information collection. In other words, the information of a subnet or a specific
host can be collected. If the information of a subnet is collected, the IP address range of the subnet can be
set, such as: 202.118.179.1 – 202.118.179.254. In this way, security detection of subnet 202.118.179.0 can be
conducted to collect necessary information. If you collect messages from a particular host, you can set the IP
address of that host as 202,118.179.156.

Determine the object of vulnerability inspection module and network service vulnerability or operating
system vulnerability. For network service vulnerability, Te1net service vulnerability, FTp, Finger, Http and
other network service vulnerability can be detected. For operating system vulnerabilities, you can check file
permissions, password file Settings, and system configurations. Finally, the system configuration files are
generated based on various configuration information. Each other module initialization and normal operation,
according to this configuration file [32-35].
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Fig. 4.1. Structure Model of Network Security Detection System

4.1.2. Information collection module. Construct the topology diagram of the target network The
network topology diagram reflects the interconnections among the network elements in the target network. For
example, the connection between router, gateway and subnet, the connection between router and router and the
connection between the internal hosts of the subnet can make the network administrator master the connection
between various devices in the entire network. Different network topology structure itself has different security
weaknesses, that is, the network security vulnerability determined by the network topology structure is different,
so the corresponding security protection measures should be taken for different network topology structure.

Computer network topology can be divided into four types: bus network, star network and tree network,
ring network and mesh network.

Determine the type and version number of the target host operating system In a network, different types of
computers often coexist, different types of computers may run different operating systems, and each operating
system has many versions, different operating systems may produce a variety of security vulnerabilities. For
example, UNxI and sail N0DwS have published about 300 insecure points of the operating system, and there
are nearly 50 kinds of known hacker attacks. For versions of the IX operating system, because they are written
by different manufacturers or by different people, some versions may have certain vulnerabilities and some may
avoid them. The possible security vulnerabilities of Windows operating system and t xI operating system are
different.

4.2. Design of network security detection system. The purpose of network security detection system
is to find the security holes in the system. However, for an attack method like DDOS (distributed denial of
service attack), which attacks the network through ”simple” and ”normal” channels instead of exploiting the
vulnerability of the system itself, network security detection system is difficult to detect. Therefore, we need
to add monitoring function to the security detection system, timely detect abnormal network activities, repair
potential attack vulnerabilities, and enhance the security performance of the network. We mainly implement
the detection and monitoring of the network system from the following two aspects:

4.2.1. Monitor network traffic. From the most intuitive and natural point of view: all network services,
data exchange, in the final analysis, are down to the host physical port of the bit flow, the normal service is so,
illegal invasion is so. Therefore, starting from the underlying physical port, real-time monitoring of the state
of bit-stream flow (direction, size, rate, rate of change, etc.) can help the system administrator to timely find
network anomalies.

First, in order to monitor the data traffic in the whole network, the monitoring system must be placed on
the switching node (e.g., router, switch, etc.) in the network system, because all data entering and leaving the
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Fig. 4.2. Location of Network Security Monitoring System

network must flow through the switching node. In addition, the network card of the machine at the switching
node is set to ”promiscuous” mode so that all packets entering and leaving the network can be captured by the
machine. Figure 4.2 shows the location of the traffic monitoring system in the network.

Secondly, in order to realize the real-time traffic monitoring of the network, it is necessary to obtain the
changing rules of data traffic of various typical network visits and store them in the display system in the form
of feature files. For example, typical network port information traffic has the following observed facts: There
is a certain proportion and characteristics of the inbound and outbound flow in normal use mode as given in
Eq. (4.1) to Eq. (4.4):

Cout represents the amount of traffic flowing out of the network;
Cr represents the traffic flowing into the network;

Cout << Cr(4.1)

θ1 <= Cout

Cr < θ2
(4.2)

Changes of network port traffic under network attack:

Cout << Cin(4.3)

Cout

Cin

< θ1(4.4)

If the network traffic is displayed in the form of waveform, it can be seen that there is a significant difference
in the waveform changes in two cases: in the case of normal network access, the waveform changes little, the
waveform performance is relatively slow; However, in the case of similar DDoS attack, the waveform changes
greatly and there are multiple data traffic peaks, indicating that a large amount of data flows into the monitored
network. Different switching node hosts may not have the same characteristics for the above typical network
access, so the characteristic files may not be the same. The monitoring system should be audited for different
machines to obtain the characteristic parameters Cout/Cin and of the specified host. Also, the network port
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Table 4.1

Same Speed Limit and Different Numbers of Packets

Packet Number (transmis-
sion interval 1 ms)

Packets
Received

Packets
Analysed

Packets
Dropped

Packets
Filtered

Packets
Outstandings

100 100% 100% 0.00% 0.00% 0.00%
500 100% 49.38% 33.62% 0.00% 50.37%
1000 100% 28.83% 40.28% 0.00% 68.92%

Fig. 4.3. Same Speed Limit and Different Numbers of Packets

information flow rate (Rout/Rout) and its rate in unit time rate of change (Vin/Vout) for identifying network
normal or abnormal situation have important significance. Under the normal network access mode, there is a
certain proportion and characteristics of the in-out rate as given in Eq. (4.5) and (4.6):

Rout ≃ Rin(4.5)

Vout ≃ Vin ≃ 0(4.6)

Changes of data flow rate of network port under the circumstance of network attack as shown in Eq. (4.7)
and Eq. (4.8).

Rout ≪ Rin(4.7)

Vin ≫ Vout ≃ 0(4.8)

From the above observation examples, it is seen that under normal circumstances, the flow rate of incoming
and outgoing network information is relatively stable with few changes, and the rate of change per unit time is
close to zero. In the case of network attack, the amount of data flowing into the target network is far more than
the amount of data flowing out of the network, and the rate of information flow in unit time changes obviously,
indicating that there is a large amount of data pouring into the target network [36-38].

In the experiment, the packet transmission rate was remain to the similar speed (1 ms intervals) to get
a fair analysis of numbers of packets (each packet carried 1 KB). We sent 100, 500 and 1000 packets batches
at 1 ms intervals and the experimental results are shown in Table 4.1 and the Figure 4.3 shows its graphical
representation.
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Table 4.2

Speed and Values are same but Different Packet Size

Packet Number (speed
12,000 per 1 ms)

Packets
Received

Packets
Analyzed

Packets
Dropped

Packets
Filtered

Packets
Outstanding

1 Byte 100% 100% 0.00% 0.00% 0.00%
400 Bytes 100% 42.09% 32.67% 0.00% 58.67%
800 Bytes 100% 23.67% 41.89% 0.00% 80.11%

Fig. 4.4. Same Speed and Value but Different Packet Size

If we transfer 12,000 packets in interval of 1 ms then the packet size was increased to 400 bytes,the 35%
of them are dropped.The Snort dropped more When the packet size was increased to 800 bytes. The Table 4.2
presents the experimental results.

The graphical representations of results are also shown in Figure 4.4. Experiment results shows that more
packets will be dropped if there is increase in packet size.

4.3. Monitor network connections. Due to the initial design of TCP1-P protocol without too much
consideration of security factors, there are many network attacks against the weak links of TCP work protocol.
Here’s how they work: They first choose to send SNY packet request to the service port of the target host to
establish a connection with it, then the target host needs to assign the data structure needed for the connection,
and the connection state becomes YSNRCVD. If the service port does not receive a response from the host
after sending a SY-ACK packet to the host requesting the connection, the service port has to wait quite a long
time, and if there are too many half connections, it may consume all the resources used to establish the half
connection. The normal connection requests are not answered because there is no corresponding resource if the
resource is exhibited. The main characteristics of these attack methods are: when launching an attack, as long
as very little data traffic can produce significant results; The source of the attack cannot be located; There is
no way to tell whether a TCP connection request is legitimate on the server side.

5. Conclusion. Reasonable use of the computer network security inspection system can realize the real-
time monitoring of the computer network security, as well as the real-time identification of network intrusion
behavior. Although it is an important component of computer network security, it focuses on finding that it
cannot replace the firewall to adjust the access control of the entire network. However, firewall lacks the recog-
nition function of unexpected intrusion behavior, so it needs security detection system to identify unexpected
intrusion behavior. Therefore, the two need to supplement each other to ensure network security. With the
gradual integration of the network into People’s Daily life, people’s requirements for network security are also
getting higher and higher. The observed example shows that the flow rate of information in and out of the
network is relatively stable, with few changes, and the rate of change is close to zero per unit time. Computer
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security technology is used to improve the security of the network and prevent network virus from attacking
the computer network. The extensive application of network security detection technology can guarantee the
security of people’s network life.The hybrid technique can be designed in the future for network security which
can result effectively.
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