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INFORMATION RETRIEVAL AND DATA ANALYTICS IN INTERNET OF THINGS:
CURRENT PERSPECTIVE, APPLICATIONS AND CHALLENGES

KRUTI LAVINGIA*AND RACHANA MEHTAT

Abstract. The Internet of Things has emerged as an evolving paradigm and has developed its presence in a variety of
domains around us. The emergence of IoT has also emphasized the need to cater to challenges such as interoperability, smart IoT
components adoption, authentication and authorization, networking, information retrieval, and several other issues. The ubiquitous
nature and interconnection between various devices supported by machine learning, artificial intelligence, cloud computing, big
data, and blockchain lead to a generation of large amounts of data. In order to find useful information from such data is a tedious
task and involves high computation. The domain of Information Retrieval helps us to identify and manage environmental factors
of data collected through sensors. The data gathered may be heterogeneous and from different sources. This demands the need
for better retrieval efficiency, accuracy, and systematic models for gathering and managing the sensed data. Designing such a
model with security and privacy is a major concern. The acquired knowledge from those models will be helpful for data analytics,
performance-boosting, decision making, and managing the resources efficiently. A detailed study of the importance of Information
Retrieval and Data Analytics in the Internet of Things is presented in this paper.

Key words: Internet of Things, Data analytics, Information retrieval, Big data, Data mining, Smart City, Machine Learning

AMS subject classifications. 68P20

1. Introduction. The Internet of Things (IoT) has emerged exponentially in the past decade owing to
the advances in wired and wireless devices in and around us [1]. Internet of Things involves the interaction and
intercommunication among the connected heterogeneous devices [2]. The communication among those devices
takes place using technologies such as Bluetooth, Global System for Mobile Communication (GSM), ZigBee,
Radio Frequency Identification (RFID) sensors and actuators, WiFi, and several others. These technologies
allow phones, laptops, gaming consoles, sensors to communicate with one another and exchange information
1, 2].

The impact of IoT technology on the Sustainable Development Goals (SDGs), devised by the United
Nations (UN) has been a significant area of research. The current applications of IoT such as Smart Cities,
Smart Learning, Smart Agriculture, Smart Healthcare, IoT based Intelligent Systems for Education, Water
Management, Smart Grid, IoT in smart manufacturing, industrial automation are directly in line with the
2030 sustainability goals of the UN. A project initiative is taken by the World Economic Forum for the IoT for
Sustainable Development, more than 640 projects are being analyzed for their applicability. The main focus is
on developing scalable and reusable models which can be used by different stakeholders [7]. This signifies the
need and importance of IoT-based solutions and their use.

IoT is prevalent and making its dominance in almost every field around us like home automation, logistics,
manufacturing, healthcare, agriculture, smart grid, smart city, and much more [1, 3, 4, 5]. The wide adoption
of IoT, the Internet, and the Industrial revolution like Web 4.0 has made a significant impact on the working
culture and digitization. This has led to many companies going digital and leveraging the benefits of the
online environment like working from anywhere, working at any time, accessing data from anywhere, increasing
operational efficiency, reduction in infrastructural cost, and much more. Especially in the current scenario
of COVID-19, this digitization has led the companies and industries to go and work smoothly. The boom
in digitization and advancement of IoT has also floated up the challenges coming with it. Some of them are
interoperability among the connected devices, adoption of the smartness among the IoT components, security
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and privacy concerns of authentication and authorization, issues pertaining to network and communication,
retrieval of information, and analytics on data [1, 3, 6, 9].

The ubiquitous behavior and interconnection among various homogeneous and heterogeneous devices sup-
ported by new edge technologies like Artificial Intelligence, Machine Learning, Deep Learning, Blockchain, and
Cloud Computing have led to a generation of large amounts of data. In order to fetch meaningful information
from such a heap is a complex and time-crunching task, as well as involves a high degree of computation and
resource utilization. This process of finding out useful information is known as Information Retrieval (IR). In
the context of IoT, the IoT devices and sensors are the primary sources of data generation, this data may come
in varied forms and changes according to the application at hand. Since the IoT is based on the intercom-
munication of networked devices, the IR task also gets affected by the network technology being used for a
particular application. This brings in the new concern of efficient retrieval of data, devising the models that
can gather sensor data, record data, and manage them using appropriate indexing mechanisms, addressing
the security and ethical issues, and extracting information in real-time. On the other hand, the task of data
analytics involves the work on data that is collected or retrieved. Data analytics perform various operations
such as data cleaning, data preprocessing, data mining to extract the trends, patterns, hidden features, and
other useful information present in the collected data. The analytics helps to know the working pattern for
businesses, trends, and patterns which are, unless invisible, help to understand the dynamics of the working
model and efficiently leverage them for futuristic work. Data Analytics in IoT follows different mechanisms and
techniques for different applications. The task of data analytics is dependent on data used in the application,
data generated in the application, and the approach used for analytics purposes. The current paper gives
insights on the current work done in Information Retrieval and Data Analytics in IoT along with their issues
and possible solutions.

The remaining part is divided as follows: Background provides the insights on IoT environment and what
data analytics is, the next section gives a detailed overview of various use cases of IoT-based applications using
data analytics, and the challenges pertaining to the data analytics are considered, followed by conclusions.

2. Background. Before we dwell on the concerns of Data Analytics and Information Retrieval using IoT,
this section gives an understanding of the terminologies on hand.

2.1. IoT Environment. The Internet of Things involves the interconnection of various sensor-based de-
vices and intercommunication among them with the help of varied communication technologies. The general
ToT environment consists of mainly IoT devices, and networking technologies [8]. The IoT devices consist of
sensors and actuators directly used or embedded within the system. Commonly used sensors include a tempera-
ture sensor, humidity sensor, pressure sensor, proximity sensor, infrared sensor, gas sensor, accelerometer, level
sensor, gyroscope, motion sensor, chemical sensor, and much more. A single IoT device may consist of more
than one sensor to measure multiple factors at a single point in time. The sensor and actuator-based devices
are the primary sources of data collection. The data generated through sensors and actuators get stored locally
either on the IoT device itself or on the external storage of the cloud, user system, or edge. The storage is purely
dependent on the IoT environment. The data stored is further useful to the end-user. The same is transmitted
to the end-user or shown with the help of the user interface. The IoT sensors are embedded, and along with
it, the support for network communication technologies is done using the ports and antennas. The networking
and communication technologies in the IoT environment involve support for the intercommunication among
the IoT devices and from IoT device to end system. In most cases, the analysis of generated data is carried out
to infer the notable trends, patterns, and features.

2.2. Data Analytics. The domain of data analytics involves the analysis of data to study the environment
from where data is coming, the behaviour and working of the environment, to infer meaningful relationships,
to make predictions, and to decide the future actions.The data generated from the sensor devices are taken as
input for the data analysis and the outcomes of the analysis are patterns, hidden features, new information,
and statistics of the system which helps in decision making. The volume of the data generated from IoT de-
vices has increased manifolds owing to the increase in usage of smart devices, the Internet, advancements in
communication networks, and IoT technologies in all domains. These involve using efficient data analysis tools
which support heavy data, such as big data. The task of data analytics is not only limited to using the commer-
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cial data analytics software, but also includes using current edge technologies like Artificial Intelligence (AI).
Machine Learning (ML), a sub field of AI and Deep Learning (DL), a subfield of ML are also prevelantly used
for Data Analytics. These models use techniques like clustering, classification, prediction models, association
rule mining, feature extraction, anomaly detection and many others for data analysis purpose. The current
research focuses on the various ways data analytics can be carried out including, the analytics tools and various
computing paradigms of AI, ML, and DL.

Fig 2.1 shows the various ML-based algorithms used for data analysis in IoT.

3. Use cases of IoT Data Analytics. There are a number of domain-specific applications in IoT that
deal with huge amounts of data. For any such application, sensors are the key elements responsible for gathering
information from the environment. The sensor-generated data is key to the data analysis in IoT applications.
In this section of the paper, various IoT use cases for data analytics are discussed, provided that are helpful
for the sustainability perspective.

3.1. Smart city. The smart city is one of the highly explored and leveraged IoT applications owing to its
enormous benefits. The Smart city application covers all the IoT domains. It includes various IoT use cases
like smart traffic management, smart waste management, smart governance, smart people, smart infrastructure,
smart grid, smart people, smart healthcare, smart sanitation, smart monitoring, smart environment, smart
economy, and much more.

Rathore et al. [10] have proposed a prototype of Smart Digital City along with the big data processing on
a real-time basis. Apache Spark over Hadoop has been taken into consideration for data analysis on smart city
applications like home, parking, climate, pollution monitoring, and vehicle network. The analyzed data is used
by the government and municipalities for making decisions such as traffic analysis, diverting the traffic when
there is congestion, showing the empty parking spots in a city, city planning based on the pollution status in a
given area, and managing the water resource using the smart home data [10]. Jinping Chang et al [11] propose
an adaptive heuristic mathematical model for traffic congestion. The model work includes monitoring the city
traffic through sensors in all day and all-out emissions. The collected data is further sent to the central place
which organizes the traffic police efficiently and sustainably. As well the traffic can be diverted to other paths,
leading to reduction of carbon emission at specific places. The proposed model includes video monitoring,
surveillance, GPS location tracking system, and GIS to generate the data. The data is further analyzed using
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the traffic status, alerts, and graph to divert the traffic and manage it appropriately. M. Ashwin et al [12]
have devised an automated intelligent smart bin to resolve the waste management issue. Ultrasonic sensor and
servo motor are used to detect the human presence and overall work of the bin respectively. Furthermore, the
capacitive sensor is used to segregate the dry and wet waste. As well it works on the solar panel to run the bin
efficiently without any external energy source. An optimal route selection algorithm is used to dispose of the
bin and install the empty one.

3.2. Smart Building. The smart building stands at the core of the infrastructural aspect of a smart
city. Smart buildings are useful for the effective management of a building, its construction, monitoring the
progress of residents and their concerns, home automation, real-time alert management, intrusion detection
in surveillance of the building, efficient utilization of energy, waste management, individual authorization, etc.
Smart buildings are concerned with using the IoT at every level from architectural planning, construction to
implementation and final results.

M.Dey et al [13] have proposed a novel feature extraction technique for extracting the power and temper-
ature information from the high dimensional terminal unit data of Heating Ventilation and Air-Conditioning
(HVAC). An unsupervised X-means clustering method has been applied to find the faulty unit and in the second
stage, Multi-Class Support Vector Machine (MC-SVM) algorithm has been applied to find the pattern of fault
detection and provide an appropriate diagnosis. This helps in reducing the amount of energy wastage. Also, an
automated alert is employed to inform the maintenance team. Isaac et. al. [14] have proposed the HEMS-IoT,
a framework for energy management in smart homes, comfort, and safety. The collected sensor data is analyzed
using the J48 classification algorithm and WEKA tool. The analysis provides insights on the user behavior
and the energy consumption by the home devices. Further RuleML and Apache Mahout have been used to
provide energy saving and safety recommendations to the user. Wei Zhang et al [15] have devised the thermal
comfort model for smart buildings. Machine Learning-based approach is used to design the model, it helps in
bridging the gap between the controllable parameters of building and thermal comfort. Neural Network-based
models have been found efficient for the data analysis and control parameter tuning using the real-time data
for time, date, and weather. M.R. Bashir [16] has proposed an integrated IoT big data analytics framework for
the real-time analysis of oxygen levels, luminosity, and hazardous gas in different parts of the building. The
ToT sensors incorporated include the oxygen sensor, gas detector, and luminosity sensor. The real-time data
generated is fed to the PySpark for the analysis purpose, and Cloudera for visualization purposes, which alerts
for turning on the oxygen pump, when the oxygen level drops, and similarly for turning off the pump when it is
within a threshold value. The data generated from the gas sensor is used for alerting and tuning the fire alarm.
A luminosity level sensor is used to turn on and turn off the lights. This helps in the efficient management of
energy and smart control of buildings.

3.3. Smart Agriculture. The Internet of Things helps in dealing with a number of challenges related to
practical farming. The modernization in the field of Agriculture is taking place due to the advancements in the
IoT systems. A variety of agriculture-related issues such as identification of temperature and climate beneficial
for the crop, temperature, and productivity of the soil, water level required, horticulture, usage of pesticides,
manure requirement, etc can be identified using different sensors and these tasks can be automated using IoT
sensors and applications. Lavanya G. et al.[17] have designed a novel sensor called the NPK Sensor (Nitrogen,
Potassium, Phosphorus Sensor) which aids in monitoring and identifying the deficiency of nutrients present
in the soil. This sensor uses the colorimetric principle to carry out analysis on the nutrients that are present
in the soil. It has light-emitting diodes and Light-dependent resistors in it. The data that is sensed by these
NPK sensors are then forwarded to the cloud and fuzzification logic is applied to it as the data retrieved is in
a very vague format. From the analysis carried out, an alert message is sent to the farmers to inform them the
quantity of nutrients in the form of N, P, and K required by the soil at regular intervals. This helps in yielding
good quality and quantity of crops. Kang, Ju-Hee et al. [18] have designed and implemented an information
retrieval system that aids in retrieving information related to insect pests and diseases for the cultivation of
crops and helps the users in checking real-time information with the help of their phones using Lucene which
is a library that specifically works on image analysis.
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3.4. Smart Transportation. With the advancement of sensors, communication technologies, automated
and high-speed networking technologies, transportation and traffic management in cities have become quite
modernized and smarter. Smart transportation helps in enhancing the efficiency of an individual in moving
around from one place to another along with ensuring safety. The technologies facilitating this smart trans-
portation include IoT devices and the 5G networking technology. Yongming Feng in [19] proposes a solution
faced by vehicular networks in real-time information retrieval of data related to vehicular navigation and its
positioning. The traditional method of information retrieval is not that efficient in fetching real-time data. The
proposed solution on the analysis of the Frame difference method, the optical flow method, and the Background
difference method plays a major role in the detection of moving vehicles or targets. The pros and cons of all
these three methods are discussed. The author mainly focuses on the study of image features-based vehicle
retrieval algorithms for proposing a solution for information retrieval of the navigation of vehicles and their
positioning. Camilo Castellanos et al. [20] using different case studies represents a RA for addressing the
challenges of big data analysis in STS that includes architectural patterns and different tactics.

3.5. Smart Industry. Jing Wang et al in [21] have proposed a pre-warning system for food safety that
adopts association rule mining and IoT technology, for monitoring at regular intervals of time, all the detected
data of the entire supply chain and automatically pre-warning the system if any abnormality is detected. K.
Moorthi et al. [22] have carried out data analytics for various e-commerce companies using historic and static
data. The analysis proves that data grows and changes now and then and it is a requirement of new models
as well as algorithms for collecting, storing, processing, analyzing, and evaluating the data in any e-commerce
related applications.

3.6. Other Case Studies. Irfan Mehmood et al. in [23] propose a solution to deal with the computational
quality and storage-related challenges faced during image retrieval through smartphones in an IoT environment.
The authors have proposed a deep learning-based lightweight system for energy-constrained devices. The steps
mentioned in the proposed system are first detection and cropping of face regions using classifiers. Then using
convolutional layers to represent faces, then indexing the big data repository, for faster comparison for real-time
retrieval, and finally using Euclidean distance for finding a resemblance between the images in repositories and
the concerned queries. Navjyot Kaur Walia et al. in [24] have mentioned the use of information retrieval
in designing an IoT-specific application for controlling Smart Lights using Wifi. Mingliu Liu et al. in [25],
after investigation of a number of IoT searching scenarios, have proposed a common model for representing
recordings of sensor information. The authors propose an Indexing mechanism and a tree indexing structure for
improving the efficiency and accuracy of the retrieval process and ensuring the scalability for any large-scaled
data simultaneously. A large number of simulations were also carried out for demonstrating the effectiveness
of their proposed solution. Ananda Ghosh et al. in [26] propose an approach based on deep learning for the
reduction of data on the edge with machine learning on the cloud by investigating the merging of edge and cloud
computing for IoT data analytics. To reduce the dimensions of data, the auto-encoder’s encoder part is placed
on the edge which helps in reducing the dimensions of data. The reduced amount of data is then transferred
to the cloud from where it can be directly used for machine learning. The data can be also converted back to
its original features by the auto-encoder’s decoder part. The approach proposed was evaluated and the results
show that the reduction of data did not have a major impact on the classification accuracy. Only a minor effect
was seen on the classification accuracy even by a 77% reduction in data.

Table 3.1 summarizes the various IoT applications, data used in that application, IoT device or sensors
and data analytics tool being used.
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4. Challenges in IoT Data Analytics. In this section we present the open issue and challenges faced
in IoT based Data Analytics.

4.1. Data Acquisition and Transmission. The data generated by the IoT sensors are of different types,
having different structures and different dimensions. IoT Sensor data can be structured, semi-structured, or
unstructured. It can be homogeneous or heterogeneous in nature. The generated data further needs to be
transmitted to the database or cloud space. To transfer such large, complex, and dynamic data requires the
appropriate transmission protocol, relevant to the application on hand. For some applications, the amount of
data generated varies from time to time, in the case of smart traffic, the data is generated at every fraction
of a second, whereas in smart agriculture the data is generated on a daily or weekly basis. The data storage
needs to be appropriately chosen which can handle the data according to application, supports scalability and
heterogeneity of data. In the scenario of data analytics, data access time is also important, data storage should
be able to provide fast and efficient access to the stored information.

4.2. Data Processing. Prior to performing the data analytics, the data needs to be cleaned to remove the
noisy and erroneous data, remove redundant data, perform the integration of the data generated from different
sources, data conversion to the form as needed for data mining, removing the data abnormalities and analysis
which includes techniques like normalization, scaling. If the data is voluminous, the analysis will be delayed
and might not be useful for the dynamic application. The data generated by the IoT sensors may be mapped
with one another in the temporal or spatial domain, it is important to learn and know that prior to analysis.
The data analysis and information retrieval can be sequential or parallel in nature, considering the amount of
generated data, if it is voluminous and independent, parallel data analysis is useful. While if the data needs
the time ordinance, sequential processing is useful. So it is necessary to consider the data characteristics and
apply the data pre-processing techniques before performing the data analysis.

4.3. Security and Privacy. The IoT Data Analytics involves data to be transferred to either the third-
party data storage or the analytics platform. The data in our IoT system can span over various categories like
belonging to demographics of a person, sensitive information of a government, medical information of a patient,
location of a transport vehicle, and much more. As the data moves out of the IoT ecosystem, it is a prime
concern for data to maintain the integrity and be secure from unauthorized access and malicious use. This
requires taking the appropriate handling mechanism like service level agreement and protocol, before sending
the data. Before sending data over cloud or third party, it is necessary to check these things.

4.4. Data Analytics . The data once reached the cloud or third-party software or in the internal system,
requires the correct analysis to be performed. The data analytics tool or method should be selected such that
it can handle the capacity, variety, and dynamic nature of data or information. The result generated from
the analysis should be properly represented and visualized for better understanding. The tool or method used
for analysis must be time efficient and provide an accurate result. The tool should be robust and work in
all scenarios. In the current scenario, machine learning and deep learning techniques have proliferated in the
domain of data analytics. Selecting the ML or DL techniques requires an understanding of the domain. They
come with their challenges of time versus accuracy tradeoff, parameter tuning, efficiency, and much more. All
these things should be considered, before selecting the data analytics tool or techniques.

5. Conclusion. Data analytics and information retrieval are important for any application to infer the
working of the system, to make a future decision or predict the working of the model, or to infer trends, patterns,
and many more hidden features. Static data once achieved from the IoT sensor if not used for analysis purposes,
remains meaningless. In this paper, the overview of how data analysis is used in various IoT applications is
discussed, along with potential tools and techniques used for analysis. Further on, the issues and challenges are
also discussed for future exploration.
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