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Abstract. The inland ships energy efficiency is significantly influenced by navigational environment, including speed and
direction of wind and water depth. In order to solve the problem of low efficiency of conventional fuzzy test mining, a research
method of Android system Service Vulnerability mining technology based on Genetic Algorithm (GA) is proposed. An efficient
genetic selection operator model based on probability ranking and combination is also presented to improve the sample coverage and
fuzzy test efficiency. Through the framework testing on different systems of mobile phones, multiple system service vulnerabilities
are excavated. The execution results guide the generation of test cases, which reduces the proportion of invalid parameters in
the test process to improve the efficiency of fuzzy testing. It is observe that the fuzzy test based on GA is much better than the
conventional fuzzy test method in the vulnerability mining of system services, and has certain effectiveness and superiority. In
addition, after using the two-point crossover algorithm to recombine the gene strings of two individuals, the phenotype of the newly
generated individual gene string may become meaningless. It is observed that the selection algorithm factor has a very low p-value,
while the ANOVA test confirms at least two groups that have statistically-significant difference.
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1. Introduction. With the rapid growth of mobile Internet technology, mobile devices have greatly im-
proved people’s life and entertainment. At present, the mainstream operating systems in the market are mainly
Android IOS and Windowphoneo. Android is an intelligent operating system released by Google [1]. Android
has a large number of applications and developers. Due to the low threshold of Google’s application developers,
they can easily get the official developer signature of Android applications from Google, and Google has not
adopted a strict security review system, resulting in increasingly serious security problems for Android appli-
cations. Android system services play an important role in the whole Android system. While Android system
services provide functions for mobile phone users, there are also some threats and risks. These security vulnera-
bilities can cause serious consequences [2]. For example, if an application obtains the SMS system service in the
system service, it will get the user’s SMS message, and the user’s privacy is likely to be exposed. In addition,
if special external data is used in the process of using external system services, Android system services may
crash, and even serious consequences such as remote code execution and memory damage may occur. Therefore,
the security of Android system services needs our attention. These system services are provided by systems
or system applications running in the background. These system services encapsulate the basic functions of
Android system, and they open the call interface to ordinary applications [3]. These basic functions include
Bluetooth, call and so on.

The system service code occupies the main part of the Android framework. In this sense, this is also an
important difference between Android system and traditional desktop PC operating system, so the traditional
vulnerability mining tools for desktop operating system are not applicable to Android operating system. In the
test process, according to the feedback of the results, guide the genetic algorithm to continuously mutate the
test parameters, and propose an efficient genetic selection operator model based on probability ranking and
combination, so as to improve the sample coverage and fuzzy test efficiency [4]. Through the testing of the
framework on different system versions of mobile phones, multiple system service vulnerabilities are excavated.

According to the query of CNVD (China national vulnerability database) and other well-known vulnerability
submission platforms, the previously submitted an droid vulnerabilities are concentrated in the application layer,
mostly in the types of component exposure, information disclosure, secondary repackaging, privilege promotion
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Fig. 1.1: An Android system Service Vulnerability verification method, device and process [7]

and so on, but there is little research and Exploration on the system service level. As the core process running
at the bottom of the system, Android system services may lead to privacy disclosure once they are obtained by
malicious programs.

In addition, if the service receives and uses the incoming illegal parameters during operation, it may cause
unknown results such as system restart, denial of service and even memory damage. At present, the relevant
research mainly focuses on the mining of Linux or windows driver vulnerabilities. The driver runs in the
system kernel state, and it is difficult to analyze the interaction between device driver and kernel by static
analysis; Dynamic analysis needs to run relevant hardware and provide unconventional input, which makes it
more difficult to mine driver vulnerabilities. The fuzzy testing technology based on genetic algorithm maps
the input data to the gene space through coding, obtains the path conditions by using the white box test
method, calculates the fitness of the test cases based on the path coverage, and obtains the test cases that meet
the conditions through genetic algorithm [5]. Without the source code, the execution path conditions of the
program cannot be known, so this method is inadequate when the source code of Android driver cannot be
obtained. How to make the vulnerability mining system generate more effective test cases without source code
and dig out more unknown vulnerabilities in less time is the research difficulty of Android driven vulnerability
mining technology [6, 7]. Figure 1.1 shows an Android system Service Vulnerability verification method, device
and process.

In Android system, application is composed of four components, among which activity and service are two
important components. Components may be in the same process or in different processes. When activities or
services are in different processes, the cross process communication between them is realized through binder.
Android’s cross process communication mechanism is based on binder mechanism, not any of the mechanisms
mentioned above. Binder cross process communication mechanism is not a communication mechanism created
by Android system from 0 to 1.

1.1. Contribution.

1. This paper focuses on a Service Vulnerability mining technology of Android system based on genetic
algorithm, which combines feedback mechanism and data optimization through genetic algorithm.

2. In order to solve the problem of low efficiency of conventional fuzzy test mining Android system service
vulnerabilities, a research method of Android system Service Vulnerability mining technology based on
genetic algorithm is proposed.

3. This paper proposes a research on Service Vulnerability mining technology of Android system based
on genetic algorithm. Combining genetic algorithm with fuzzy testing technology, the variation of
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parameters is guided by fitness function to ensure the diversity of parameters, and the corresponding
combined variation operation is carried out for different parameters according to the variation priority
table of data type.

4. This method reduces the influence of combination explosion on parameter genetic variation to a certain
extent, and improves the coverage of test cases.

The rest of the paper is organized as follows. The related work is reviewed and discussed in Section 2
followed by the section 3 which explains the research methodology utilized in this work. Section 4 gives the
result analysis and Section 5 concludes the paper.

2. Literature Review. At present, many scholars have proposed some new vulnerability mining methods:
vulnerability mining methods based on symbolic execution. These methods have the problem of low degree of
automation [8].Authors used symbolic execution method to study driver vulnerability mining, and used hard-
ware virtualization technology to solve the problem of requiring specific equipment to test driver vulnerabilities.
However, there is a path explosion problem in symbol execution, and the mining type is single. What’s more,
there is no mature Android full symbolic system, and this technology can not be effectively transplanted to
Android driven vulnerability mining. In terms of vulnerability mining, fuzzy testing is one of the fast and
simple mining tools, but the traditional fuzzy testing has the shortcomings of lack of understanding of the
target program, random and blind testing. How to overcome these shortcomings has always been the focus of
fuzzy testing research [9].

Palazzolo, N. and others used the fuzzy test method in the process of Android system Service Vulnerability
mining, but the test data type was single and did not construct the complex parameter types in the commu-
nication process, which led to the incomplete coverage of parameter use cases to some extent [10]. Zhang, S.
Q. and others used fuzzy testing to mine vulnerabilities in system services, but did not reasonably control the
variation of multidimensional parameters in system services, which may lead to problems such as combination
explosion. How to solve the problems of low use case coverage and multi-dimensional parameter variation in
the process of fuzzy testing has also been a loophole [11].

Peng, D. and others proposed a method to test Android system based on binder mechanism adopted by
Android system. This method uses a third-party application to destroy the Android system kernel memory by
passing abnormal numbers into the system service, so as to obtain the permission to manipulate the kernel space.
Then import the shared library into this space, bypass a series of Android system security mechanisms such as
SELinux, and achieve the purpose of improving application permissions. This method takes advantage of the
negligence of Android system service in parameter checking, tests on Android system, successfully obtains the
permission of Android system server through media player system service, and rebounds shell successfully [12].

Martowibowo, S. Y., and others proposed another test method. They analyze the special input verification
of Android system services at the system framework layer to find input verification vulnerabilities. They
first analyzed the exceptions thrown by the service interface when the Android system service performs input
verification on different inputs, looked for the exploitable interface, analyzed the interface, and finally designed
the application to scan the similar interfaces that may exist in all Android devices. For the Android system,
the vulnerability detection method was used to detect the vulnerability of [90] of the 13 service parameters of
the Android system, and finally sent to the Android system. Zhang, B. and others believe that the smooth
operation of Android terminal is inseparable from the support of system services. For example, SMS manager
is required for receiving and sending SMS, and win dowmanager is required for opening and closing windows.
Various service managers provide access interfaces to the bottom layer, which facilitates the call of upper
applications [14].

Meng, Y. and others first carried out systematic research on the security of Android customized content
and invented the attached system. By dynamically analyzing the relevant files of sensitive operation of the
device and comparing them with the relevant files of the native system, we can see the difference between its
security protection and the native system. After several platform tests, it is found that the customized systems
of different manufacturers have different degrees of security problems. Although some customization related
driver vulnerabilities have been tested, there is no specific research on Android driver vulnerability mining [15].

Author evaluates the K-Nearest Neighbor (K-NN) supervised algorithm performance in determining stu-
dents’ learning styles [16]. Edeh Author presented the entrepreneurship education across the globe. Author
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examines cyber-security awareness among undergraduate students from crime on the cyber-space [17].

Author in this paper discuss the problem of firmware vulnerability mining and the traditional method
of vulnerability mining research based on fuzzing test which is not efficient. A noval mining vulnerabilities
method in industrial firmware is proposed. This method constructs test cases for the variables for triggering
the vulnerabilities [18]. The presented method can reduce about 23% of test cases and can effectively improve
test efficiency.

Author in this paper presents a novel solution for detecting rare malware programs and provides the
scarcity of datasets for modeling these malware [19]. Author’s analysis system includes an internet simulator
and a human emulator to successfully execute them and prevent system halting. An objective function is used
to optimize the vital indicators and tracking rate with a linear time complexity. Real-world malware samples
were used for the performance evaluation and comprehensive scenarios were involved to evaluate the proposed
strategy performance. The results demonstrate the improvement in detection accuracy and the results also
demonstrated an enhancement in true positive rate for the presented deep-learning algorithm. Author in this
work presented an Android malware detection framework GA-Stacking which employs stacking to compose
five different base classifiers [20]. The GA is applied to optimize the hyper parameters of the framework and
experiments show that stacking could improve malware detection accuracy as compared with single classifier.
The presented technique achieves accuracies of 98.43% and 98.66% on CIC-And Mal and CIC MalDroid datasets,
which shows the efficiency and feasibility of the presented method. Author in this paper presented a machine
learning-based detection approach by utilizing hybrid analysis-based particle swarm optimization (PSO) and
an adaptive genetic algorithm (AGA) [21]. The feature selection is performed by applying PSO in the dataset.
Further, the XGBoost and random forest (RF) machine learning classifiers performance is optimized utilizing
the AGA. With the random forest classifier, an accuracy of 98.72% and F-score were achieved. Our results
present that the PSO application and an AGA greatly increases the classification performance of the information
obtained from the hybrid analysis. Author in this paper details GA-based feature selection which helps Android
malware detection [22]. The machine learning algorithms with GA-based feature selection for 1104 static
features included in the Andro-AutoPsy dataset is used. The comparative analysis is done by the author and
showed that the GA performed better than the information gain-based method, which is generally used as a
feature selection method. Moreover, machine learning using the presented GA-based feature selection has an
absolute advantage in terms of time as compared to ML without feature selection. Further, it is useful to apply
GA-based feature selection to improve malware detection performance.

2.1. Research Gaps. The inland ships energy efficiency is significantly influenced by navigational en-
vironment, including speed and direction of wind and water depth. The inland navigational environment
complexity makes it difficult for determining the optimal speeds under different environmental conditions for
the best energy effectiveness. In order to solve the problem of low efficiency of conventional fuzzy test mining,
an efficient research method of is needed.

3. Research Methodology.

3.1. Research on Android vulnerability mining. Security vulnerabilities refer to some problems and
defects in some security schemes, which are embodied in the detailed implementation of hardware, software
and protocols. The damage to the system can be completed by the attacker without authorization. These
security vulnerabilities are usually some vulnerable people left by carelessness. These entries may exist in
computer hardware and computer components, applications or some online resources. Binder is an inter process
communication mechanism in Android system. In Android system, generally speaking, different applications run
in different processes. For the same application, different system components can also run in different processes
[23]. When a process wants to provide services for other processes, it needs to provide services through inter
process communication. In Android system, application is composed of four components, among which activity
and service are two important components. Components may be in the same process or in different processes.
When activities or services are in different processes, the cross process communication between them is realized
through binder. Android’s cross process communication mechanism is based on binder mechanism. Binder cross
process communication mechanism is not a communication mechanism created by Android system from 0 to 1.
It is developed on the basis of open binder project. As an IPC mechanism, binder’s architecture is a distributed
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Fig. 3.1: Binder architecture

component architecture, which can provide remote calling functions. Binder mechanism is composed of four
parts, including user space and kernel space. The four components are client, server, binder driver and service
manager. The client, server and service manager run in user space and the driver runs in kernel space, as shown
in Figure 3.1. Binder mechanism can effectively combine the above four parts. Binder driver component is
the core member, client server interaction in user space is completed through driver, and service manager is
responsible for auxiliary management of system services. The interaction between client and server is completed
through the underlying driver. The Android system has helped us realize the driver and service manager, and
the rest of the client and server need to be implemented by Android developers themselves [24].

3.2. Genetic Algorithm.

3.2.1. Basic flow of genetic algorithm. The search of genetic algorithm begins with a potential solution
set of the problem, which is also the parameter space of the actual problem. For different problems, there are
many methods to generate the parameter space of practical problems. In fuzzy testing, random algorithm
is usually used to generate the parameter space of practical problems. Gene code each input parameter in
the parameter space according to the predetermined coding rules to generate the initial population, and then
perform the following iterative process until the predetermined iterative threshold is reached or the required
optimal solution has been found: The fitness value of each individual is calculated through the fitness function,
and then according to the fitness value of the individual, the better individual is selected according to a certain
selection algorithm to be inherited to the next generation [25]. The selected individuals are paired in pairs, and
the paired two individuals are cross operated according to a certain cross probability to exchange some genes.
Then, an individual is randomly selected from these individuals to randomly change the value of one or some
loci in the individual gene coding string with a certain mutation probability. Usually, the value of the locus
is replaced by alleles. In the iterative process, individuals with poor fitness can be appropriately eliminated
according to specific conditions. The basic flow of genetic algorithm is shown in Figure 3.2. After the iteration
of genetic algorithm, the individual encoded by gene needs to be decoded to obtain the optimized solution of
the actual problem.

3.2.2. Gene Coding. When using genetic algorithm to solve specific problems, we first need to solve
the problem of parameter coding and decoding in the actual problem solution space. The parameters in the
solution space of practical problems can only be processed by genetic algorithm after they are transformed into
individuals (also known as chromosomes) in the genetic space represented by gene strings using certain coding
rules [26]. This process is called the coding process from individual phenotype to gene in genetic algorithm.
On the contrary, the conversion process from individual genotype to phenotype is called decoding process. The
conversion process is shown in Figure 3.3.

The common gene coding methods of genetic algorithm include binary coding, gray coding and floating
point coding. Binary coding is the most commonly used coding method. The gene encoded by it is a binary
string composed of 0 or 1. Using binary coding, encoding and decoding operations and genetic operations
such as mutation and crossover are easy to implement, and also comply with the coding principle of minimum
character set. However, due to the randomness of binary coding, its local search ability is poor. After mutation,
the individual’s phenotype changes greatly and is easy to be far away from the optimal solution. Gray code
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Fig. 3.2: Basic flow chart of genetic algorithm

Fig. 3.3: Schematic diagram of genetic algorithm encoding and decoding

is an improvement of binary code. Only one code point is different between the codes corresponding to two
adjacent integers encoded by gray code, and the other code points are exactly the same. Assuming that there
is binary code , and its corresponding gray code is , the binary code can be converted into the corresponding
gray code using formulas (1) and (2), and the gray code can be converted into the corresponding binary code
using formulas (3) and (4), where i=1,2......n-1. For the individual encoded by gray code, the phenotype
before mutation and the phenotype after mutation are continuous, so it has better local search ability. At
the same time, because gray code is still a binary code in essence, gray code still has the advantages of easy
implementation of genetic operations such as crossover and mutation, and conforms to the coding principle
of minimum character set. Floating point number coding method is to represent each gene of chromosome
with a real number. The coding length of individual depends on the number of decision variables. Floating
point coding is often used to solve the continuous function optimization problem with multi-dimensional and
high precision requirements. When dealing with individuals with such problems, binary coding will produce
gene coding individuals with large length, which will lead to a sharp increase in search space. Floating point
coding method has the advantages of improving the accuracy of genetic algorithm, improving the computational
complexity of genetic algorithm, and facilitating genetic search in a large space.

gn = bn (3.1)

gi = bi ∗ ⊕ ∗ bi+1 (3.2)

bn = gn (3.3)

bi = bi+1 ∗ ⊕ ∗ bi (3.4)

3.3. Genetic manipulation. In order to make the individuals in the population approach the optimal
solution in the process of generation by generation evolution, in the process of genetic iteration, it is necessary
to perform certain genetic operations on the individuals according to the fitness value. There are three common
genetic operations: selection, crossover and variation. These three genetic operations are also called genetic
operators in genetic algorithms.
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3.3.1. Selection operator. Selection, also known as replication, is the first step of genetic operation. It
eliminates the fittest according to the fitness value of each individual calculated by the fitness function: the
higher the probability that the individual with higher fitness will be inherited to the next generation, and the
lower the probability that the individual with lower fitness will be inherited to the next generation. In this
way, the individuals in the population can continuously approach the optimal solution. The main function
of selection operation is to avoid losing useful genetic information in genetic iteration and improve global
convergence and computational efficiency. Therefore, the choice of algorithm design will affect the final result
of the algorithm. Common selection operators include roulette selection, random competition selection, best
reservation selection and random selection without playback.

3.3.2. Crossover operator. The crossover operation of genetic algorithm simulates the process of two
homologous chromosomes forming new chromosomes through mating and recombination. Crossover is also
called recombination. Its basic operation is to select two parent individuals according to a certain probability
and form two new offspring individuals by exchanging some gene strings of the two parent individuals. The
two offspring individuals inherit some genes of the parent individuals. Through the exchange of gene strings,
new chromosomes are generated, which improves the diversity of the population. The key to the design of
crossover operator of genetic algorithm mainly lies in: 1. The determination of intersection position; 2. How
to carry out partial gene exchange. Crossover operator is the main method of generating new individuals in
genetic algorithm, which plays an important role in the correct implementation of genetic algorithm. Before
the crossover operation, the individuals in the population need to be paired in pairs. The more common pairing
strategy is random pairing, that is, randomly assign n individuals in the population to [n / 2] pairing groups.
The crossover operation is completed on two individuals in each paired group.

3.3.3. Mutation operator. In genetic algorithm, the mutation operation is completed by replacing some
gene values in the individual gene coding string with their alleles. For example, in binary coding, change ”0” to
”1” or ”1” to ”0”. Using mutation operation in genetic algorithm can avoid the loss of some information caused
by selection and crossover operation. Crossover operation is the main method of genetic algorithm to generate
new individuals, which determines the global search ability of genetic algorithm. Although mutation operation is
only an auxiliary method to generate new individuals in genetic algorithm, it can avoid premature phenomenon
and improve the local search ability of genetic algorithm, which determines the local search ability of genetic
algorithm. Cross operation and genetic operation cooperate with each other, so that genetic algorithm can
obtain better search performance when solving optimization problems. There are two main purposes of using
mutation operator in genetic algorithm: 1. Improve the local search ability of genetic algorithm; 2. Maintain
the diversity of the population and prevent the occurrence of precocity.

4. Results and Discussion. For the initial test data set, the traditional simple genetic algorithm and
the optimized genetic algorithm are used for optimization. The primary optimization result of a population is
shown in Figure 4.1. In Figure 4.1, the horizontal axis represents the population evolution algebra, and the
vertical axis represents the average fitness value of individuals in each generation of population.

As can be seen from Figure 4.1, although the traditional simple genetic algorithm converges rapidly and
the population has achieved high fitness value in the early stage of evolution, the average fitness value after
population convergence is lower than that obtained by the genetic algorithm optimized in this paper. In
order to verify the performance of ASFuzzer in actual vulnerability mining, this paper uses ASFuzzer to mine
vulnerabilities in practical applications in the Internet, and compares the mining results with those of WFBGA
and spike. This experiment digs the official website of a university and the official website of an organ. The
comparison of vulnerability mining results of a university is shown in Figure 4.2 .

From the analysis of experimental results, the number of vulnerabilities mined by ASFuzzer framework
is more than the number of system service vulnerabilities mined by conventional fuzzy test under the same
system version, and some results have been achieved in the test on the customized system of third-party
manufacturers. Genetic algorithm mutation generates highly diversified test cases, which greatly improves the
possibility of triggering vulnerabilities. By analyzing the interface and its parameters that generate exceptions,
15 of the 20 vulnerabilities are caused by the variation of multi parameter combination, that is, exceptions
will be triggered only when specific data is filled.The experimental results show that the fuzzy testing based
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Fig. 4.1: Genetic optimization results

Fig. 4.2: Comparison of vulnerability mining results

on genetic algorithm is much better than the conventional fuzzy testing methods in the vulnerability mining
of system services, and has certain efficiency and superiority. In the mining strategy of genetic algorithm, the
individual in the current population is selected randomly in the selection operator stage. As individuals about
to enter the next round, random selection may miss excellent individuals, mislead the direction of testing and
affect the mining efficiency. This paper makes full use of the variability range of a single parameter and the
quantitative relationship of parameters, and combines the arrangement and combination method to guide the
selection operation in the process of genetic algorithm, so as to ensure the timely input of excellent individuals,
so as to guide the development of mining testing in the direction of high efficiency.

4.1. Comparison among evolutionary configurations. To determine the performance of the config-
uration in the evolutionary, every combination of the 3 fitness functions are considered and applied these
combinations on each of the system services, for evolutionary fuzzing campaigns. Number of covered basic
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Fig. 4.3: Number of covered basic blocks, with respect to different selection algorithms

Fig. 4.4: Pairwise analysis of selection algorithms

blocks w.r.t different selection algorithms are shown in Figure 4.3.

Figure 4.3 show the number of basic blocks grouped by the fitness functions and the selection algorithms.
The selection algorithm factor has a very low p-value: the selection algorithm has a significant effect, however,
while the ANOVA test confirms at least two groups that have statistically-significant difference, it does not
point out the specific group to detect the best selection algorithm for fuzzing. The pairwise tests and measure
effect size are performed in each case of the results are in Figure 4.4.

The null hypotheses are considered that fitness function choices and the selection algorithm have no effect on
the testing, and the non-parametric Kruskal-Wallis tests are performed since data are not distributed normally.
The selection algorithm factor has the choice of a selection algorithm having significant effect. The best selection
algorithm detection is performed for evolutionary fuzzing. The pairwise tests are performed and the effect size
is measured.

5. Conclusion. This paper introduces a research on Service Vulnerability mining technology of Android
system based on genetic algorithm, which combines feedback mechanism and data optimization through genetic
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algorithm. The execution results are used to guide the generation of test cases, which reduces the proportion
of invalid parameters in the test process and improves the efficiency of fuzzy testing. After being applied to
the Android driver vulnerability mining practice, several unpublished driver vulnerabilities are found, such as
binder, camera and other exploitable denial of service attacks. Through the continuous optimization of use
cases by genetic algorithm, it can generate more comprehensive and diversified use cases to test the objective
function, and then trigger the vulnerability. By analyzing the interface and its parameters that generate
exceptions, 15 of the 20 vulnerabilities are caused by the variation of multi parameter combination, that is,
exceptions will be triggered only when specific data is filled. The test results on different systems show that
ASFuzzer test framework can effectively mine the vulnerabilities of system services, and then find some potential
security problems; At the same time, it also shows the efficiency superiority of this scheme compared with the
conventional fuzzy test mining method. The current research work still has some shortcomings as follows: in
the multiple execution process of genetic optimization algorithm, it still converges to the local optimal solution.
This may be due to the insufficient continuity of gray code encoding for string data. In addition, after using
the two-point crossover algorithm to recombine the gene strings of two individuals, the phenotype of the newly
generated individual gene string may become meaningless. These may lead to poor optimization results of
genetic algorithm. In future, this work can be continuing on a project to determine the mobile technology
influence on the menace of cybercrimes in Nigeria.The selection algorithm factor has the choice of a selection
algorithm having significant effect. The best selection algorithm detection is performed for evolutionary fuzzing.
The pairwise tests are performed and the effect size is measured. The future research will focus on the present
energy efficiency optimization to provide the foundation for energy efficiency.
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