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LIGHTWEIGHT INTRUSION DETECTION METHOD OF VEHICLE CAN BUS UNDER

COMPUTATIONAL RESOURCE CONSTRAINTS

XIANCHENG MING∗, ZHENYU WANG †, AND BO XU‡

Abstract. In order to improve the security protection performance of the vehicle Controller Area Network (CAN) bus, the
research builds an adaptive lightweight intrusion detection algorithm based on the limited computing and storage resources of
the on-board ECU environment and the message cycle characteristics to supervise and detect the vehicle CAN bus intrusion.
The results showed that the message cycle-based adaptive intrusion detection algorithm had high accuracy and recall rate, and
fast computational search efficiency, with a stable detection time of less than 3 seconds. The intrusion detection capability is
continuously optimized as the training time increases, and after stabilization, the resource utilization rate reaches over 95% with
a throughput of 100Mb/s. The algorithm has strong protection capabilities. The average vehicle CPU usage of the algorithm is
only 4.76%, which is 10.17% lower than the intrusion detection algorithm based on support vector machines. It can effectively
prevent interference with the normal operation of the vehicle CAN bus. The algorithm has high detection accuracy for interrupt
type attacks, and there are no false positives or missed alarms. For injection type attacks, the probability of missed alarms is less
than 1%. The intrusion detection of vehicle CAN bus based on the message cycle characteristics provides technical reference for
the safety and stability of the vehicle network, and has important practical value for the intelligent and networked development of
the automobile industry.
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1. Introduction. In recent years, with the continuous development of the automobile industry, the output
and ownership of automobiles have been continuously improved, and the requirements for vehicle comfort and
technical performance have also been continuously improved [1]. Under the background of the Internet of
things, the field of automotive electronic communication is constantly expanding, and intelligent and networked
become the key development direction of automobiles. With the continuous innovation of the Internet of things
technology, the degree of automobile networking has been continuously improved, which has brought a high
degree of experience and comfort to the automobile users, and its openness has also been greatly increased,
and the accompanying network attack risk has also been continuously increased [2]. The vehicle CAN bus is
one of the key buses in the automotive electronic network system, facing a high risk of invasion. In recent
years, the vehicle CAN bus has been frequently attacked by hackers. The relevant safety protection measures
of the vehicle CAN bus have received extensive attention from all walks of life [3]. Researchers in the field of
automotive network communication security conduct intrusion detection research from the perspective of the
electrical characteristics and data fields of the vehicle CAN bus, but they have certain limitations, which are
easy to generate detection errors, leading to false alarm or missing alarm [4]. Moreover, the computing and
storage conditions of the vehicle Electronic Control Unit (ECU) environment are limited, and the deep learning
intrusion detection algorithm requires high computing performance and is difficult to be directly applied in the
vehicle environment [5]. Therefore, studying the intrusion risks faced by vehicle CAN buses, considering the
actual operating conditions of the vehicle CAN bus, an adaptive intrusion detection algorithm based on the
message cycle is proposed under the constraint of computing resources. It is expected to reduce the impact
of the detection system on the bus performance while ensuring the detection effect. The innovation of this
study lies in the construction of an adaptive lightweight intrusion detection algorithm based on packet cycle
characteristics. The main structure of the study is divided into 5 parts. The first part is the introduction; the

∗Engineering Training and Management Experiment Center, Chongqing University of Technology, Chongqing, 400054, China;
*Corresponding Author E-mail: mingxc954@163.com

†VChina Coal Science and Industry Group Chongqing Research Institute Co., Ltd., 400042, China
‡The 32nd Research Institute of China Electronics Technology Group Corporation, Shanghai, 200233, China

743



744 Xiancheng Ming, Zhenyu Wang, Bo Xu

second part is an analysis of the current relevant research status; the third part is the design of a lightweight
intrusion detection algorithm for vehicle CAN bus based on message cycle; the fourth part is an analysis of the
performance and application effectiveness of the proposed algorithm; the final part is a summary of the entire
study.

2. Literature review. In previous studies, a large number of scholars have proposed methods for risk
control of vehicle can bus. Jo et al. proposed a mauth can authentication protocol, which can prevent the
vehicle from being attacked by camouflage, and proposed a technology to prevent the bus from being attacked by
shutdown [6]. Xiang team proposed a global topology constraint network for fine-grained vehicle identification
based on vehicle positioning in vehicle can bus intrusion detection. The team also realized vehicle classification
using convolutional neural network to achieve more accurate vehicle identification. In combination with vehicle
classification and identification and precise positioning technology, the risk of vehicle can bus is investigated
and controlled, which greatly reduces the risk of vehicle intrusion [7]. Katragadda steam proposed a sequence
mining method to detect the low-rate injection attack of can in view of the problem that networked vehicles
are subject to multiple types of network attacks. Through the analysis of four different types of attacks, the
effectiveness of the sequence mining method to deal with the four types of attacks is verified. In addition, the
sequence mining method of katragadda s group only uses identifiers that can be identified, so this technology
can be applied to any type of vehicle and has great value in reducing the probability of vehicle being attacked [8].
In the field of electric vehicles, because the electric vehicles rely more on the in-vehicle communication system,
the system will indirectly bear greater risks. Al Saud m et al. Proposed a safe and reliable intelligent framework
to prevent hackers from invading vehicles. Al Saud m and others [9] improved and optimized the support vector
machine and combined the social spider optimization algorithm to improve the search ability of the intrusion
detection algorithm. Finally, the simulation experiment verified that the research method has high reliability
and security, and can effectively prevent the electric vehicle from being attacked by denial-of-service hackers.

Intrusion detection is a useful complement to firewalls, helping systems to cope with network attacks and
improving the integrity of the information security infrastructure. Ullah M U et al. proposed an intrusion de-
tection system suitable for Apache web servers to make online communication between suppliers and customers
more effective and secure [14]. Leevy et al. created datasets such as CSE-IC-IDS2018 to train predictive
models for network-based intrusion detection in response to the increase in network attacks [15]. Thakkar et
al. addressed the issue of intellectual property expropriation caused by cybercrime by using intrusion detection
systems to protect the security of computer systems and users, and studied the performance of the system
by developing datasets [16]. Salih A et al. believe that to improve the performance of intrusion detection
systems, different classification algorithms must be used to detect different types of attacks, and the results of
evaluating different classification algorithms from different aspects are presented to establish intrusion detection
systems [23].

To sum up, the network security issue has attracted the attention of many researchers, among which the
automobile network risk control supported by the Internet of things technology accounts for a large proportion.
A large number of researches have adopted different algorithms to detect different types of attacks. However,
it is worth noting that many researchers have not considered the limitation of computing resources in the
vehicle ECU environment. Machine learning algorithms require more computing resources and are difficult to
be directly applied in the vehicle ECU environment. Therefore, based on this research, aiming at the computing
resource constraints of the vehicle ECU environment, an intrusion detection algorithm based on the message
cycle characteristics is proposed to improve the efficiency of the intrusion detection of the vehicle network and
ensure the safety of the vehicle bus operation.

3. Lightweight Intrusion Detection Method of Vehicle CAN Bus based on Message Cycle.

3.1. Cycle Analysis of Vehicle CAN Message. With the increasing openness of vehicles, the CAN bus
of vehicles is exposed to the open network environment, and the vulnerability of its bus is gradually revealed.
The filter acceptance mechanism of CAN bus has low security and is easily used by hackers. In addition,
the data security cannot be protected, and the data authentication mechanism is not perfect, which provides
an opportunity for intrusion attacks. In addition, the vehicle CAN bus strictly follows the priority system,
while the vehicle CAN bus lacks the corresponding service rejection protection mechanism. Hackers can take
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advantage of this defect to preempt the message priority, so that the vehicle CAN bus message sending process
is blocked and the system crashes. The vulnerability of the vehicle CAN bus requires the establishment of a
more perfect vehicle CAN bus security protection mechanism. While the general on-board ECU is an embedded
system, its memory storage performance and calculation performance have an upper limit. If the calculation
complexity of the intrusion detection system exceeds the processing capacity of the on-board ECU, it will have
a negative impact on the detection effect and the performance of the vehicle bus system [14, 15]. However, the
traditional computer network intrusion detection algorithm requires a lot of storage and calculation resources,
which is difficult to directly applied in the vehicle ECU environment. Therefore, it is necessary to design the
vehicle CAN bus intrusion detection algorithm according to the calculation resource constraints of the vehicle
ECU, otherwise it cannot meet the actual application environment [12, 13]. Most of the vehicle CAN messages
are periodic. Therefore, considering the limited computing capacity of the on-board ECU, a lightweight bus
intrusion detection algorithm based on the message cycle is proposed to adaptively detect the periodic message-
oriented intrusion attacks. Instead of repeatedly computing the detection information, the intrusion is detected
and identified from the periodic characteristics of the message.

The periodic characteristics of vehicle CAN messages can be obtained by using the sending time difference
or receiving time difference of adjacent messages. However, the data field of vehicle CAN messages does not
contain the sending time stamp of the message, nor can the sending time information be directly obtained
from the receiving node [18, 19]. Therefore, if the periodic characteristics of the message are obtained from the
sending time difference of the message, the vehicle ECU needs to be reprogrammed so that the sending node
of the message records the sending time so that the system can perform intrusion detection. Reprogramming
is too cumbersome, and the operation of the detection system will have an impact on the normal operation of
the nodes. Therefore, the research combines the sending and receiving mechanism of the vehicle CAN message,
and records the periodic characteristics from the difference of the message receiving time. A recording node is
added to the vehicle CAN bus to receive the message and record the message reception time. The new nodes
have little impact on the original system, do not interfere with the normal operation of the original functions,
and occupy less system computing and storage resources. However, in the actual process, there are certain
fluctuations in the cycle of the vehicle CAN message. The priority of the message and the vehicle bus load will
affect the periodic characteristics of the message [20, 21]. The priority of the message determines the sending
order of the message. The message with lower priority may wait to be sent, and the heavy load of the vehicle
bus may also delay the sending and receiving of the message, thus changing the cycle of the message [18-19].
Suppose that the message M is sent from node A to node B, its identifier is IDj and the sending cycle is T ,
message acceptance time difference is s ,and message sending sequence is i. Suppose that the sending time of
the message is ti and the actual sending time is ti. Generally, node A sends the message at time nodes ti ,ti+T
and ti + 2T . Without considering the bus transmission delay, node B receives the message at time points ti
,ti + T and ti + 2T . Assuming that the bus of the sending node is occupied when sending the i − 1 message
and the i message, resulting in the delay of sending the i − 1 message and the i message, and the bus is idle
when sending the i + 1 message, and the message sending time is normal, the message receiving time points
of node Bare ti−1,ti and ti+1. The sending time of vehicle CAN message depends on the timer of the main
controller. The sending time of each message will not affect each other, but only affected by the bus load state
at the message sending time. Without considering the bus transmission delay, the time point at which node B
receives messages i− 1,i and i+ 1 is shown as follows:







ti−1 = ti−1 +∆i−1

ti = ti + T +∆i

ti+1 = ti+1 + 2T +∆i+1

(3.1)

In equation 3.1, ∆i−1, ∆ and ∆i+1 are the delay time of message transmission caused by bus occupation, ∆i−1

, ∆, ∆i+1. The difference between the receiving time si−1 of the messages in Articles i − 1 and i and the
receiving time s1 of the messages in Articles i and i+ 1 is expressed as follows:

{

Si−1 = ti − ti−1 = T +∆i −∆i−1

Si = ti+1 − ti = T +∆i+1 −∆i−1 = T −∆i
(3.2)
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It can be seen from equation 3.2 that the change of reception time difference Si−1 is determined by
∆i −∆i−1. Let the difference between the sending cycle error of the i− 1 message and the i message be ψi−1

and ψi−1 =.∆i −∆i−1

4. Design of the Proposed Method. According to different attack methods, vehicle bus attacks can
be divided into injection attacks and denial of service attacks. Replay attacks, Denial of Service (DoS) attacks
and forgery attacks are common injection attacks. Replay attacks involve hackers repeatedly sending normal
messages to the vehicle centreline at any time [24, 25]. A DoS attack involves hackers spoofing nodes on the
vehicle bus and injecting a large number of high priority messages that should not appear on the vehicle bus,
resulting in a large number of vehicle bus resources being occupied by malicious messages, making it difficult
for normal and effective messages to be sent normally [26, 27]. The term ”forgery attack” refers to the act of
hackers sending forged messages to the vehicle bus and interfering with the system’s normal communication
through faked diagnostic and abnormal messages. This can easily result in system malfunctions and cause
vehicle safety accidents. Hackers’ injection attacks on the vehicle bus will disrupt the normal message sending
cycle.

After the vehicle bus is attacked by interruption, the vehicle ECU cannot receive valid messages, which
affects the normal operation of the vehicle. Hackers’ interrupt attack on vehicle bus message M is divided
into temporary interrupt and permanent interrupt. Temporary interrupt only interrupts the transmission of
several messages, and then resumes normal transmission. Permanent interrupt will not resume transmission
after interrupting the transmission of messages [28, 29]. If interrupt attack will seriously affect the receiving
time of message, combined with the fluctuation of message cycle, the detection threshold conditions of interrupt
attack are as follows:

ω − T > ψmax (4.1)

Combined with intrusion attack analysis, the minimum detection threshold of injection attack is shown as
follows

λmin =
T +∆max −∆min

2
=
T + ψmax

2
(4.2)

When the detection threshold is greater than λmin , missed or false alarms will not occur. In order to avoid
false alarm or missing alarm, the detection threshold cannot be too large. It is of great importance to set the
maximum value of the detection threshold λmax. When the detection threshold is the maximum value and the
time period of the two messages is the smallest, no false alarm or missing alarm will occur; when λ < λmax ,
and the time interval is not the minimum value, false alarm or missing alarm are bound to occur. Information
entropy describes the degree of order in a system that can act on the CAN bus intrusion detection system. It
defines the message F = f1, f2, ......, fn that appears in time T of the CAN bus, with a total of different frames.
If T takes a sufficiently long time, the calculation of the total number of sending times is shown in formula 4.5.

NT =

n
∑

i=1

T

Si

= T

n
∑

i=1

1

si
(4.3)

In formula 4.5, Si represents the transmission period. Regardless of the transmission time delay, node B
should receive the i+1 message at time t1 + T . Take the minimum value of Si , then take the maximum value
of ∆i , and take the minimum value of ∆i+1 as 0. At this time, the reception time difference Si is shown as
follows:

Si = ti+1 − ti = T −∆max (4.4)

The threshold conditions without false positives are expressed as follows:

λ < T − ψ (4.5)
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Fig. 4.1: Relationship curve between false positive rate, false negative rate and detection threshold of detection
system

The false alarm and missed alarm of the detection system are discussed separately. The false alarm threshold
is λ∗ and the missed alarm threshold is λ#. The conditions of λ∗max > λ#max and are analyzed separately. When
λ∗max > λ#max , the message cycle meets the following conditions:

T > 3ψmax (4.6)

When the condition of equation (9) is met, the threshold meets condition λ∗ > λ > λ
#
min , no false positives or

missing positives will occur. At this time, the relationship curve between the false positives rate and missing
positives rate of the detection system and the detection threshold is shown in Figure 4.1.

When λ∗max < λ
#
min , the message cycle meets the following conditions:

T < 3ψmax (4.7)

As shown in Figure 4.2, when the detection threshold is less than λ∗max or greater than λ#min, the detection

system may have false alarm without false alarm. When the detection threshold is within λ
#
min > λ > λ∗max,

the detection system may have missed and false alarms. At this point, no false alarm is considered a priority
condition and the detection threshold is slightly lower than the maximum value. Under the condition of no
false alarm, a small probability of false alarm is allowed.

In case T < 3ψmax, if the transmission time delay is ignored, node B should receive the i + 1 message at
time ti − T . Take the maximum value of Si , then take the minimum value of ∆i as 0, and take the maximum
value of ∆i+1. When λ = T +ψmax = T −∆max , the receiving time of the injected message meets the following
conditions:

ti + λ < t < ti + 2∆max (4.8)

Then the detection threshold is expressed as follows:

λ = T −∆max = ti + T +∆max − (ti + 2∆max) < ti+1 − t (4.9)

At this time, the time interval of missing alarm in the detection system is shown as follows:

ti + 2∆max − (ti + λ) = 3∆max−T (4.10)

You can get:

λmax > 3λmax − T (4.11)
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Fig. 4.2: Relationship curve between false positive rate, false negative rate and detection threshold of detection
system

Fig. 4.3: Structured Algorithm for Bus Intrusion Adaptive Detection Based on Message Period Characteristics

To sum up, when the message cycle meets condition , the system detection threshold meets condition , no
false alarm or missing alarm will occur. When the message cycle meets condition , set the system detection
threshold to slightly less than of the maximum threshold. At this time, no false positives will occur, but there
is a minimal probability of false positives. In summary, the structured algorithm for bus intrusion adaptive
detection based on packet cycle characteristics is shown in Figure 4.3.

The proposed algorithm is detected after the detection threshold is adaptively determined. Following
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Fig. 4.4: Running flow of bus intrusion adaptive detection algorithm based on message cycle

message receipt, as shown in Figure 4, record the message’s receiving time. Next, calculate the message’s
period. Finally, determine the detection threshold for various bus attacks by comparing the calculated message
period’s maximum and average values with their values. In order to avoid false positives, a small number of
time margin is added to the detection threshold for fine tuning. After determining the detection threshold, the
vehicle bus message is detected, the receiving time of the message is recorded and judged after initialization, the
time cycle difference is detected and analyzed according to the determined threshold, and the message is judged
as an interrupt attack or an injection attack. If no message is received, it is directly judged as an interrupt
attack, and the vehicle bus system is circularly detected to intuitively see that the system enters the shutdown
state.

5. Experiment And Result Analysis.

5.1. Algorithm Performance Test and Analysis. In order to verify the effectiveness and optimization
of the adaptive intrusion detection algorithm based on the message cycle, the algorithm is compared with the
sequence mining intrusion detection algorithm to check the accuracy and recall of the two algorithms. The
comparison results of the accuracy and recall of the two algorithms are shown in Figure 5.1.

Figure 5.1 compares and analyses the average PR of the message cycle based adaptive intrusion detection
algorithm and the sequence mining intrusion detection algorithm. Assuming the same accuracy rate, the recall
rate of the message cycle based adaptive intrusion detection algorithm is higher. Given the same recall rate,
the accuracy of the message cycle based adaptive intrusion detection algorithm is also higher. Compared with
the sequence mining intrusion detection algorithm, the adaptive intrusion detection algorithm based on the
message cycle has higher accuracy and recall rate, which proves that the adaptive intrusion detection algorithm
based on the message cycle proposed by the research institute is effective and optimized, and its algorithm
performance is better than the sequence mining detection algorithm. In order to clarify the detection efficiency
of the algorithm in intrusion detection, the detection time of the algorithm is tested and analyzed. The detection
running time of the algorithm is shown in Fig. 5.2. It can be seen from Figure 5.2 that the adaptive intrusion
detection algorithm based on the packet period is trained and tested three times to observe the change in the
detection time of the algorithm. In the first training of the algorithm, the detection time of the algorithm
decreases continuously as the number of iterations increases. When the number of iterations reaches 50, the
algorithm starts to stabilize and the detection time is stable within 3s. Compared with the first training, in
the second and third training, the detection time of the algorithm is significantly reduced, which proves that
the adaptive intrusion detection algorithm based on the packet cycle has faster computational search efficiency
and will continuously optimize its own intrusion detection capability with the increase of training times.
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Fig. 5.1: Packet period adaptive detection algorithm PR curve

Fig. 5.2: Speed change detected by algorithm

5.2. Application Simulation Experiment Results. The vehicle CAN bus intrusion detection simula-
tion experiment is carried out by using CANoe simulation software to validate the feasibility of the proposed
algorithm. The CANoe simulation software is used to simulate the real vehicle CAN bus, to simulate the
single channel high-speed vehicle CAN bus system, to add detection nodes to the vehicle bus by using the node
programming function in the CANoe simulation software, and to simulate the process of the vehicle CAN bus
being attacked by hackers in combination with CANdb++ and Replay Block tools. The CPU memory of the
system is 8G, and the main frequency is 3.4GHz. The can main control chip is Cortex M4 core, and the main
frequency is 168MHz. The running performance and detection effect of the adaptive detection algorithm based
on message cycle are analyzed. The transmission of vehicle CAN bus message in the simulation environment
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Fig. 5.3: Vehicle CAN bus message sending in simulation environment

Fig. 5.4: Vehicle CPU resource occupancy detection results under two algorithms

is shown in Figure 5.3.
It can be seen from Figure 5.3 that the average sending period of vehicle CAN bus messages in the simulation

environment is 10.3ms, and the CAN bus messages of vehicles have periodic characteristics. The maximum
value of the difference between the reception time difference of two adjacent messages and the transmission
period in the ideal state is 3.7 Ms. In order to verify the feasibility of the adaptive detection algorithm based
on message cycle under the constraint of computing resources, the computing and storage resource conditions
of the vehicle CAN bus are considered, and the bus intrusion detection algorithm based on Support Vector
Machine (SVM) is compared and analyzed, and the CPU resource occupancy of the two algorithms is compared.
The results of the vehicle CPU resource occupancy detection results under the two algorithms are shown in
Figure 5.4.

As can be seen from Figure 5.4, the SVM-based detection algorithm is used to detect vehicle CAN bus
intrusion. The vehicle CPU occupation is large, and the average vehicle CPU occupation is 14.93%, which
seriously compresses the operation space of the original differential CAN bus system and affects the normal
transmission of vehicle CAN messages. The average vehicle CPU occupancy of the intrusion adaptive detection
algorithm based on message cycle is only 4.76%, which reduces the CPU occupancy by 10.17% when compared
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Table 5.1: Threshold and Detection of the Attacked Message

Attack type Attacked mes-
sage

Cycle (ms) ∆max (ms) Threshold (ms) False alarm
number

Number of
missing reports

Injection attack
M1 8 1.8 4.5 0 19

8 1.8 6 0 0
8 1.8 7.5 101 0

Injection attack
M2 8 3.6 3 0 32

8 3.6 4 0 11
8 3.6 5 1 7

Interrupt attack
M1 8 1.8 9 105 0

8 1.8 10 0 0
8 1.8 11 0 0

Interrupt attack
M2 8 3.6 11 21 0

8 3.6 12 0 0
8 3.6 13 0 0

to the SVM-based intrusion detection algorithm. This algorithm fully accounts for the computing resource
constraints of the actual on-board ECU environment, occupies fewer computing resources for vehicles, and
interferes less with the operation performance of the vehicle CAN bus. It can effectively avoid affecting the
normal message sending due to the preemption of computing resources. It is proved that the proposed method
can be applied in the actual vehicle environment and has practical feasibility.

To demonstrate the application effect of the proposed algorithm in the actual operation of the vehicle, a
malicious node is added to the experimental vehicle CAN bus to simulate injection attack and interrupt attack
respectively. The malicious node is used to inject 5000 forged messages into the vehicle CAN bus and conduct
5000 interrupt attacks at random. The thresholds and detection conditions of the attacked messages M1 and
M2 when they are subjected to injection attack and interrupt attack respectively are shown in Table 5.1.

It can be seen from table 5.1 that the period of message M1 is 8ms. According to the threshold adaptive
determination rule, its injection attack detection threshold should be in the range of [4.9,6.2]. If the threshold is
4.5ms, the detection system has 19 missing messages. If the threshold is 7.5ms, the detection system will have
101 false positives. When the detection threshold is 6ms, there are no false or missing messages. If message M1
is subject to an interrupt attack, its detection threshold must be greater than 9.8ms according to the adaptive
detection rule. If the detection threshold is 9ms, there will be 105 false alarms in the detection system. If the
detection threshold is 10ms and 11ms, there will be no false or missing alarms.

The time period of message M2 is 8ms. According to the threshold determination rules of the algorithm,
the detection threshold of injection attack should be less than 4.4ms. When the threshold is set to 5ms, there
are 1 false alarm message and 7 false alarm messages. When it is 4ms and 3MS, there are no false alarm, 11
and 32 false alarm messages, respectively. For interrupt attack on message m2, the detection threshold shall be
greater than 11.6ms. When the detection threshold is 11ms, 21 false alarm messages appear in the detection
system, and there is no false alarm. When the detection threshold is 12ms and 13ms, there are no false alarm or
missing alarm. From the application results of the detection system, it can be seen that the proposed algorithm
is effective in determining the detection threshold, and has a good effect on the detection of interrupted attacks,
without false positives or missing positives. When the message cycle meets condition , the injection attack
detection may have a minimal probability of missing positives.

6. Conclusion. In order to ensure the communication security of the vehicle CAN bus, the research
fully considers the computing resource constraints of the on-board ECU environment, and proposes a method
of monitoring and detecting the bus attack by adaptively determining the threshold. The bus simulation
experiment and vehicle application experiment are carried out with CANoe simulation software. The research
results contribute to improving the efficiency of intrusion detection in automotive networks and have some
positive implications for communication security in automotive networks. However, the detection accuracy of
the algorithm for injection type attacks is lower than that for interrupt type attacks, and there is a possibility
of missing reports with a minimum probability. In the future, the injection type attack detection algorithm
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can be further optimized, and the Generative adversarial network can be used to solve the problem of attack
sample data imbalance and improve the detection sensitivity for injection type attacks.

Funding. The research is supported by: the Science and Technology Research Program of Chongqing
Municipal Education Commission (Grant No. KJQN201801106).
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