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CONSTRUCTION AND ANALYSIS OF INTELLIGENT ANALYSIS AND DISPOSAL
MODEL FOR INTERNET SECURITY EVENTS IN POWER SYSTEM

ZHENHONG ZHANG * JIAN HU | FEILU HANG { AND LINJIANG XIE §

Abstract. The reliability of nodes is rugged to determine, and the global accuracy is low in identifying secure access nodes of
ubiquitous power network gateways. Therefore, this project intends to establish a universal power grid gateway security access node
identification model. Sensor technology collects secure access nodes of IoT gateways and evaluates their reliability. It is integrated
with the security level of the network to form a virtual security domain. Then, the access node is searched and controlled twice.
The access node identification of the universal power IoT gateway is realized according to the reliability calculation. Simulation
results show that under the same parameter conditions, when the node size increases and the number of malicious nodes increases,
the proposed method can obtain higher accuracy of secure access to nodes. This proves the advantages of the proposed method.

Key words: Power Internet of Things; Internet security incidents; Intelligent analysis; Internet of Things gateway; Secure
access node

1. Introduction. With the continuous development of the intelligent grid, higher requirements are put
forward for the security, aggression and vulnerability of power communication networks. The electric power
communication network is a crucial link in the power grid, divided into different levels according to different
business categories. In the whole system, the node is a very critical link. The failure of the node may cause
particular interference to many services and even lead to the paralysis of some services. In the power commu-
nication network environment, node failure may interrupt higher-level power communication network services
or lead to transmission delay problems. This has a significant impact on the operation of the entire power
grid. Therefore, to reduce the vulnerability and danger in the network, it must be effectively identified and
protected.

Many researchers at home and abroad are studying the problems related to the power grid. Literature [1]
proposes a 5G-based distributed test system for power communication networks. The performance parameters
of the network, transport, and application layers are measured. The probe detects each parameter to evaluate
the whole power grid’s operation comprehensively. However, this method does not measure the importance of
critical nodes in the power network. According to the degree of shortest route selection, literature [2] gives the
routing scheme of the power communication network. Then, they propose a link bandwidth utilization predic-
tion method based on convolutional networks on graphs. The triangle module operator calculates the optimal
path selection degree. Then, perform link optimization configuration. Document [3] A routing optimization
method for power communication networks using PageRank. The research includes establishing the topology
of the communication network and obtaining its characteristics. The PageRank algorithm is used to identify
the critical nodes in the communication network. Set communication paths and metrics to maximize the use
of information resources. Reference [3] studies the power system alarm signal fusion algorithm based on noise
suppression. The alarm model of each node’s message-receiving status is constructed based on each node’s
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Fig. 2.1: Data sensing mode in a ubiquitous electrical IoT.

operation status and information-receiving status in the power network communication network. Literature [4]
puts forward a cross-domain fusion framework applicable to power systems under the framework of IMS. After
connecting different cross-domain websites, the access layer transforms them through the control protocol of the
gateway to achieve the purpose of cross-domain IP access. The power communication service passes through
the transport layer’s Go interface, NGN packet core network and media gateway.

Transfer the multimedia Explorer to the control function of the media gateway in the session layer. The
above research only discusses the influence of the shortest circuit and the optimal route composed of network
nodes on the network topology. In the power system, if the critical node only carries many standard services
but does not undertake the main business, the importance of this node is not high. Even if this node fails, it will
not cause too much shock to the entire grid. Therefore, it is necessary to evaluate each node’s importance in
the power network comprehensively. This project intends to build a multi-level node importance identification
method that includes the transport, physical topology, and service layers to improve the identification accuracy
of critical nodes in the power grid.

2. Identify secure access nodes that are ubiquitous on the network gateway. In the universal
power Internet of Things, all kinds of information must pass through the network nodes. This project proposes
a multi-source heterogeneous information fusion technology [5]. The use of multiple channels to achieve the
transmission of various data is the most common. Usually, because each channel’s service information processing
requirements are different, it is necessary to analyze the access node entering the gateway and determine whether
it is safe when transmitting information. This ensures the safe and reliable operation of the universal electrical
IoT. Unlike traditional power grid architecture, the universal power grid gateway can provide secure access to
all nodes. Intelligent sensing technology collects data from the power grid [6]. The specific power ubiquitous IoT
data perception model is shown in Figure 2.1 (image cited in Frontiers in Energy Research, 2022, 10:918998).

3. Multi-level node importance identification method. This paper intends to establish a multi-level
identification method of node importance. The importance of nodes at each level is merged to find the nodes
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with higher importance. The correlation analysis of the correlation nodes in each network level obtains the
reliability and essential measurement. Finally, the critical degree of each node is measured comprehensively. A
power communication network composed of M nodes is established. It contains three layers: physical topology,
transport, and service. Fy(i) represents the importance of the node ¢ on level ¢, where t € [1,3],i € [1, M]
represents its importance. As the F}(i) level increases, there are more critical nodes i on the ¢ level, giving it a
higher subordinate status [7]. Use ny; to determine the membership degree of node ¢ in hierarchy ¢, then:

Ft(l) — min (Ft)
max (F}) — min (F})

Ny =

After evaluating the critical indicators of a single node, each level of fundamental indicators is proposed
to reflect the credibility of each level. Let o; represent the underlying metric credibility of level ¢, and let oy
conform to the following equation:

Zn:Ut =1
t=1

where n is the number of logical layers used in the power communication network, in the power system, the
importance of power supply is the most direct reflection of power supply interruption to the state of the
grid. Since the importance of each business varies greatly, the first consideration should be the level of service
[8]. However, if the importance of services in the power communication network is similar or equal, it is
necessary to master the corresponding services carried by each node. Therefore, the transport layer is the
second consideration. In addition, network services can be placed later if they have the same bandwidth and
importance. An adaption-based reliability index for essential measurement is presented to take full advantage
of the importance of the three levels:

o1 = 1 — eOmin=Smax/Smax

o9 = (1 _ 0—1) (1 _ e/\min*)\max/)\max)
o3 = (1 —_ 0—1) e)\min_kmax/)‘max
o1+09+03=1

Omin and dpmax are the minimum and maximum importance levels at the service level. Apnin and Anax are the
minimum and maximum bandwidth of the network layer, respectively. If d,,ax is much larger than i, then oy
is very close to 1 . The use of service-level metrics to verify network criticality is entirely correct. Conversely,
if dpax is close to dyi, then oy is close to 0. The method of service level verification of its critical degree is
not highly reliable, so evaluating other levels highlights the reliability. When oy is very close to o, if Ap.x and
Amin are very different then o9 is very large. It shows reliable measurements in the transport layer, which can
characterize the node’s key. On the contrary, when Apax approached Anin, it means that the critical degree of
the association node is related to the size of the topological layer dimension.

In the multi-level node importance identification model, the measurement of nodes at each level includes
two aspects: First, the geometric mean value of each node can be measured at each selected level. The second
aspect is to measure the credibility of the indicators [9]. That is, the level of importance of the chosen level
is the product of the level of distrust at the bottom of the non-chosen level. The metric for any x logical
layer node i is defined as follows (x € [1,n],n is the total number of logical layers in the power communication
network):

xr
Nopi = H nQ

Ny, measures node 4.1 is the selected logical level. The credibility of the second measure is defined as follows:

n—x

Qu=[]oex [[ 1 —0q),v10=4¢

teyp Qeo
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The formula © is the logical layer that is not selected. The measurement of a node 7 in the power commu-
nication network of formula (3.5) and (3.6) can be calculated as follows:

G (1) = nyi X Qu

gy (4) is a measure of node 7 in a power communication network. The 2™ — 1 scheme is adopted when the
power grid contains n class logic. Let G(i) be the critical degree of node 4, determined by the sum of gy (¢) in
1. To obtain G(i) value, binary array a, oy € {0,1},t € [1,n] is introduced in this paper. If a; = 1, select ¢
layers from the set 1. Q indicates that the ¢ layer is unselected [10]. The above G(%) can perform the following
calculations:

(o] [a] n—[o]
G(i) = Z [a] H Ny X H o X H (1—-0q)
[a]#0 ap=1 ar=1 ;=0

ot is based on t level measurement reliability; [«] is the number of 1 in series a. As G(i) increases, there will
be more critical nodes.

4. Access node identification technology of gateway. With the continuous development of the In-
ternet of Things technology, its security issues have attracted more and more attention. A credible evaluation
model oriented to user behavior is studied to provide reliable technical support for promoting the healthy de-
velopment of the Internet of Things. Access nodes are divided into several levels based on an assessment of
trustworthiness [11]. Each level of resources is stored in the corresponding security zone of the trust level to
prevent hackers from stealing or cracking the high-performance service gateway. Observe the change in the
trust level between users according to the interaction evaluation list between users so that users with high
trust can interact with each other in different areas. This can improve the network’s security performance and
prevent data leakage in the power system. Use the A-Node control mode to re-identify nodes that do not meet
the security requirements [12]. It is also excluded to reduce the possibility of low-performance nodes attacking
high-performance nodes.

All-access nodes associated with the universal power grid access gateway have security risks such as viruses
and trojans. A secure access node identification model is necessary to prevent malicious intrusion [13]. The
preemptive loading method is adopted to remove the "hidden channel’s security effectively.” It promotes the
whole network’s operation and achieves the gateway’s secure access requirement. Identifying the secure access
nodes of the universal power grid gateway is a vital part of improving the security defense capability of the
power grid and ensuring the safety level of the power grid operation.

Due to the network’s large number of access nodes and diverse service requirements, it is difficult to grasp
its security accurately. By analyzing the reliability of the access node, the network control model of the access
node is established to realize the identification of the access node. To obtain the best access control results,
it is necessary to organically integrate the functions of access node automatic update and access control [14].
A gateway access node control model based on access control is proposed in this paper. The primary security
monitoring method is used to realize the security check of the access node. Implement authorization control
for some nodes with low trust. The specific function design of the gateway access node control model is shown
in Figure 4.1.

Analyzing the attached Figure 4.1 shows that in the ubiquitous Internet of Things, the core of network
monitoring is the host’s network behavior and the host’s status, and the background database realizes the
exchange of monitoring information. The method uses the monitoring background database and identifies the
access nodes in the network by analyzing the confidence of access nodes. An access node identification model
for defect detection is proposed [15]. For the access nodes that have completed the preliminary identification,
the vulnerability detection of the network is started. The work module is divided into five parts. First, the
vulnerability database is modeled. Then, a console panel was added for the user terminal device. Then, scan
access nodes. Scan the currently active knowledge base. The vulnerability scanning process is shown in Figure
4.2.

During vulnerability detection, it is necessary to ensure that the credibility database of the access node can
be updated in time and it can identify whether the access node has security risks. The nodes identified for the
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Fig. 4.2: Vulnerability scanning process.

first time are re-detected using the network vulnerability scanning technology [16]. The process is to process
the access node according to the access request and determine its credibility change. After virus detection is
complete, a detection report is sent to the background. Finally, the trusted access function is introduced to
monitor the degree of trust of IoT network access nodes. By analyzing the behavior of access users, collect
their business requirements. And according to the required information to generate the resolved results.

5. Simulation test. Simulation software is used to test the security of the proposed universal grid gateway.
The universal power grid gateway is simulated by simulation software. The model is verified by adding different
access nodes to the network. This project intends to adopt two common recognition patterns: network access
recognition pattern based on near neighbor discovery and network access recognition model based on D-S
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Table 4.1: Comparison of precision under fixed parameters.

Times | This article model (%) | model 1 (%) | model 2 (%)
1 97.46 73.04 54.88
2 89.36 74.43 49.33
3 89.94 71.20 51.05
4 98.86 73.94 61.08
5 92.74 77.83 54.23
6 93.49 78.64 53.53
7 91.58 76.17 53.09
8 99.32 76.90 50.70
9 93.78 73.14 52.07
10 91.18 72.85 57.93

evidence. The test is carried out under the same working conditions. According to the identification results,
the applicable range of the model is determined [17]. The accuracy method is used to test the validity of access
node identification. The nodes whose trustworthiness meets the entry access conditions are called secure nodes,
while the opposite nodes are considered malicious. Precision, therefore, measures the percentage of secure nodes
in each accessed node. So, the expression for precision is

S
Pprecision = é

where @ is the access node and S is the number of secure access nodes. In the simulation program, 1000
access nodes were set up, and ten experiments were carried out. Results for accuracy are shown in Table 5.1.
Compared with the two conventional recognition methods, the proposed method can obtain better recognition
results under the same parameters [18]. The accuracy of the model proposed in this paper is 93.77%, and the
accuracy of the two classical prediction methods is 53.79% and 74.81%, which are 39.98% and 18.95% higher
than the existing methods. Therefore, under the given parameter conditions, the model gateway constructed
in this paper has a much better security access node identification effect.

On the premise that there are already 1000 access nodes, the number of nodes is gradually increased by
200. The influence of these three modes on the recognition of access nodes is shown in Figure 5.1. When the
overall scale of the access network increases, its accuracy rate is maintained at a relatively stable level [19]. Its
accuracy is significantly higher than that of the two conventional models. Its accuracy rate can be maintained
at the level of 0.85-0.9. The accuracy of classical mode 1 is 0.65-0.7. Classic Mode 2 had the lowest accuracy
at 0.5; therefore, when the number of networks increases, the accuracy of the proposed algorithm model can
be increased by 20% and 38%, respectively.

The expansion rate of the network is 200 based on the original number of nodes. The results of the accuracy
of these three methods changing over time are shown in Figure 5.2. When the number of malicious networks in
the network increases, the search accuracy of this method also changes slightly but still maintains a relatively
stable level. However, the accuracy of the two classical prediction methods has been dramatically reduced. The
results show that the accuracy of model 1 is reduced from 0.7 to 0.43. 2 mode is reduced from 0.5 to 0.4. The
universal network gateway secure access node identification method proposed in this project improves accuracy
by 46% and 49%, respectively, when the number of malicious nodes increases to identify gateway secure nodes
efficiently.

5. Conclusion. This project will establish a network-based gateway security access node screening model
based on the universal electric power of the Internet of Things and conduct experimental verification. It is
expected that through the research of this project, the extensive use of the Internet of Things in the power
system will be promoted, and the operating status of the overall power system and the identification accuracy
of network nodes will be improved. It lays an excellent theoretical and practical foundation for the innovative
development of power systems. Although it can be seen from the experiment that the proposed recognition
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method has achieved good results in practice, there are still many shortcomings which need to be further
studied.
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