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EDGE COMPUTING METHOD FOR FALSE DATA INJECTION ATTACK DETECTION
IN ELECTROMECHANICAL TRANSIENT SIMULATION GRID

GANG YANG? YING ZHANG! LILI ZHAO! LIMIN ZHANG$ AND NA ZHANGY

Abstract. Because edge computing is close to the terminal, it has significant advantages of low latency and high-security real-
time control and has huge application prospects in the current popular smart grid. Because its edge side is close to the terminal, it
can also effectively avoid the risk of information leakage when control instructions or communication data are transmitted to remote
cloud center servers over a long distance. However, edge devices have a greater probability of encountering false data injection
attacks (FDIAs) from illegal terminals because of their proximity to terminals. The transient electromechanical situation of the
smart grid due to FDIAs is analyzed under edge computing. Due to the characteristics that the status values of grid nodes have
temporal correlation before and after and spatial correlation between nodes, the Long Short-Term Memory (LSTM) for training
time series data is selected to predict the status values of grid nodes in advance. The FDIA detection method is also proposed
based on the LSTM network. By calculating the predicted value at each historical moment and the root means square error
(RMSE) of the system state estimation at that moment, the detection threshold of the scheme is calculated through the cumulative
distribution function of RMSE. Simulation experiments are conducted on the Institute of Electrical and Electronics Engineers
(IEEE)-14 node standard system. The detection rate is as high as 99.71%, which verifies the effectiveness of the proposed FDIA
detection scheme. This paper studies the security threat of FDIA to the stable power system operation and provides theoretical
analysis and practical reference for other power grid security protection strategies.

Key words: power grid, electromechanical transient, edge computing, Kalman filtering, LSTM neural network

1. Introduction. The core national infrastructure is the most vulnerable object to network attacks, which
is related to the stability and security of the whole society. The power system is the most critical infrastructure
in modern society because it is the energy source of most other infrastructures [1]. With the development of
information technology, the smart grid based on classic power system components and now mature information
and communication technology are more convenient to operate and manage, but also particularly vulnerable.
Since the 21st century, due to the attacks on information and communication networks, power grids in many
parts of the world have been involved in major security threats many times [2]. In September 2019, the intranet
of the Kudankulam Nuclear Power Plant in Tamil Nadu, India, was infected with malware. In April 2020,
Energias de Portugal (EDP), a Portuguese multinational energy company, was attacked by Ragnar Locker’s
blackmail software. In June 2020, Brazilian power companies were attacked by Sodinokibi ransomware. The
Venezuelan power system suffered multiple network attacks from 2019 to 2020, leading to large-scale blackouts
in many places [3]. Therefore, it is particularly important to focus on strengthening the security construction
of power grid facilities and the internal security protection of power enterprises. Power system state estimation
can effectively guarantee the operation and control of the power system and provide accurate and real-time
state information for the system. Hence, the management system can successfully perform different control
and planning tasks [4]. False data injection attacks (FDIA) manipulate data without affecting system code is
more difficult to detect than intrusion methods such as malware injection, leading to a greater security threat
to the power grid system.

In order to ensure the safe operation of the smart grid, it is necessary to detect and defend FDIA, and
scholars have conducted a lot of in-depth research on this issue. Boyaci et al. (2021) studied the detection and
location of invisible FDIA in the power grid. They proposed a method based on a graphical neural network
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to identify the existence and location of FDIA. The proposed method uses an autoregressive moving average
graph filter to detect and locate FDIA in power systems automatically. Many simulations and visual displays
show that the proposed method is superior to the existing methods in FDIA detection and positioning [5].
Prasanna Srinivasan et al. (2021) proposed a position detection technology based on deep learning to identify
FDIA continuously. False information is captured by an error data detector incorporating convolutional neural
networks (CNNs). The results show that position detection can be performed in different noise and attack
environments, improving the current recognition accuracy [6]. Li et al. (2021) studied the security problems
of physical network systems under dynamic load change and false data injection attacks and proposed an
adaptive sliding mode controller. The effectiveness of the proposed elastic defense strategy was verified through
simulation [7]. Jorjani et al. (2021) implemented various methods of FDIA on the state estimator to recover
the pre-attack value of the attacked grid variables based on the iterative optimization method. They proposed
a framework of recovery quality index to evaluate the performance of recovery algorithms. Simulation results
show that the proposed method performed satisfactorily on different test bus systems [8]. Umar and Felemban
(2021) analyzed the impact of FDIA on power generation cost and the physical composition of power systems
and introduced a new FDIA strategy to maximize the power generation cost. They proposed a rule-based FDIA
detection and prevention mechanism for such attacks to mitigate the threat of attacks on the power system [9].
Ding et al. (2021) developed a recognition scheme based on deep learning to detect and mitigate information
corruption, implemented a conditional deep belief network to analyze time series input data, and used captured
features to detect FDIA. The simulation verified that the detection mechanism had good performance and was
superior to other mechanisms in terms of FDIA detection accuracy and robustness [10]. Based on the research
of edge computing and smart grid FDIA, this paper analyzes the attack principle of FDIAs and their impact on
the power grid system. The recurrent neural network and LSTM are introduced. The advantages of the latter
in time series data prediction are analyzed. Then, a state value prediction model is proposed based on LSTM
neural network. Finally, the proposed FDIA detection scheme based on the LSTM network is successfully
verified through simulation experiments.

2. Method.

2.1. Edge computing. Akamai first proposed edge computing in 1998. It is between physical entities
and industrial connections. It uses the open platform of the network, computing, storage, applications, and
other core capabilities to provide the nearest end services. Because its applications are launched at the edge, it
can respond to network services faster and has significant advantages of low latency and high-security real-time
control [11]. Tts core performance and architecture reference diagram are shown in Figure 2.1:

In Figure 2.1(a), because the edge server is close to the terminal device, it can provide services more
quickly to ensure lower latency. On the one hand, the edge server reduces the bandwidth pressure during data
upload, and on the other hand, it reduces the energy consumption of the Elastic Compute Service (ECS). Its
low latency and high communication efficiency make it widely developed and applied, including the Internet
of Vehicles (IoV), intelligent transportation, smart grid, and other fields [12]. In Figure 2.1(b), the problems
found in edge computing are mainly in computing performance and security. Because of the complexity of the
edge environment, devices deployed at the edge will be more vulnerable to attacks. Especially when one of
the devices is attacked, the attacker can obtain the key information stored in it, thus causing various internal
attacks. The most harmful is the false data injection attack, which will not only waste limited communication
and computing resources but also seriously affect the availability of the data.

2.2. Smart grid and FDIA. Smart grid refers to the intelligentization of a power grid, which is based
on a high-speed integrated two-way communication network and uses more excellent sensing and measurement,
equipment, control methods, and decision support system technology to make the power grid system more
reliable, safe, economical, efficient, and environmentally friendly [13]. False data injection attack FDIA is a
new attack method. It has strong deception, malice, and purposefulness that can bypass traditional system
detection, change and forge data in edge devices, and finally affect the calculation results and cloud decision-
making. The FDIA model diagram and FDIA attack model diagram under edge computing are shown in
Figure 2.2.

Figure 2.2 (a) shows the entire FDIA process. Attackers extract data from the routing of intelligent power
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terminals and initiate FDIA, which affects the edge devices in computing, and then affects the state estimation.
FDIA can avoid bad data detection, impacting accident analysis, economic dispatch, and other decision-making
schemes. In short, the process and purpose of FDIA are that the attacker tampers with the measurement data
of the attacked terminal, which leads to deviation in equipment state estimation, resulting in electromechanical
transient and reduced accuracy [14]. In Figure 2.2(b), in the edge scenario, FDIA can forge a lot of false data
through edge devices and allow these false data to be aggregated, affecting the accuracy of the aggregation
results. The edge layer will send the aggregation results to the cloud, and the cloud will make the final wrong
decision because of the error aggregation results uploaded. FDIA will be more covert and destructive, bringing
huge economic losses to society [15].

2.3. Deep learning and LSTM neural network. Deep learning is an important classification of ma-
chine learning. The advanced deep learning technologies are mainly CNNs and cyclic neural networks in
graphics and word processing. With the development of the smart grid, deep learning technology is applied to
the smart grid with huge output data, which can conduct feature extraction and result from prediction through
many sample training. In the cyclic neural network model, each time series data has a hidden layer state at the



Edge Computing Method for False Data Injection Attack Detection in Electromechanical Transient Simulation Grid 5145

X, f C
h:i wl
Cotmtn on ENI
hidden layer I_X._}‘ h F
status ’
Cl

A
\\
h &
hy
N
h

P . C
h c;l

(a) LSTM hidden layer (b) LSTM hidden layer expansion diagram

Fig. 2.3: The case of LSTM hidden layer

index position, which is sensitive to short-term input. When the interval is closer, it can retain more historical
information data [16]. In addition, a state is added to the hidden layer of the LSTM neural network, which is
used to retain memory for a longer time and is generally called a unit state. The hidden layer of the LSTM
neural network and its expansion diagram are shown in Figure 2.3.

In Figure 2.3 (a), the LSTM hidden layer has one more unit state ¢, than the original recurrent neural
network state h. The hidden layer is expanded according to the time dimension. At time t, LSTM has three
inputs, in which the input value at time t is X;. The output at time ¢t — 1 is h;_1, the united state is C;_1,
the output at time t is h¢, and the united state is Ct. In order to control this long-term state, there must
be three switches, namely the so-called door. When the output of the gate is a 0 real vector, the information
representing the past time at this time is not allowed to pass. If the output is 1, it can pass completely [17].
The schematic diagram of the three-door control units of LSTM is shown in Figure 2.4.

In Figure 2.4, g represents the activation function, and there are three doors to the information in the state
of the control unit ¢. The forgetting gate determines how much information in the cell state at the previous
moment will be retained in the cell state at the current moment. The input gate determines that the input
value information of the network at the current time remains in the united state currently. The final output
gate is used to determine the amount of information from the unit state at the current time to the output
value. The LSTM network is good at processing the state value data with obvious time series in the smart grid.
Additionally, the LSTM can retain or discard historical time information in a targeted way. In particular, the
closer the state value in the historical time is to the real information, and the more obvious the false information
is so that it can be effectively detected. This allows it to have a good prediction effect on the state value of the
smart grid. The closer its prediction of the state value is to the real state value, the more the false data will be
unable to hide and will be effectively detected.

2.4. FDIA detection scheme based on LSTM. This section is based on the LSTM to train the
historical state value data of nodes in the smart grid that have not been attacked by false data injection so
that the next node state value can be accurately predicted. Then, false data can be detected. FDIA detection
scheme based on LSTM is shown in Figure 2.5.

In Figure 2.5, the status values of each node in the distribution network are obtained, and historical status
value data is generated. Then, the node state value is calculated by the system state estimation module of
the distribution network system and the Newton-Raphson power flow. These data mainly include node voltage
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amplitude and node voltage phase angle. The historical state value data involved is a data set composed of the
state values of each node at the current time and in the previous period. Next, the data set to be trained is
packaged into multiple groups. The window length of the training set is determined. Then, the historical time
state value of the window length is used to predict the next time state value. The LSTM state is initialized with
the data to predict the weights and bias terms of the required model’s input gate, forgetting gate, and output
gate. The input and output samples in the training sample set are respectively used as the input and output of
the LSTM state prediction model. Then, the loss value in the training process is used to realize the continuous
optimization of the weight parameters, and the established LSTM state prediction model is obtained. Finally,
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according to the results of root mean square error (RMSE) and detection threshold comparison between the
predicted value of LSTM and the estimated state value of the system state, whether a false data injection attack
occurs is determined. After the results are obtained, if a false data injection attack is detected, the detection
results will be fed back to the manager of the smart grid system. Then, before the system fixes the attack
vulnerability, the estimated state value of the system is used as the state value at the detection time to ensure
the stable operation of the smart grid. Then the next step of FDIA detection is carried out.

3. Results and discussion.

3.1. Setting of simulation experiment environment. Because the power grid’s historical state value
is adopted, individuals cannot obtain its real data. It is necessary to simulate the state value of the power
grid when it is stable. The simulation experiment is carried out on the Institute of Electrical and Electronics
Engineers (IEEE)-14 node standard system, and the network structure, line parameters, and the true values of
system nodes are known. The node state value is estimated by the power system state estimation method. The
simulation environment uses MatlabR2021 and MATPOWER power simulation packages. The LSTM training
environment is python 3.9, tensorflow2.9.1, and Keras2.9.0.

In order to verify the performance of the improved fuzzy control P/N local path planning algorithm, the
simulation experiment carried out three simulation experiments on the software of MatlabR2018a. The map
scene used is a grid graph in which the obstacles in the path are marked as black areas. White areas represent
the free space that the robot can move. In addition, the grid graph coordinates are refined to 10 times to
improve the accuracy of simulation environment modeling. The simulation experiment conditions are set as
the distribution of obstacles in the map is unknown. The simulation robot, which is regarded as a particle,
simulates the motion of a differential mobile robot in the motion process. The robot can detect obstacles in the
front and on the left and right sides in real-time so as to obtain the coordinates of the current robot’s starting
point and destination, as well as its own real-time coordinates, running speed, and angular velocity. Its initial
heading angle parameter is set as 45°.

3.2. Analysis of simulation results. After the LSTM state value prediction model is trained, the sample
input values of each group are transferred to the construction model to obtain the prediction values. The RMSE
between the calculated prediction values and the corresponding output of this sample input is calculated. The
cumulative distribution of the error is shown in Figure 3.1.

In Figure 3.1, the mean square error of the predicted value and the system estimate obtained from the
LSTM state prediction model is specifically distributed between 0.014 and 0.05. So, the detection threshold
can be set as 0.050, thus, false data can be detected. If the RMSE between the model’s predicted value and
the system’s estimated value does not meet the threshold detection conditions. That is, it is inconsistent with
the probability distribution of the historical RMSE. Then, it can be confirmed that the estimated value of
the system is false data. That is, the grid system is attacked by false data injection. Since the LSTM state
prediction model is mainly used to predict the estimated value of the system state estimation method, it will be
affected by the measurement noise of the power grid. When the noise is greater, the fluctuation of its estimated
value will be greater, and the prediction effect of the LSTM, on the contrary, will be weaker. Assume that
when an attacker attacks the power grid with false data injection, the specific attack mode will change the
state value of some nodes, which is called transient electromechanical phenomenon. When the model is set to
different thresholds and attacks of different amplitudes, the final detection effect of this detection method is
shown in Figure 3.2.

In Figure 3.2, no matter the size of the detection threshold, when the attack amplitude is relatively small,
such as at 5%. Even if the detection threshold is set as 0.05, 87.6% of the detection results can be obtained.
But for the actual attacker, if the attack amplitude is too small, the gain will not be large, so the impact of
power grid fluctuation will be small, and the attacker’s goal will not be achieved. Therefore, the actual attack
amplitude is more than 10%. In Figure 3.2, when the attack amplitude is 15%, the detection model’s detection
rate is 99.71%, which can completely achieve the expected target of detection.

3.3. Comparison of results of different detection methods. In general, the measurement noise of the
power grid will be large, so the attack vector constructed by attackers can easily be hidden by the measurement
noise. Therefore, this paper is dedicated to detecting and analyzing state values to effectively avoid the bad
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results of false data being covered up. The results of this method are compared with those of other FDIA
methods, as shown in Figure 3.3.

In Figure 3.3, the proposed false data injection attack detection based on LSTM has significant advantages
over other traditional detection. It not only has a higher detection rate but also has a lower false detection
rate, which fully proves the progressiveness of the detection method proposed.
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4. Discussion. In order to further illustrate the detection advantages of the proposed method when it is
attacked by false data injection when facing an electromechanical transient simulation power grid, this paper
compares and analyzes the research results with others. Li et al. (2022) proposed an FDIA detection method
based on secure federation by combining Transformer, federated learning, and Paillier cryptosystem. The
detection model is trained cooperatively using the joint learning framework and the data from all nodes. Data
privacy is protected by keeping the data local during training. The effectiveness of this method is verified
through experiments [18]. Yin et al. (2021), in the face of the false data injection attack on the FDIA of
the smart grid, paid more attention to the spatial relationship between the bus/line measurement data. They
proposed a microservice framework oriented to the sub-grid. They used it for FDIA detection in the AC model
power system by integrating a well-designed spatio-temporal neural network [19]. Chen et al. (2022) proposed
an FDIA detection method based on vector autoregression to improve the safe operation and reliable power
supply in smart grid applications. It mainly combines the vector autoregression model and the measurement
residuals based on infinite norms and two norms to analyze the FDIA detection under the edge computing
architecture [20]. By analyzing the above detection methods and the principle of this method as well as the
simulation results, the smart grid under edge computing is of great significance in FDIA attack detection. It
is more suitable for FDIA attack detection under large-scale grid structures and small amounts of false data
injection attacks and has higher accuracy and robustness.

5. Conclusion. False data injection attack FDIA can attack the power grid system more covertly, while
the traditional detection methods cannot get effective detection. For this reason, this paper proposes a smart
grid FDIA detection method based on LSTM in the face of electromechanical transient caused by attacks
under edge computing. After introducing LSTM and analyzing its advantages in forecasting time series data,
the proposed model has a higher detection rate and robustness. These conclusions lay a solid theoretical and
practical foundation for the future development of detection algorithms. However, this paper still has the
following shortcomings. Firstly, this paper studies the design based on the direct current (DC) power model.
Additionally, the real nonlinear power system is linearly simplified, while the false data is only simulated and
synthesized by adding Gaussian noise to the standard data. So, the final simulation detection effect is ideal.
Therefore, in future work, this paper should first introduce the real data of the power grid for research and
optimization. Additionally, it still needs to migrate the detection scheme to the alternating current (AC) model,
simulate the different effects of various real network attacks, and develop a more active defense. Finally, this
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paper is hoped that the research results can provide some reference for the future FDIA detection and defense
research of smart grids.
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