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Abstract.

The Grid approach provides a vision to access, use, and manage heterogeneous resources in virtual organizations across multiple
domains and organizations. This paper foremost analyses some of the issues related to establishing trust and reputation in a
Grid. Integrating reputation into quality management provides a way to reevaluate resource selection and service level agreement
mechanisms. We introduce a reputation management framework for Grids to work toward facilitating the complex task of improving
the quality of resource selection. Based on community experience we adapt trust and reputation of entities through specialized
services. Simple contextual quality statements are evaluated in order to effect the reputation for a monitored resource. Additionally,
we introduce a novel algorithm for evaluating Grid reputation by combining two known concepts using eigenvectors to compute
reputation and integrating global trust.

1. Introduction. The Grid approach [18, 21| provides a wision to develop an environment for coordinated
resource sharing and problem solving in dynamic, multi-institutional virtual organizations under quality-of-
service constraints [5, 10]. However, optimal use of these distributed services and resources requires not only
knowledge about the capabilities of the resources, but also the assurance that the available and requested
capabilities can be used successfully. Grid users are faced with questions such as which resources are available
remotely, which capabilities these resources have, whether one is authorized to use these resources, whether the
information for a resource selection is accurate, and on which resources a task is likely to execute with the most
success.

In a typical Grid scenario users identify possible candidate resources through metainformation obtained
from directories, databases, or registries. However, the current generation of Grid information services provides
only the most elementary information to guide quality-of-service based resource selection. For example, the
Globus Toolkit Monitoring and Directory Service (MDS) [19] provides a limited set of information about Grid
resources, including static and possibly dynamic attributes and properties. In many cases the information
returned by this service is costly to obtain, inaccurate, or outdated and does not integrate a resource selection
service. We observe that, similar to Heisenbergs uncertainty principle [13], the more variability (momentum),
the information in regards to a resource attribute contains, the less we can predict the accuracy of its value at
a time, and vice versa. This principle is of especial importance if we consider the use of multiple resources in
a coordinated fashion, multiplying this effect. Furthermore, the sporadic nature of the Grid and its measured
values as well as the possibility of integrating ad hoc services [21] in a Grid environment for which no historical
data is available, poses a severe limitation on the current generation of prediction services. Additionally, we often
lack information provided on the quality of the participating entities, similar to an Internet shopping site, which
classifies included items while augmenting them with information not only about functionality, appearance,
availability, and price, but also about appreciations and ratings by its shoppers.

In our framework we propose a probabilistic preselection of resources based on likelihood to deliver the
requested capability and capacity. Such a service can be integrated into a quality-of-service management
framework [7] to enable the reevaluation of the effectiveness of quality-of-service policies and service level
agreements.

This motivated us to design a reputation framework for Grids to assist in the selection process for resources
while integrating the notions of trust and reputation. Trust is already a critical parameter in the decision-making
process of several peer-to-peer (P2P) frameworks. Reputation is computed by using a trust rating provided by
users of services through a feedback mechanism. Reputation-based service and product selection have proved
to be a great asset for online sites such as eBay [9] and Amazon [3].

Hence, we propose a framework that selects through a hierarchical process, with the help of sophisticated
Grid service, sets of resources and services as suitable candidates to fulfill quality-of-service requirements. This
includes the selection of trusted resources that best satisfies application requirements according to a predefined
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trust metric. Therefore, we propose that our hierarchical resource selection process be augmented by qualitative
and quantitative experiences based on previous transactions with resources so we can integrate this experience
in future resource selections.

We envision such a reputation system for Grids, in which resources and services are ranked based on the
reputation they obtain. Generating a reputation or establishing trust by entities (resources, services, and
individuals) in regards to their availability and capability. We believe that such a reputation service framework
is of crucial importance for Grid computing to increase reliability, use, and popularity. Trust and reputation
serve as an important metric to avert the use of underprovisioned and malicious resources; they provide the
ability to simplify the selection process while focusing first on qualitative concerns.

Consider a Grid environment that agglomerates expensive and specialized resources including high-per-
formance servers, storage databases, advanced scientific instruments, and sophisticated services to visualize
macromolecules [22] or nanomaterial [4] structures. Such an environment requires reliable ad hoc Grid services
to fulfill the necessary quality-of-service required by secure real-time use. Furthermore, the sporadic and time-
limited nature of the services and resources used may result in a lack of historical data, posing severe limitations
on existing prediction services.

Community-based adaptive metrics such as trust and reputation serve as building blocks to support our
quality-of-service requirements. We emphasize that the self-evaluation of a service must be an integral part of
the Grid architecture in order to increase reliability and predictability. Consider the case in which a service
claims it will provide a particular level of quality and engages in a service level agreement with another service.
Assume that this service fails to deliver the promised agreement. Such a scenario might exist when the metrics
available for selection do not coincide with the goals. Choosing a more reliable service can avoid this problem.
But how do we know that another service is more reliable?

Concretely, if we try to transfer 10 Gbytes of data between remote resources through a network, we might
be tempted to select a network path with the highest observed peak throughput. However, if the network gets
interrupted and the transfer would fail, the measurement and metric must take this into account. We cannot
rely on a service that selects the route for transfer based only on a simple bandwidth measurement. Rather,
we require a service that evaluates the promised agreement and is available for future reference. Hence, we are
not only concerned with the quality-of-service, but also with the quality-of-information [20] to establish such a
service.

We need to address in an effective quality-of-service framework the following issues:

Identify the metrics that are defining the service,
Implement a quality-of-service policy,
Provide measurements that can help selecting resources under metric service level agreements,
Decide for a service agreement,
Preselect a number of resources that will likely fulfill the agreement,
Execute the service,
Evaluate the policies by measuring a successful response,
8. Adapt the strategy if it was not successful, to select new resources (i.e, return to Step 5).

In this paper we will focus on Step 8 of this framework. Other aspects are addressed in [2].

Our paper is structured as follows. In Sections 2, 4, and 5, we define the terms trust and reputation and
provide an overview of the existing reputation systems for the Grids and their limitations. In Section 3, we
present the general requirements of Grid reputation framework and service. In Section 6, 7, and 8, we propose
a new algorithm for managing reputation in Grid-based systems and discuss its underlying architecture. After
we provide an overview of other related work we summarize future work and conclude our work.

A o

2. Trust and Reputation. In this section we define the basic terminology used throughout the rest of
the paper.

2.1. Definition: Entity. For simplicity, we refer to a resource, agent, service, organization, or user as an
entity. This definition allows us to specify the term “trust in the most general way while applying it to the Grid
approach.

2.2. Definition: Entity Trust. As pointed out by many researchers, trust is an ambiguous concept
that defies exact definition. Based on economic models [11], however, we can define trust as a commodity for
reducing risk in unknown situations. Hence, trust has an important role in enabling interactions in an unfamiliar
environment while weighing the risks associated with actions performed in that environment. The protection of
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trust through economic incentives is an important factor to allow trust to become a stable commodity. For our
proposed framework, trust is the underlying principle that we determined through local or global interactions
among entities and their decisions based on it.

2.3. Definition: Virtual Trust. So far we have not discussed the flow relationships between trustors and
trustees. If a trust value in a community is assigned to an entity (the trustor) its trust value can be reused by a
new trustee who joins the community and adheres in principle to the same values as the community members.
In this case we use the term community trust, or virtual trust.

2.4. Definition: Entity Reputation. Reputation refers to the value we attribute to a specific entity in
the Grid, based on the trust exhibited by it in the past. It reflects the perception that one has of another’s
intentions and norms. Entity reputation provides a way of assigning quality or value to an entity. Reputation
is usually associated with a time factor; it is often gained over time, based on qualities attributed to it by
evaluations of other entities. In many reputation models, reputation decreases quickly based on adverse behavior.

2.5. Definition: Entity Reputation Service. An entity reputation service is defined as a secure in-
formation service responsible for maintaining a dynamic and adaptive trust and reputation metric within a
community. Entities in the Grid continuously interact with the reputation service to create a community rating
mechanism that cooperatively assists their future decisions based on the overall community experiences.

3. Trust Models. To define a trust model, we need to establish trust requirements, assign trust ratings,
and define trust mediation frameworks and algorithms. Because of the diversity of the Grid and its communities,
we cannot define a single trust model suitable for every case. Instead, we need to revisit the requirements and
the circumstances in which such a trust model brings added value to the Grid infrastructure. Some of the most
common ingredients used to design trust models for Grids are neighborhoods, communities, virtual organizations,
contracts, branding, and ownership.

3.1. Neighborhoods and Communities as Trust Models. One of the most common trust models
is based on the definition of neighborhoods and communities. Here a group of entities form a relationship
network that can be used to query about the trust the members have for another entity to be accessed or
used. Neighborhoods are typically small peer-to-peer groups where each member typically knows the others.
In contrast to this model, communities contain many more members, and it may no longer possible that for
member of the community to know the others. In both groups, however, trust and reputation are established
through standards and common views governed by the communities and neighborhoods. Ratings are Adapters
through interpersonal communication or through publication on a community-wide scale. A good example of a
neighborhood trust model is the close interaction among computational scientists to interpret the outcome of a
particular scientific experiment. A good example of a community trust model is the collection and publication of
opinions about a particular topic. In some cases trusted neighborhoods are established to provide the community
with trust ratings. An example is an editorial board for the publication of articles in a scientific journal. The
scientific community pays more attention to an article reviewed by its peers than to an article published on a
unmoderated Web page.

3.2. Geography and Political Boundaries as Trust Model. A simple way to establish neighborhoods
and communities is to consider geographical distance or political boundaries. Being a citizen of a foreign country
will be in most cases require special clearance to participate in entities controlled by a government or university
as is often the case for supercomputing centers. Geographical constraints may be needed in order to restrict
adaptive trust algorithms to a number of entities in close vicinity. This is often the case for certificate authorities
that have branches operating in geographical distributed location to verify the physical existence of a person.
Hierarchical Grids such as the TeraGrid or the Physics Data Grid function in such fashion. Although considered
a virtual organization, membership into this organization sponsored by the community is determined by local
trust authorities.

3.3. Contracts as Trust Model. A contract is a binding agreement between two or more persons or
parties. Contracts are currently under much discussion as part of service level agreements in QoS-based frame-
works such as Web services and Grid services. Here a contract between entities is formed and agreements are
cast to fulfill a particular service. This concept is based on the trust that the agreement will be fulfilled. If
an unrepeatable entity is present, however, the model will not function, and adaptations need to be made to
enforce the agreement (e.g., through litigation or punishment). One of the earliest such models used in Grid
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computing was experimented with by the Java CoG project in 1997 in a high-throughput structural biology
project. Resources were put together in a pool and if a resource failed to report or the average time taken by
other resources to respond was above a threshold, that resource was marked as unfavorable and was chosen
only if no other resources were available. In other words, the resource obtained a certain reputation based on
its contractual fulfillment.

3.4. Ownership as Trust Model. Highperformance computing has traditionally focused on ownership
models. Such models are an extension of the community model in which, however, the ownership of an explicit
entity forms a community. In the 80s and 90s these models were driven by supercomputer centers that offered
their users exclusive use of supercomputers through batch queuing systems. Today, in Grid, the ownership model
is the most common one. We believe that in future, however, we will see a shift toward virtual ownerships (as
already promoted by the concept of virtual organizations). Not only will we see virtual organizations but we
will also see soon virtual memberships to these organizations.

To apply the concept of ownership to community Grids [21], one must revisit the role of virtual organizations,
institutions, and members creating them. Since shared resources in a virtual organization are contributed by
various institutions, an elaborate reputation service is needed, that deals with the fact that resources can be
part of multiple domains and VOs. The different cases are depicted in Figure 3.1. We use the following
nomenclature: "FE; defines an entity with the label ¢ that is shared by n organizations. In case we do know
a percentage of share, we augment it appropriately P*~P» F; where pj defines the percentage of ownership of
organization k. Considering this nomenclature, we can define use of entities based on the reputation entities
obtain. We note that entities within organizations can evaluate each other. To make the system work, however,
we need to define a value-based system across the organizations or maintain reputation for different communities
and virtual organizations.

Organization C

Organization B

Organization A

Fia. 3.1. Institutions contribute in various ways their resources and services to possibly various virtual organizations.

3.5. Use as Trust Model. One of the simplest trust models is based on the number of uses. The concept
is the following: the more the entity is used, the higher the trust in this resource. Common sense suggests that
when so many perceive this entity as desirable, it must be so. Use statistics have long been popular in the
computer industry, although these often give a first impression of which entities should be considered, one must
make sure that the concept of popularity is independent of other attributes such as security or even content.
One need only consider popular but insecure operating systems on Web pages with dubious content appreciated
by a large number of Internet users that have achieved more popularity than true content driven pages.

3.6. Branding as Trust Model. One other important concept in industry that is related to reputation
is branding. Here the reputation of continuously high recommended entities that belong to a particular class or
organization may create the desire by other customers to use the same well known brand. Branding is usually
in business a good concept as outliers of poor accidental events effecting the reputation negatively are damped.
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In computer science the concept of branding is also often used in regards to organizations and products derived
from these organizations.

3.7. Time as Trust Model. Time is an essential variable as part of each trust model. Trust and repu-
tation models have sometimes a wide variety of potential conflicting time assumptions. We have branding that
clearly augments an entity with a reputation that is less time sensitive than establishing short term contracts
between entities that only deal with one time interactions. A similar concept to branding is seniority with time
in which the assumed entity becomes a seniority value that is based on experience gained through interaction
with the community. Statements such as I have done it this way for years, it must therefore be working for the
upcoming years are common.

3.8. Economy as Trust Model. In order to establish a better reevaluation methodology, trust models
can be augmented through economic models. For example, contracts can be signed under exchange of real or
virtual money, use can be rewarded through a coupon system, and auctions or markets can be put in place to bid
for the most trusted and capable resources. This approach naturally can succeed only if a common, controllable
commodity such as (virtual) money is used. Business and economic research in these areas is plentiful; indeed
the term virtualization in business models long before the Grid community used these terms [17].

3.9. Reputation as Trust Model. As indicated earlier, reputation can be used as a major enhancement
to each of the models introduced. Since reputation defines a metric, we should be able to use this metric to
select entities for closer consideration as part of a neighborhood, community, or virtual organization and help
support models employing economic goals, usage, and to establish contracts. This is of especial importance
because the time it takes to query all available entities for the best possible fit may be too large. Hence we need
to group a class of properties of interest to a particular community and preselect from the many thousands or
millions those that give the highest likelihood of success.

4. Application of Reputation Related Trust Models. Trust models and use of reputation frameworks
has been considered in a wide variety of systems. The most visible frameworks have been used to enhance
business and information services available for a large community through the Internet.

4.1. Review Trust Model. One popular use to establish reputation is to design information portals,
similar to C|net [8], which maintains ratings for products based on the ratings of an editor. Integrating feedback
from the community provides an additional value in order to reevaluate the judgment of the editor against input
from a larger community. Although, the community feedback is not integrated into the editors rating it is still
available for review. Hence, the consumer must review both pieces of information to obtain an accurate picture.
Detailed textual reviews are also provided to provide the consumer with a semantic explanation on the reason
for the given grade by another consumer. The advantages of integrating a community are that the bias of an
editor may be minimized. The disadvantage is that invalid responses not corresponding to the editors standard
could result in an incorrect evaluation.

4.2. Buyers and Sellers Reputation Trust Model. The online auction system eBay [9] is an important
example of successful reputation management. In eBay’s reputation system, buyers and sellers can rate each
other after each transaction. The feedback system is based on a simple point system, that assigns a positive
point for a positive feedback, No points for neutral feedback, and a negative point for a negative feedback. The
reputation is the summation of all feedbacks for a buyer or seller over the last six month. Additionally, the
feedback is classified in a detailed view to be groups in time periods of the past 7 days, the past month, and
the past six month. E-bay points out the a high feedback rating not necessarily means a good reputation. It “is
a good sign, but a consumer “should always check a member’s feedback profile for any negative remarks. It’s
best not to judge users only on their feedback ratings.

4.3. Information Ranking. The search engine Google [6, 15] provides a reputation and trust model
based on a method called PageRank that uses the links between pages as input. Here a link from other pages
to the page in question is interpreted as a positive sign and indicates that the page has some importance. The
model is based on the concept that the more links can be found the more important the page is. Additionally,
it weighs the pages based on the importance of the voting page.

5. Basis of GridEigenTrust. Before discussing our Grid reputation management framework and the
GridEigenTrust algorithm, we provide a short overview of current research efforts that form the basis of our
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work. The GridEigenTrust algorithm is inherently based on the peer-to-peer (P2P) EigenTrust algorithm [16]
and the use of reputation to define evolving and managed trust in Grids through the introduction of global
trust [1]. The GridEigenTrust algorithm combines these algorithms making it conducive for a large Grid
environment by increasing its scalability.

5.1. EigenTrust Algorithm for P2P Networks. A reputation management algorithm for P2P net-
works, called EigenTrust, is introduced in [16]. We summarize the main principle but use within this section
the term entity instead of peer in order to provide a uniform nomenclature. Every entity E; rates other entities
based on the quality of service they provide. Therefore, every entity F; with whom E; had business will be

rated with a grade g;; (¢ %4 j) and is normalized as described in [16]. Hence, for each entity E;, the normalized
local trust value c;; is defined as follows:

max(gi;,0)

Cij = m (5.1)

The normalized local trust values throughout the P2P domain needs to be aggregated. This procedure can
be done by means of a transitive trust mechanism: entity FE; asks his friends for their opinions about other
entities:

tij = Zcikckj (5.2)
2

where t;; represents the trust that entity E; puts in entity E; based on the opinion of his k£ friends. The
coefficients are assembled into a matrix, C' = [¢;;]. Hence, equation (5.2) can be written in matrix notation as
shown in equation (5.3):

=t (5.3)

The process of obtaining the trust values of friends is repeated to obtain the transitive closure of the matrix.
After n iterations, where n is the rank of the matrix, the transitive trust is obtained. For large n, t; converges
rapidly as shown in [12], to the same value t. Hence, ¢ shows how much trust the system as a whole has for
every entity Ej.

5.2. Managing Reputation in Grid Networks. In [1, 14| several aspects of trust values are considered
as part of a global reputation model. In this model it is assumed that the trust values decay with time. It
is also assumed that the trust model should stimulate organizations to sanction entities who are not behaving
consistently in the Grid environment and who break trust relations. Finally, it is assumed that trust relationships
are based on a weighted combination of a direct relationship between domains and the global reputation of the
domains. The model is also based on contexts that, in Grids, can be numerous, varying from executing a
specific job, to storing information, downloading data, and using the network. To reflect more accurately the
terminology of the Grid, we replace the term domain with organization. We believe that the domain is not an
appropriate division for trust within Grids.

Our goal is to define a formula for the trust relationship function I', based on the parameters time, context,
and the organizations involved.

e Let O; and O; denote two organizations.
o Let I'(0;, O;, t, ¢) denote a trust relationship based on a specific context ¢ at a given time ¢ of O; toward
0;.

Next we define I with the help of the following functions:

e Let ©(0;,0j,t,c) denote a direct relationship for the context c at time ¢ of O; towards O;, which is the
relationship between neighboring organizations that have direct relationships between entities in both.

e Let Q(0,,t,c) denote the global reputation of O; for the context ¢ at time ¢.

e Let DTT(O;,0;,c) denote a direct trust table entry of O; for O; for context ¢. The table records the
trust value from the last transaction between O; and O;.
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e Let Y(t —t;;,c) denote the decay function for specific context ¢, where ¢ is current time and ¢;; is the
time of the last update of DTT or the time of the last transaction between O; and O;.

In |1, 14|, T(O;, O;,t, ¢) is computed as the weighted sum of direct relationship between domain and global
reputation of the domain:

F(OZ, Oj, t, C) = - @(Ol, Oj,t, C) —|— 6 . Q(Oj,t, C) (54)

where a, 5 >0, o+ 3 = 1.
The direct relationship is affected by the time elapsed between interdomain contacts, hence

@(Oi,Oj,t,C) = DTT(Oi,Oj,C) . T(t—tij,c) (55)
The global trust for domain O; is computed as
> R(Ox,05) - RTT (O, 0j,c) - Y(t — tij, )

Q(0;,t,¢) = 2= _
> (Ox)

k=1

n

(5.6)

where R(Oy, O;) is the recommender’s trust level, and RTT is usually equal to DTT. Since reputation is
based primarily on what organizations say about another domain, the recommender’s trust factor R(Oy, O;)
is introduced to prevent cheating through collusion among a group of domains. Hence, R(Oy,O;) is a value
between 0 and 1 and will have a higher value if Oy and O; are unknown or have no prior relationship among
each other and a lower value if Oy and O; are allies through, for example, a virtual organization relationship.

6. GridEigenTrust Framework. In this section we introduce more details about our proposed Grid-
EigenTrust framework. We begin by pointing out some of the limitations of the two other approaches discussed
in Section 5. Then, we show how one can build a more advanced framework by combining the two approaches,
while avoiding their limitations while applied to the Grid.

The eigenvalue approach discussed in 5.1 is explicitly designed for P2P networks. It has not been applied
to the underlying architecture of Grids that introduce virtual organizations, providing an obvious classification
of resources, users, and their reputation that is needed to establish scalability. The approach discussed in [1]
has several limitations. First, as already pointed, the use of the term domain is not appropriate for Grids.
Hence we have modified the original formulation as shown in Section 5.2. Second, in case of a large number
of organizations, it will be costly to compute the global trust (Equation 5.6) because we will have to consider
all relationships to increase accuracy. To improve scalability, one can compute the global trust among a set
of neighbors; however, such a computation would represent only trust between neighbors but not a global
trust value. Third, the authors suggest in their study limiting the number of contexts on. Specifically, the
authors reduced the number of contexts in the study to only three: printing, storage, and computing. In
Grid environments, however, we deal with many more contexts. An example is the evaluation of trust and
reputation for network characteristics, an essential part of any Grid infrastructure. Fourth, the function T,
which depends on the duration of the interaction between two organizations, must be chosen carefully. We
believe that for contexts such as file transfer, a time decay function may have to be chosen far larger than the
longest file transfer to be considered, otherwise the decay function may invalidate the reputation even before
the transaction is completed. Hence, it will be necessary to introduce classes of similar context, for example,
for file transfers with different numbers of bytes. Another limitation is that in the case of networks the actual
speed between resources could vary, making it even more complex to obtain the proper trust values.

We design a new algorithm, called Grid EigenTrust, that overcomes some of the limitations of these two
approaches. We apply the EigenTrust algorithm explained in Section 5.1 to address the problems of scalability
and multiple contexts; at the same time we introduce a global trust value based on the ability of institutions to
maintain a trusted Grid environment and provide the high-performance community with reputation services.
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Organization 4

Organization 2

RS = Reputation Service

Fia. 6.1. Example of a distribution of reputation management framework based on reputation services in a Grid.

7. GridEigenTrust Algorithm. We address the complexity issue by introducing a set of reputation
services arranged in hierarchical graphs. To illustrate this point, we consider the scenario shown in Figure 6.1.

In this scenario, two VOs are depicted containing two organizations each. Each organization has a set of
entities. Hence, we have introduced an implicit hierarchy based on entities, institutions, and virtual organiza-
tions. We assign a reputation to the entities in the lowest level. Based on the reputation of the entities, the
reputation of the organization gets updated. Finally we compute the reputation of a virtual organization by
using the reputation values of all the organizations that belong to the virtual organization. Our reputation
service can be reused and integrated in each level of the hierarchy.

The number of reputation services needed for a virtual organization or institution may vary based on its
implicit size, determined by the entities and the hierarchy they define. Each reputation service is responsible
for a subset of entities within the hierarchy. The reputation services compute the reputation in a collaborative,
but distributed, fashion. Under the assumption that the interchange of reputation data is secure and can not
compromised, and the time interval that a datum is valid is longer than the Smallest update, it may be possible
to distribute previous reputation values from entities in the network in order to reduce the network overhead
for lookups through a simple caching mechanism. In order to calculate and maintain the reputation, each
reputation service uses the GridEigenTrust algorithm described in the next section. To guarantee accuracy, the
reputation services must exchange messages with each other in a secure way and the semantics of the reputation
service must be secured through a service signature that can be used to clearly identify wether the service has
been tampered with.

7.1. Calculating Trust. To describe our GridEigenTrust algorithm, we use the notation used in Section
5.2. To simplify our discussion, we assume each entity is in only one organization (compare Section 3.1).

We establish a trust value for each entity based on various contexts it supports within an organization. We
use the term organization trust to refer to a trust value for each organization. Organization trust differs from
other context trust in that it agglomerates several context trust values to a single one. It reflects a general
opinion of the reliability of an organization to provide accurate information on what resources this organization
supplies. As a result, a reliability trust between organizations can be calculated quickly to obtain the global
trust. Although this strategy sounds initially counterintuitive, it is often used in an economic model based on
the trust model through branding.

By combining organization trust and the trust level of an entity within an organization (for a specific
context ¢ at time t), we derive a reliable trust value for the given entity. We apply the eigenvector mathematical
model to compute the global reputation of an organization. Currently, we compute the reputation of a virtual
organization as weighted sum of the reputations of all organizations that belong to the virtual organization.

7.1.1. Calculating the Trust of Entities. To describe how an organization maintains trust parameters
of its entities, we modify the notation from Section 5.2. Since we are calculating trust values locally, (i.e. within
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an organization), we omit the first parameter in the function specification ©, which denotes the entity from
which the trust value was obtained.

All entities that use resources or collaborate with users within another organization grade the quality and
reliability of the requested entity. The overall grade of the entity is established as the weighted sum of the
previous grade (which decays with time) and the new grade. It is also important to consider how much we trust
the organization from which the remote entity (i.e., entity that gives the grade) originates its requests.

If ©,(E;,t;,c) is the previous cumulative grade established at time ¢; for entity F; within context ¢, then
gij(t, ¢) is a new grade given by entity from organization O;, and T(O,), then reliability trust level of organization
O, is the overall new cumulative grade. Then, ©(E;, t,c) can be calculated as

Oé(C) . @p(Ei,ti, C) . T(t — ti, C) + ﬁ(C) . T(O]) . gij(t, C)
a(e) + B(c)

O(E;, t,c) = (7.1)

where a(c), B(c) > 0.

Equation 7.1 is similar to Equation 5.5 from Section 5.2. However, the parameters «(c) and §(c) reflect the
context importance of the latest grade the entity received.

If an organization just joined the Grid, the initial trust values will be set to a low initial value because the
trust must be earned first. However, if the entity for which we assign the trust is sufficiently similar to others in
the already existing Grid, an initial value can be obtained from these integrated entities. We chose the lowest
trust value and add as penalty a linear correction function.

Let ©¢(E;, to, ¢) denote the initial trust value for an entity E; within our organization for a context c. Let
O(F;, ti,c) denote the cumulative reputation value gathered from other entities (defined by equation (7.1)).
Then the initial trust of the entity is the weighted sum of these two values:

’7(0) . GQ(Ei,tO, C) + 5(0) . @(El, ti, C)

[(Eist,c) = v(c) +4(c)

(7.2)

where 7y(c),d(c) > 0.

7.1.2. Calculating the Reliability Trust between Organizations. The reliability trust of organiza-
tion O; toward organization O; reflects the opinion of organization O; about the quality and trustworthiness of
information organization O; supplies. Therefore, besides maintaining individual contexts, we introduce global
context (compare Section 5.2). We use a similar notation as in Section 5.2, but we omit the parameter c. If
we have a priori knowledge about the initial trust information, we assign this value at initialization time of our
algorithm.

Let the initial value of trust be represented as C(O;). Reliability trust should be obtained through the
weighted sum of direct experience and global trust value of organization O;.

Direct, experience can be calculated in the same way as in equation 7.1. It is a normalized weighted sum
between C'(O;), the cumulative grade from the previous period ©,(0;,0j,t;;) and the new grade G(t).

Users within organization O; grade the reputation of a certain entity E; within organization O; with
grade ®(E;). Also, organization O; advertises the quality-of-service of this entity with grade A(E;). Then,
organization O; will grade reliability of information given by organization O, with grade G(t). For determining
grade G(t) we have three cases:

o If & € [A—¢ A—(], the new grade G(¢) is 1.
o If ® > A —(, the new grade G(t) is bigger than 1.
o If ® < A — ¢, the new grade G(t) is less than 1, depending on how much the ® differs from A

Direct experience that organization O; has with O; at some time ¢, ©(0;, O;,t) can be calculated in the
same way as in equation 7.1. It is a normalized weighted sum between C(O;), cumulative grade from the
previous period ©,(0;, O;,t;;) and the new grade G(t).

a-C(0)) +8-0,(04,05,ti;) - Lt —ti;) +v-G(H)

0(0:,0;,%) = a+ B+

(7.3)

where «, 3,7 > 0.
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Global reliability trust of organization O;, ©2(0;,t) can now be calculated with the EigenTrust algorithm
explained in Section 5.1. If we replace ¢;; with ©(0;, 0;, ) in Section 5.1, we obtain a matrix C' = [©(0;, 0y, )],
and initial vector Ty = to(i), to(i) = C(O;). Now we have all the ingredients to apply a power iteration for
computing the principal eigenvector of C”, which represents global reliability trust values for organizations in
Grids.

We can summarize the basic steps of the algorithm as follows:

Entity F; within organization O; wants to use entity F; within organization O3 in the context c at time ¢.

e Consider the reliability trust of Oy computed using the EigenTrust algorithm, Q(Os, t).

e Ask E; about I'(Ej, t, ¢), the trust value of organization E; within organization Os.

e In calculating the overall trust value for entity F;, in formula (5.4) replace Q(E;,t,c) with Q(Os,t) -
F(Ej, t, C)

e Compute the overall trust for the entity I'(E;, E;, ¢, ¢) with formulas (5.4) and (5.5).

After computing the trust values, we can compare them to suggest the resource with the highest reputation.
Modifications, such as the introduction of a statistical selection algorithm based on random variables, are
possible.

This combined approach has several advantages. First, the algorithm converges rapidly and introduces less
overhead than computing global trust values for individual entities within every context. One of the reasons
is that the number of values for computation is not too large because we are computing global trust values of
organizations through hierarchies, not an overall pool of individual entities. Second, organizations will make
an effort to report accurate trust information about their entities because wrong information will be penalized,
lowering the global trust of the organization.

8. Reputation Service Architecture. The architecture of an individual reputation service is shown in
Figure 8.1. It consists of a collection manager, computation manager, storage and collection manager, and
reporter. The collection manager is responsible for evaluating the quality statement describing the requested
reputation, and collecting relevant data from the entities such as resources and users. It gives the collected
data to the computation manager. The computation manager computes the reputation values of entities based
on the context specified and gives the result to the storage manager, which stores the values to maintain a
global and historical view. The reporter contacts the storage manager to report the reputation values whenever
queried by some entity in the Grid.

/ Reputation Service (RS) \

Reputation
— Computation
Manager
Information
Service

- Data . <
Reputati
Collection eputation

Reporter
Manager

Entities
such as
SUsgrs, Storage
5 vices] Manager
Resouces \ /

Application
User

Fia. 8.1. Architecture of a reputation service.

Hence, when an application submits a request for a service cast in a qualitative statement to the reputation
service, the reputation service evaluates the statement and computes the reputation for all the entities providing
the required service using the heuristics explained in Section 7.1. It contacts other reputation services if required
and returns the information regarding the services and their reputation back to the requester. The requester
can decide to select the service by looking at the reputation values. This procedure can be easily modified for
enabling and enhancing automating resource selection decisions in the Grid.
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9. Conclusion and Future Work. In this paper, we have described a framework for calculating repu-
tation in Grid-based system. The paper was mostly focused on issues that have to be addressed while working
toward Grid services that integrate reputation concepts into their functionality. We have identified several of
these issues. Second we have experimented with an architecture and algorithm to gain experience with this new
area of research for the Grid community. We have identified a framework and algorithm, that is a combination
of other research efforts. The underlying algorithm is based on introducing a global trust value that is updated
with an eigenvalue based trust calculation algorithm. At present we are enhancing and evaluating our framework
by introducing a variety of reputation measurements that are controlled through adaptive parameters.
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