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INFORMATION DATA FLOW VERIFICATION MODEL BASED ON BLOCKCHAIN
TECHNOLOGY

YINGXIONG NONG* CONG HUANG! YING LUf ZHIBIN CHEN! AND ZHENYU YANGY

Abstract. In the wave of digital transformation, the secure flow of information and data and authenticity verification have
become vital challenges. This paper proposes an innovative information data flow verification model based on blockchain technology
to build an efficient, transparent and immutable data flow environment. The model uses the distributed ledger characteristics of
blockchain to guarantee the integrity of data and introduces advanced identity management mechanisms and trust management
algorithms to enhance security and trust in the data flow process. This paper then uses an improved consensus algorithm, combined
with innovative contract technology, to ensure the legitimacy and traceability of each data transaction. Through digital signature
and public critical infrastructure (PKI), the identity management module realizes accurate authentication of user identity and
privacy protection. The trust management algorithm dynamically evaluates the credit rating of both sides of the transaction
based on historical transaction records and user behavior pattern analysis, providing additional security for data flow. The
model simulation results show its excellent performance in practical application scenarios. Via the experimentation involving the
circulation assessment of ten thousand units of informational data, the mean validation duration for the framework stands at
twenty-five milliseconds, whilst the precision of datum integrity scrutiny attains a commendable 99.9%, markedly amplifying the
celerity and steadfastness of informational dissemination. Moreover, the architecture manifested commendable fortitude against
nefarious onslaughts, effectively thwarting in excess of 95% endeavors aimed at injecting counterfeit data, thereby substantiating
its resilience within intricate networking milieus.

Key words: Blockchain technology; Information data flow; Identity management; Trust management algorithm.

1. Introduction. In the epoch of digital transformation, the dissemination of information and data as-
sumes paramount significance across myriad sectors. Ensuring data veracity and security has emerged as a
paramount concern, spanning financial dealings to logistics oversight, from the exchange of medical records
to the conveyance of educational content. Nonetheless, conventional data circulation grapples with myriad
hurdles, encompassing data manipulation, identity misrepresentation, dearth of credibility, amongst other im-
pediments, undermining the reliability of data and imposing significant barriers to the expeditious flow of
information. In recent times, the ascendance of blockchain technology has proffered novel perspectives to miti-
gate these challenges. Its decentralized ledger, cryptographic safeguards, and consensus protocols have ushered
in a transformative shift, bolstering the security and transparency of information and data dissemination.

Literature [1] proposes a decentralized data storage scheme based on blockchain, which realizes encrypted
storage and sharing of information through distributed networks and solves the problem that data in centralized
storage is easily tampered with and controlled. Literature [2] further discusses the application of blockchain
technology in identity authentication and privacy protection and realizes efficient authentication of user identity
and precise control of data access rights through smart contracts and digital signature technology. Literature [3]
focuses on constructing trust mechanisms and proposes a trust evaluation model based on historical transaction
records and user behavior analysis, which provides quantitative indicators for trust management in data flow.
Literature [4] verified the role of blockchain technology in improving data flow efficiency and reducing transaction
costs through system simulation and demonstrated its potential in large-scale data management scenarios.
However, most of the existing researches focus on the single application or theoretical discussion of blockchain
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technology and lacks in-depth exploration of complex, comprehensive issues such as identity management, trust
assessment and data verification in information and data flow, especially in how to build an efficient and secure
data flow framework. In addition, improving the efficiency of data flow and user experience while ensuring data
security is also a challenge to be solved in the current research.

This paper aims to construct a verifier model of information data flow based on blockchain technology,
which aims to solve the comprehensive problems of identity verification, trust evaluation and data verification
in information data flow [5]. First, this paper combines the consensus mechanism of blockchain and innovative
contract technology to design a set of efficient data flow algorithms to realize the automation and intelligence of
data transactions while ensuring data integrity. Then, digital signature and public critical infrastructure (PKI)
are introduced to establish an accurate authentication mechanism for user identity and ensure user privacy
in data flow. Secondly, based on historical transaction records and user behavior analysis, a dynamic trust
evaluation algorithm is developed to provide a scientific basis for trust management in data flow [6]. Finally, a
model simulation environment is constructed to simulate the information and data flow process and evaluate
the performance and security of the system, including key indicators such as data verification speed, transaction
success rate and anti-attack ability.

2. Blockchain architecture and algorithm design.

2.1. Blockchain architecture. Today’s academic research reveals that only collaborative networks at the
TaaS level can achieve unbounded computing power and storage space expansion at minimal cost. However, laaS
cloud collaboration networks are still in their infancy and face many challenges, such as interoperability barriers,
security vulnerabilities, and building trust architectures [7]. The first challenge of authentication is to build
an authentication mechanism among heterogeneous cloud service providers (CSPs) to facilitate the formation
of alliances. Current strategies tend to adopt federated identity technology to achieve identity authentication
and permission management across cloud consortia. However, the existing alliance architecture is tailored for
a static environment, which preassumes that parties must reach a commercial consensus in advance, creating a
host of security, privacy, and interoperability challenges [8]. The trust framework proposed in this paper aims
to break down these barriers and help build a robust IaaS cloud collaboration network.

In TaaS cloud collaboration networks, CSPS benefits from sharing virtual resources with alliance partners.
In this scenario, participants may be CSPs exchanging virtual resources within the alliance or regular cloud
service users. The external CSP is responsible for providing virtual resources to other CSPS or regular users in
the federation [9]. The trust bond between CSPs in the IaaS collaboration network is maintained by the Trust
Management Platform (TMP). The platform cleverly blends blockchain networks with innovative trust models
[10]. The TMP is designed to scale automatically to accommodate the dynamic addition of new CSPs to the
TaaS collaboration network. Figure 2.1 vividly depicts the authentication process when one CSP acquires a
virtual resource from another CSP in the federation.

2.2. Algorithm Design. The blockchain acts as a public shared ledger, recording the transactions of all
interactions between CSPs (Figure 2.2) [11]. Such transactions are designed to generate and save credentials
that verify the user’s identity for use by external CSPs, ensuring that the user has access to protected resources
[12]. The credentials (TKN) contain user identification information and permissions associated with the account,
which are generated by the creator and passed to the recipient. Each voucher corresponds to a single transaction
and is structured as follows:

S = (SID ||Min || Uin [[[[Mout [[Uout 1) (2.1)

Here, SID represents transaction identifiers, N;, and My, represent the number of existing transaction inputs
and outputs, respectively. Certificates are stored in a time series [13]. In the Trust Management Platform
(TMP) and CSPs, addresses, digital keys, and signatures ensure the identification and authenticity of CSPs
and credentials.

2.2.1. Consensus Mechanism. CSPs verify transactions in the network, and are responsible for main-
taining the ledger’s integrity. Transactions carrying vouchers are not added directly to the blockchain but
are integrated into transaction blocks designed to increase efficiency [14]. This reduces the time consumption
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of block generation and avoids the excessive use of network resources for each generated block, resulting in
resource waste [15]. The algorithm used by the peer node to verify the authenticity of the transaction is often
called the consensus protocol. In the proposed solution, each peer in the network should receive a broadcast of
a new transaction. Subsequently, the new blocks generated by the CSPs will be granted validation status.

prf = Hash (pubesp||pr foid) (2.2)

Sig = Sign (PV"chp» hblk) (23)

Where pub.s, and pub.s, represent the public and private keys to generate a new block CSP, respectively,
and prfoq is the final proof of eligibility. The function returns a null value if a CSP failure is detected [16].
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Its expression is:
Tesp =T - time cqp - stake cop - Kesp (2.4)

2.2.2. Trust model. Under the TMP framework, the confidence of each CSP changes over time, adjusting
dynamically based on its behavior. A CSP grants a registered user access to a protected resource while
interacting with another CSP in the TMP. The blockchain-based trust model is implemented as shown in Figure
2.3 (image cited in MarketTrust: Blockchain-based Trust evaluation Model for OT based smart marketplaces).

Cred,, +(v ZCrednt Glsp(i),v) (2.5)

Here, Cred ,,; (Gesp, v) represents the confidence value that G is for the client user to process a maximum
of n transactions within the interval k .

Trust,—1 (Gesp) X Credoy + Credy—1,4 (Gesp, v)
2

Trust ,,—1, k (Gesp) represents the confidence that Gesp will process a maximum of n — 1 transactions in time
k . Cred cur indicates the current reliability of Gy client user v. Gcqp reflects the user’s feedback based
on behavior in the transaction. Auth h,, ¢ (Cesp) k represents the certification service that evaluates Cig), for n
transactions within a time interval k based on the C¢s, certification level of other CSPs. The calculation rules
are as follows:

Credy, ; (Gesp,v) = (2.6)

i=A
Auth 5 (Cesp) = 5 ZAuth (Gesp(W),Cosp) (2.7)

Auth ,, ¢ (Gesp, Cesp) represents the authentication level of n transactions that G, provides to C.s, based
on its authentication service during the time interval ¢. The authentication update function is defined as follows:

Auth ., + Auth ,_; (Gcspa C(cs;o)

Auth n,t (Gcspa CCSP) = 2

(2.8)
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Table 3.1: Building the test environment on the server side and the client side.

Environmental parameter | Server-side Client

processor Core™Tntel 1200M-i3 CPU@4.4GHz | Corelntel T5600 Duo@ 1.2GHz
Hard disk 200G 200G

Internal memory 8G 4G

Operating system Window?7 Window7

Auth ¢ represents the current transaction, and G.sp is based on user Cc,p, behavior feedback after the
transaction [17]. The definition is as follows:

Auth cyrr (Cesp ) = Cred cive (v) (2.9)

SAT, + (Gsp) represents other CSPs’ satisfaction with G5, service quality for a maximum of n transactions
within a time interval k . By applying the calculation rules of formula (2.10), it is obtained that:

=\
1 .
SAT,4 (Gesp) = 5+ Y SAT 4 (Coap (i), Gea) (2.10)
=1

SAT,, ; (Cesp, Gesp) represents satisfaction, Cegp, is the Gesp quality of service transacted in interval k, A repre-
sents the total number of CSPs in TMP, and SATj ¢ (Cesp, Gesp) = 0 is its initial value.

SAT, 1 (Cesp, Gesp) = Credy, 1(v) X SAT,y + (1 — Cred,, 1(v)) X SAT,—1 (Cesps Gesp) (2.11)

S AT, represents the current transaction, and SATc,, value is given according to the feedback system [18].
It reflects the client user v’s satisfaction with G, service quality after each transaction.

3. Experimental design and result analysis.

3.1. Experimental methods. The cloud authentication system with blockchain technology as the core is
adopted to conduct a practical exploration of identity confirmation. The initial step is to build an experimental
verification platform for the cloud authentication system, which covers the construction of the test environment
on the server side and the client side [19]. Details are listed in Table 3.1, where the client version is labeled
as 5.27.

Use the experimental verification platform built to carry out the practical test of cloud authentication [20].
This paper conducted a comparative test between the traditional cloud authentication system and the innovative
cloud authentication system based on blockchain technology designed in this paper to ensure the reliability the
effectiveness of this practice. The traditional cloud authentication system covers the cloud authentication
system based on global parameters and virtual stack [21]. This paper compares the data fusion efficiency of
each system, and the basis of evaluating the data fusion efficiency is the stability of the data fusion curve. The
smoother the curve, the better the data fusion efficiency; On the contrary, the efficiency is worse.

3.2. Analysis of experimental results. Figure 3.1 shows the experimental results of the data fusion
efficiency of traditional and cloud authentication systems based on blockchain technology. According to the
performance comparison experiment results in Figure 3.1, it can be observed in this paper that the data fusion
curve of the cloud authentication system based on global parameters fluctuates significantly, and the data fusion
efficiency is poor [22]. The cloud authentication system based on the virtual stack has a mild fluctuation of
the data fusion curve, and its data fusion efficiency is medium. The cloud authentication system based on
blockchain technology has the minor fluctuation in the data fusion curve, and its data fusion efficiency is the
most prominent among these three experimental systems.
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4. Conclusion. This paper constructs an information data flow verification model to solve data flow
security and credibility problems. By integrating an identity management mechanism and innovative trust
management algorithm, this paper successfully designs a set of efficient, transparent and immutable data
flow frameworks, which provides a solid security guarantee for information data flow. This model uses an
improved consensus mechanism and innovative contract technology to ensure the legality and traceability of
data transactions. At the same time, the accurate authentication of user identity and privacy protection are
realized through digital signatures and public critical infrastructure (PKI). The trust management algorithm
dynamically evaluates the credit rating of both sides of the transaction, further enhancing the system’s security
and reliability. The average verification time is controlled within 0.025 seconds, and the accuracy rate of data
integrity check is as high as 99.9%, which significantly improves the efficiency and reliability of data flow. In
addition, the model performed well in resisting malicious attacks, successfully resisting more than 95% of forged
data injection attempts, proving its robustness in complex network environments.
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