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INTRODUCTION TO THE SPECIAL ISSUE ON OPPORTUNISTIC NETWORK AND ITS
SECURITY CHALLENGES

It is our great privilege to present before you Volume 20, Issue 1 of the Stable Computing: Practice and
Experience. We had received 41 paper submissions from Belgium, Maisia, Indonesia, Bangladesh, Yemen and
India, and selected 12 papers for publication. The acceptance rate of thiissue is 29 percent. The aim of this
special issue is to give the solutions of opportunistic networks and serity challenges as well as to collect other
research problems in opportunistic networks for further research.This special issue gives the new dimensions
for opportunistic networks in the perspective of research.

Ritu Nigam et al. had tried to investigate the contact information and social pattern of the node and propose
a message forwarding technique in the social opportunistic network.To obtain the contact information and
social pattern of nodes, a bonding metric is constructed to show th direct and indirect bonding of neighboring
nodes in the system. As the detachment period contains both the emantered frequency and duration of their
connections in the vicinity of its neighbors, it is precise to usetito illustrate the direct bonding in the neighboring
relationship. It also incorporates the indirect bonding of nodes by dentifying weakest direct bonded nodes to
replace it with active indirect bonded nodes of the network. The results depict that the proposed protocol
can signi cantly raise the forwarding e ciency concerning the numb er of messages delivered, overhead ratio,
message dropping, and average latency.

Md. Sharif Hossen et al. presented the paper on Analysis of delay tolerantetworks routing protocols using
the impact of mobility models. In an intermittently connected mobi le network, the communication among the
mobile nodes can be established easily using the store-and-forwarttategy. This network is also called delay-
tolerant which can allow the long latency, irregular data rates, and disuption in mobility. Under such a network
scenario, the authors had analysed the impact of mobility models usinghe performance of several delay-tolerant
routing protocols. Hence, they simulate the scenario using the oppaunistic network environment simulator.
Considering three performance metrics namely, deliver probabity, latency, and overhead ratio it was seen that
spray-and-focus showed good performance while epidemic gave paesults among the routing techniques con-
sidered. Furthermore, shortest path map based movement mobility nedel deserves good performance compared
to random walk and random direction.

Deepak Kumar Sharma et al. presented the paper on Establishing Relidlity for E cient Routing in
Opportunistic Networks. The Reliability in Oppnet (RIO) protocol is a reliable protocol that improves the
routing in Oppnet and works in combination with the existing routing protocols. RIO makes the source node
aware about the status of the message so that if an error occurred in routg then the source node can take
suitable action like resending of the message and error reporting. In is work, solutions are provided for
ve errors namely redirection error, bu er over ow error, paramete r problem, Time Limit Exceeded i.e. TTL
expiration error and destination unreachable. Through simulation usingONE simulator it has been found that
RIO enhances the Spray and Wait routing protocol while working in parallel with it.

Pawan Singh Mehra et al. propound E-CAFL which is an enhancement over BFL protocol. It takes
remnant energy, node density and distance from the sink as input to bzzy Inference System for calculating
the rank of each sensor node for cluster head candidature. Also, membebdes intelligently select their cluster
head on the basis of Cluster Head-Chance which takes into account the rantf the cluster head and distance to
that cluster head nodes during cluster formation. Simulation experiments have been performed for the designed
protocol. It has been observed from the results that E-CAFL has betterstability period and protracted lifetime
as compared to LEACH and CAFL protocol.

Rajan Sharma et al. proposed Zone-based Energy E cient Routing Protocolsfor Wireless Sensor Networks,
is a zone-based framework that focused on minimizing the energy consiption in the re-selection process of
zone-head (ZH). In this novel ZH re-selection process, the numbeof control messages exchanged during the
selection process of ZH signi cantly reduces and it helps to achiev a prolonged lifetime. In addition to that
the stability version of the above-said algorithm is proposed, that improves the stability period of the network
by selecting ZH on the basis of residual energy.

Arvinda Kushwaha et al. presented an overview of the integration of thewireless sensor network and cloud
computing. Particle swarm optimization (PSO) is used to optimize reurces. The optimization is done through
the load scheduling algorithm. This paper proposed load scheduling algdhim that is based on the particle



swarm optimization technique which is used to optimize total transfe time and cost. Simulation result shows
that the proposed method is better than the conventional method.

Musaeed Abouaroek et al. proposed the NTRU algorithm for node authenticatiorin opportunistic networks.
NTRU algorithm comes in the category of post-quantum cryptography. It is unbreakable and fast than the RSA
algorithm and Elliptic Curve Cryptography.

Suman Bala et al. presented the paper on the security of authenticatedroup key agreement protocols. The
authors analyzed the two AGKA protocols against attacks and found both protocok are insecure. In addition,
they xed the vulnerabilities of Tans protocol.

Pankhuri Sai et al. proposed a user authentication scheme which is one tfie most important components
of a secure system. Even after the development of advanced authentidah mechanisms such as biometrics, the
traditional concept of passwords still continues to be the most widelyadopted means for user authentication.
Owing to the limitations of text-based passwords such as smaller passwd space, susceptibility to brute force
attacks; and that of graphical passwords like shoulder sur ng attacks, ths paper proposed a novel pattern-based
multi-factor authentication scheme that involves the use of a combinaton of textual and graphical passwords.
The proposed system has a larger password space and is secure against shewuklir ng and dictionary attacks
since it involves additional mouse input along with the keyboard input. Moreover, a brute force attack is also
infeasible for it.

Asif Igbal Hajamydeen et al. presented about the Intrusion detection gstems (IDSs) in the paper. The
growing number of the Internet users has paved the way in improuvig the Internet availability infrastructure
to make the facilities accessible through various devices but faileto address the arising security issues. The
ubiquitous nature of todays Internet agrees with devices or applicaibns that have adapted the technology to
link with the Internet which has brought the challenge in providin g network security. In the current scenario
with interactions between untrusted clients and networks, the retwork infrastructures are very defenceless.
To defend such situations e ciently, intrusion detection systems (IDSs) were used to deliver a self-defensive
power for a system or a network. Therefore, this paper provides an @rview and review of data mining-based
intrusion detection approaches and also those utilizing heterogeneousgs for intrusion detection. Conclusively,
it proposes the characteristics to be contained in future intrusiondetection model/framework, ways by which
the classi cation/clustering algorithms to be utilized in the model and the considerations on choosing the data
to be tested, in order to detect intrusions e ectively.

Chanchal Kumar et al. presented the need for designing a security sfem for a network system arises
due to the greater complex structure. An extended protocol for hidirg pertinent information based on a fast
Di e-Hellman using Kummer Surface is described in the paper. The extended protocol is devised by the
inclusion of an additional point in the Kummer surface for higher securty need. Further, the use of a machine
learning method is illustrated, which is employed for the seleton of a speci c surface from a set of available
Kummer surfaces. The use of NSGA-2 algorithm is next described for settion of a speci c surface. The newer
version of key expansion of the AES-128 algorithm is described and illusated in the paper. This version is
based on a newly devised content-matrix. The scheme adopted for the cetruction of content-matrix is fully
illustrated and an optimization algorithm used in the scheme is given alog with the outputs obtained with
sample data. The outputs of the new version of key expansion are given. ThelM index that is commonly used
for cryptanalysis purpose is described next. Hence, the cryptosysm based on extended Kummer surface and
new scheme adopted for key expansion of AES-128 could provide useful ketques for hiding the information
in a network system. The use of machine learning and NSGA-2 algorithm codl enhance automatic selection
for a speci ed extended Kummer surface. These tools can be quiteseful for a cryptosystem designer.

Hamza Mutaher et al. proposed the Zero-Knowledge Proof Based Identi cabn Scheme for Securing Soft-
ware De ned Network. Due to the leak of security in SDN network, many types of attack like host impersonation
attack, Man-in-the-middle attack and Denial of service attack can penetate into the controller to control the
whole network or to shut the network totally down. In this paper, a Zero-knowledge proof based identi cation
scheme has been proposed to secure the SDN controller while the daéad control planes establish communi-
cation. In this security scheme, the user does not need to send sipassword to the controller in every login
attempt. Instead, the authentication server will share the same set between both user and controller; the
user has to prove to the controller that he knows the secret withoutrevealing the exact secret. Communication



and competition costs along with storage overhead analysis are discussedwasll in order to validate this work.
We would like to express our sincere thanks go to the chief editor, ditorial board members and reviewers
who have reviewed the manuscripts within the time to publish this special issue on the scheduled date.

Rosilah Hassan, Universiti Kebangsaan Malaysia, Malaysia
Khairol Amali Bin Ahmad, National Defence University of Malaysia, Malaysia
Khaleel Ahmad, Maulana Azad National Urdu University, India
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BONDING BASED TECHNIQUE FOR MESSAGE FORWARDING IN SOCIAL
OPPORTUNISTIC NETWORK

RITU NIGAM , DEEPAK KUMAR SHARMA Y SATBIR JAIN Z SARTHAK GUPTA X AND SHILPA GHOSH f

Abstract. Integrating social networks properties such as centrality, tie s trength, etc. into message forwarding protocols in
opportunistic networks has grown into a vital major benchmark. T he opportunistic network is a demanding network with no set
route to travel a message from the source to the destination. During  these networks, nodes use possibilities gained based on store-
carry-forward patterns to forward communications. Every node that o  btains a message when it encounters another node makes
selection concerning the forwarding or not necessarily transmit ting the message came across. Most of these message forwarding
protocols use the benet of social properties information like ¢ ontact information and social relationship enclosed by the no des
in the Social Opportunistic Network. In this paper, a Bonding ba  sed forwarding technique proposes which is nding direct and
indirect bonding among nodes by exploiting contact informatio n and social pattern. In the proposed protocol, we also focus on
indirect bonding by nding weakest direct bonded nodes and the n replace it with strong indirect bonded nodes of the network.

In this work, the balance between transmission delay and netwo rk trac consider by using shortest path map based mobility
model. ONE simulator use for simulation and performance of the  proposed protocol compare contrary popular approaches for
instance Epidemic, PRoPHET, BubbleRap, and Interaction base d when using the shortest path map based mobility model. The
Bonding based forwarding technique performs adequately well co ncerning the number of messages delivered, overhead ratio, message
dropping and average latency.

Key words:  Direct and Indirect Bonding based forwarding, Social opportunis tic network, ONE Simulator.

AMS subject classi cations. 68M12

1. Introduction. In this digital era, many wireless devices like mobile devices, lapps are available which
are using wireless technology for communication. It includes ad-hoccenario; no infrastructure is present, no
topology is used for communication between mobile devices. The situaih as mentioned above leads to a
random network called opportunistic network where a message is travell from source to destination by using
store-carry-forward pattern. In the opportunistic network environm ent; no xed route is available, as the nodes
come into the contact of other neighbor nodes, it establishes a random phtdynamically to forward a message.
Many routing techniques are present for communication in the opporturnistic network. Di erent approaches to
map the word in the opportunistic environment are available like di u sion based and context based. Routing
protocols which follow di usion technique, circulate multiple r eplicas of the message to one-hop neighbor nodes.
By distributing, numerous reproductions of the text to nodes increment the possibility of reaching the word to
the target node in a speedy manner but raises network tra c. Routing based on context uses information that
is the frequency of the node to meet other nodes, distance, speddcation history, etc. to minimize the network
tra ¢ but increases transmission delay. As of now, universal knowledge of network topology is the base for
very e cient routing and forwarding decisions. Aggregating and swapping the information of network topology
in the opportunistic network is inconvenient because of their inflequent connectivity and uncertain mobility.
Routing strategies for this type of systems generally build on limitedknowledge and on forecasting of future
contacts which produces deteriorated routing performance. As the ndes in the opportunistic network encounter
periodically, there is a requirement of estimating the quality of links between all combinations of nodes to nd
out the feasible forwarding option between nodes. Later, a distinct wight assigns to each connection of the
nodes by condensing the appropriate encounter information. Then, a righboring graph of nodes forms for
forwarding the messages.

Division of Computer Engineering, University of Delhi, Netaji S ubhas Institute of Technology Delhi, India ( ritu.
nigam2106@gmail.con.

YDivision of Information Technology, University of Delhi, Netaj i Subhas Institute of Technology Delhi, India ( dk.
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With the transformation of Online Social Network applications and platform s like Facebook, Twitter, or
Linkedin, information about the social intercommunication of nodes has b turn into readily available [1].
Moreover, although the intercontact information in the opportunistic n etwork is varying dynamically, the nodes
and the links of a social network stay comparatively stable. Earlier, gveral approaches, including interaction
based [2], communities, similarity, centrality, encounter frequency, total or average contact period and average
separation period [3] were adopted to quantify the quality of connectios between couples of nodes. Despite,
all the approaches as mentioned above have a few shortcomings in the exas¢piction of the sending option
between nodes.

The leading carrier of mobile devices are human beings, and humans arecal by character. These social
characteristics play an essential role in forwarding mechanism of the@pportunistic social network. Community
and centrality of nodes are social characteristics of nodes in the opptumistic social network. With the help of
these social characteristics mobility pattern, primary contact nodes, etc. can be identi ed to predict the path
towards the destination. Therefore, it seems that cultural properties are the performance booster elements in
the system.

This paper exploits the social network attributes of the opportunistic social network and presents a Bonding
based forwarding technique (BBFT) for information propagation. Social relations between nodes evaluate by
de ning bonding concerning their behavior. The bonding property of the node calculates as a bonding metric
determines their concerning behavior. Later, a distinct weight asigns to each connection of the nodes by
condensing the appropriate encounter information. Then, a neighborig graph of nodes forms for forwarding the
messages behavior. A new bonding metric is speci ed to measure dérent forms of bonding behavior regarding
contact information and social pattern two types of bonding de ned in this paper, i.e., direct bonding and
indirect bonding.

The highlights of this work outline as follows:

1. This work inspects the social meeting patterns from the temporal pospects. The explanations of
average detachment time and variance introduce the nodes average @gshment period as well as the
deviation a certain period both by considering it.

2. It inspects that, nodes temporal, social meeting patterns mirrora strong interrelationship. To include
this information, two methods design which is named as direct bondig and indirect bonding to forward
messages.

3. Based on the direct bonding and indirect bonding methods, an e cient message forwarding technique
is proposed to enhance the capability of message forwarding in the oppontistic social network.

4. Through extensive simulations, it is shown that the proposed algoritim is signi cantly superior to
current message forwarding techniques concerning message deliveatio, dropped messages, overhead,
and average latency.

The rest of the paper systematize as follows. Segment 2 presents anesview of previously done research
work related to routing protocols. Segment 3 gives the motivation for bulding the forwarding technique.
Segment 4 illustrates the detailed design of the BBFT routing proto®l. Segment 5 shows the BBFT algorithm.
Segment 6 describes the simulation model using ONE simulator and reffs. Segment 7 concludes the presented
algorithm BBFT and highlights the future work.

2. Literature Review. Research related to forwarding techniques in the opportunistic newvork done from
past decades. Here an overview of these routing techniques is dissed.

Y. Li and R. Bartos, proposed Interaction based Routing Algorithm [2] which utilizes interaction as a two-
way e ect among nodes like meetings and talking in the social network It contains two type of components
which is direct e ects and indirect e ects. The immediate e ort is considered as a direct impact of a node on
another when not disseminated via a third node. The indirect impications regard as an indirect impact of a
node on another that propagates through a third node. This algorithm exploits these e ects for calculating most
popular nodes in the network. F. Li and J. Wu proposed LocalCom [3] protocol wich exploits the separation
time of nodes to create similarity metrics between every node pai This local information is then utilized
to form communities. The message is forwarded to the destination by gatgay nodes in the communities. To
develop community structure in this scheme an extended clique adlstering used which utilizes virtual links of the
network these built communities equipped with speci ¢ desiralle properties like robust community connection
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and controllable diameter, which can provide intra-community communication based on the single-copy source
routing. A di usion-based routing [4], proposed by Vahdat and Becker is epdemic routing. The message is
di used like a virus in the network to deliver to the destination randomly. This routing strategy works on each
host that keeps up a bu er containing texts that it has produced as wel as words that it is accumulating for
some other hosts. A summary vector is maintained by each node which imedes saved messages in its bu er
space. This protocol su ers from high network tra c.

A probability-based routing [5], proposed by Lindgren et al. is called PROPHET. In this routing technique
probability of a node to send a message to the destination is calculately its encounter history with other
nodes. This protocol also applies transitivity to get predicted net hop. Every node calculates a matrix called
delivery predictability before sending the message to the next ade or destination. Based on goggles page rank
algorithm, A. Mtibaa et al. proposed people rank [6] protocol. In this protocol, the social properties of a
social network are used to classify the nodes. A node with higher rdang uses as a forwarder between two
nodes. Ranking of nodes is updated whenever nodes make contact. Daly, H., et al. proposed SimBet [7]
protocol which uses the concept of ego network. A utility function deiived from betweenness centrality and the
similarity of the node is used to choose the forwarding nodes. Hui, Ret al. proposed BubbleRap [8] forwarding
protocol which applies a community-based approach. Each node has assighéself global rank and local rank
for forwarding purpose. Both positions calculated by using betweennescentrality. By using universal ranking,
the message transmitted with the help of hierarchical ranking tree mehanism. Later when the message reached
to destination node community than the local ranking of nodes of that comnunity used for forwarding. K-
cligue used as a community detection strategy in this algorithm. Spyopoulos, T. et al. proposed Spray and
Wait protocol [9]. This protocol limits the random dissemination of the message. A xed amount of message
copies are spread to other nodes to reach the destination. Jiho Park etl. proposed ABCON [10] message
forwarding protocol by using Arti cial bee colony approach. This nature-i nspired algorithm mostly prefers for
multidimensional and multimodal optimization problems. But the auth or slightly alters the behavior of the
bees by de ning their responses as follows. If a bee is carrying noessage and searching for a message is known
as Scout bee. If a bee is taking a single message with it is called Emptd bee. An employed bee always
forward that carried a message to Onlooker Bee. Percolation centrality obee nodes is calculated to forward
the message to the destination node in the Social Opportunistic Netark. Q. Li et al. proposed sel sh node
routing [11] in delay tolerant network. A sel sh node plays malicioudy in the forwarding process by not sending
the message to next hop. Sanjay K. Dhurandher et al. proposed HBPR [12] wbih keep track on movement
history of the network nodes to predict next hop of the node. The spae of the network partition into identical
size cells and a cell allocate to each node as its home location whichfamiliar to other nodes in the system.
The parameters used to transmit the data packets to their destinaton are the speed of the node with which
it is moving and the direction of its movement in the network space ly using these parameters of the node,
a utility metric measure which shows the appropriateness of a nodéo deliver the message to the destination.
Nodes carrying higher utility value than a de ned threshold will be come the next forwarder of the word. This
protocol also includes a method which acknowledges the received ssages to help in the bu er management
of the intermediate nodes. Research in OppNets has even started fosimg on tackling security issues [13, 14]
energy e ciency [15, 16] and nature-inspired routing techniques [17, 18].

This paper is presenting a Bonding based forwarding technique, forouting, which e ortlessly detects
the important nodes using bonding information and exploits the indirect connections to raise the forwarding
e ciency. To operate the bonding relationship of the Social Opportunistic Network (SON), a metric called
bonding metric is illustrated to represent the neighboring relatonship of nodes in the beginning. In the Social
Opportunistic Network, nodes mostly have the insight of their connections, also called history of frequency of
encounter, which encloses both geographical and temporal information. In 8nding based forwarding technique,
we choose the states of the average detachment period to abbreviate aes insight into a metric that is needed.
The average detachment duration calculates for a node based on the encden frequency and duration of
their connections in the vicinity of its neighbors. Indeed, a shorer detachment duration emulates a proximate
relationship. Direct bonding metric and indirect bonding metric together depicts a unique way to forward a
message using a bonding based graph structure.
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3. Motivation.  The domain of Social Opportunistic Network (SON) is rising as a distind paradigm to
utilize the social properties of network nodes for designing netwdiing solutions. In recent years, several analysis
e orts associated with mobile devices are created to explore the potdial of mobile devices. In opportunistic
networks, communication is established among mobile devices throughouting protocols by using frequent
disconnections and uncertain links. According to the Researchersnobile devices are sharing a close relationship
with human society because human beings and vehicles generally cartiyese devices. Humans always maintain
the various types of relationships among themselves called social prepies. For example, human beings are
usually friendly, and humans with identical behavior mostly devote a long time with each other, being more
inclined to share data and resources. Moreover, social properties arcrucial to nd the nodes mobility pattern
and forecast contact opportunities more precisely. Therefore, the SN is capable of determining more positive
nodes by using the advantage of the social properties of network nodes.

In literature, many Community-Based and Community-Independent routing protocols have suggested for
SON. The Community-Based routing approaches forms communities in thenetwork by taking nodes of common
interest. Although, detection and formation of the distributed community are still a di cult task by cause of
the dynamic topology changes and complications in data exchange and computationDue to the di culty in
community detection of these protocols jolts us to adopt Community-Independent routing to select next hop.
Besides, the Community-Independent schemes have proposed pieusly like PROPHET, HiBOP, SimBet, Sim-
BetTS, and People Rank exploit the nodes context information and sociaproperties to send each message to the
destination. It reduces the network overhead. As a result, routingprotocols following community-independent
strategy sidestep the uncovering of community and take on the informaibn of context, social properties (like
centrality, tie strength, and similarity), and social meeting patt ern to forecast the best forwarder. The imple-
mentation of these routing protocols is understandable and manageable. Teéh functioning of Bonding based
forwarding technigue has been de ned to take advantage of Community-ldependent routing, to gain a high
delivery probability in association with reducing the network overhead, dropped messages and average latency.

4. Proposed Approach. This paper applies the idea to use social information that is more stald and
then augment partial intercontact details to implement the e cient message routing protocol in the Social
Opportunistic Network. The inspiration behind this proposed idea is that human interaction is a social activity
and this social connectedness of common nodes provides a better way forward a message to any speci ed
destination. Adopting social interaction among people for sending mesges in a network has previously been
showed to cut down many message replicas at the same time growing theogsibility of reaching a letter to its
destination.

4.1. Dynamic Weighted Graph. The bonding based forwarding technique, which reveals and employs
the essential social bonding to speed up message forwarding in the Gal Opportunistic Network, has three
steps: Direct bonding, indirect bonding, and message forwarding. A Saal Opportunistic Network is considered
as a dynamic weighted graph which can characterize as a time progression oétwork graph denoted by (Gs;,
Gs2, Gs3y vevvvnnnnns ,Gst, ....) Where Ggt = (Vgt, Est, Fst, Wst) represents the state of the SON at time t. In this
social graph, Vs represents nodesEs; represents links between node%Vs; = w},, 2 [0,1)ja,b 2 Vs and (a, b)
2 Eg depicts the bunch of weights on edges at time t, andF; : Est ! W4 is a function that credits weights
to links. The pair of node group and link group modify over time. A link (a, b) 2 Eg if, and only if, these
nodes (a,b) are socially bond to each other. In the proposed approach, thgocial relation is established based
on bonding between two nodes; bonding can be (i) direct bonding or {j indirect bonding. When a node has
direct or indirect bonding with other nodes, then it is consideredas an active node to forward the message.

4.2. Direct Bonding.  To explore an e cient link metric that utilizes the nodes bonding relations more
accurately to transmit a message to the destination node this propose@pproach has examined the following
human behavioral features of close bonding by adapting average detachmieperiod. An analysis says that the
social meeting pattern in the temporal dynamic graph is undoubtedly dstinct from that in the aggregated static
chart [19, 20]. For that reason, this section concentrates on formulating thesocial meeting patterns from the
temporal aspect. In SON, nodes in the network ordinarily have the inght of their prior contact knowledge
with other nodes, also termed contact history, e.g., the inter-conaict time, contact duration, and detachment
period. The average detachment period encloses both the frequenand duration period re ects a strong
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direct bonding relationship with neighbor nodes [3]. In the meantirme, the variance of the average detachment
period is also listed to mirror the inconsistency in the direct bonding relationship. The deviation in the average
detachment period should not neglect. If two conditions have an equabverage detachment period, the one
along more signi cant di erences would be less preferred since th@ode would be more uncertain concerning
the estimated future detachment period. Thus, this is also necesary to measure the variance of the detachment
period dispersion to mirror the deviation using inconsistency mé&ic V A,p). The use of average detachment
period is more precise to characterize the neighboring relationshirather than only utilizing the inter-contact
time or contact duration. Distinctly, a shorter average detachment re ects the consistency in the relationship.
A single metric called direct bonding can then deduce from the averagdetachment period and the variance of
the average detachment period. This metric illustrates the relatonship among each couple of nodes in SONs
and captures the crux of temporal and spatial contact information. So with that, a node-link carrying smaller
detachment period and variance show a strong direct bonding to send message from the source to destination.
We denote D (,;) as the direct bonding between any node a and b with the average detachemt period DP (..,
between two nodes a and b in a particular time window,V A,y as the variance of the average detachment
period between nodes a and b in a speci ¢ window of time.

P
DP(an
DP (ap) = ——— ) 4.1
(asb) o (4.1)
V A = VA(DPi(an) = (DP@ap)  DPian))? (4.2)
1
D(a;b) = (43)

DP(a;b) +V A(a;b)

where DP; .. denotes the detachment period between any two nodes a and b in thie, encounter, ny, serves
as the number of times that a and b are aside from each other. The smaller vaé of DP .,y expresses shorter
communication suspension between a and b. The variance of each detachnigreriod between two nodes is
measured by subtracting each time nodes encounter in the given timevindow and the average, and taking the
square.

4.3. Indirect Bonding. Every node can calculate its links close bonding with other neighbor ades
against bonding metric. Though, nodes those are not sharing direct bondig can also share indirect bonding.
It has recognized that the power of indirectly associated nodes exémely builds upon the number of di erent
direct or indirect paths connecting them. Accordingly, we examine he in uence of numerous implicit n hop
paths in our interpretation of the indirect bonding. Typically, soci al ties between individuals are asymmetrically
reciprocal. Accordingly, to measure the indirect bonding with the help of the social power of various implicit n
hop paths between user a and b, this bonding approach considers two hop sécial relationship (n = 2), where n
shows the length of all possible implicit two-hop paths between a and bHere a social graph is considered which
connects nodes with links weighted based on the power of their dirésocial bonding communications. For this
scenario we are assumin@®,p as the group of divergent implicit paths carrying length n and accompanyirg
indirect bonding between nodes a and bD .y and D¢y, is the direct bonding weight of node a, ¢ and b, c.
N, is the neighbor set of node a. Notation c2 N, is de ned as the social power between node a and node b
from node a viewpoint over the implicit path of n-hop as:

Y
lapy = 1 1 M (4.4)
C2Na

4.4. Forwarding Strategy. This section illustrates the Bonding based forwarding technique smmarized
in the rst algorithm. This forwarding technique imitates the message exchange between nodea and b.
Beginning with the encounter of a messagex node a calculates the direct bonding with as neighbor nodes by
measuring nodes average detachment period and variance. After gurig the direct bonding of neighboring
nodes, the direct bonding weight assigns to node a neighbors linksSubsequently, those nodes are selected for
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forwarding among n neighboring nodes as a contender for next hop whose are carrying direbionding weight
values more signi cant than the bonding weight of current node with degination b (e.g., node as neighbor nodes
N;). Select those nodes frorm neighboring nodes as a candidate for next hop whose value of bonding weight
(D(ap)y <D (n;;p))- Let this set of nodes belL.
For indirect forwarding, rst, indirect bonding is calculated by usi ng implicit n hop paths knowledge between
node a and b. The extension algorithm observes two steps:
1. Now each nodea, nd bonding node k carrying weakest direct bonding weight such that D,y =
min [D.py] wherek 2 N; . This weakest normalized direct bonding weight refer to as 4.
2. For eachm of as n-hop implicit nodes, if I () a,» the node m is infused in the candidate peer set
of nodea. Instinctively, this guarantees that the social power betweena and b, positioned at length n
in the social opportunistic network graph, is at least as strong as node ashe weakest direct bonded
node. Let this set of nodes beM .
Now take the nodes belonging to the intersection of sete and M and then forwards the message copy to
these nodes.

5. Algorithms and Sub-Routines of Bonding based Forwarding Approach. In this section, the
algorithm and sub-routines used in BBFT algorithm for sending the mesage from the source to the destination
are discussed in detail. Algorithm 1, Algorithm 2 and Algorithm 3 are mentioned below.

Algorithm 1 BBFT Forwarding Algorithm

Q] direct node

R[] indirect node

L[] is the number of selected direct nodes for message forwarding
M[] is the number of selected indirect nodes for message forwarding

Begin
The source node (a) creates a hew message X in its message bu er
Calculate D 5.y and | 5,y for source node (a) and destination node (b)
for Each Neighboring NodeN; of (a) do
Calculate Dy )
Q[l assignD ;) to direct links
end for
for Each Neighboring NodeN; of (a) do
Calculate |y, )
R[] assignl(n, ) to indirect links
: end for
: for Each direct connected Node Q[do
if D(Ni;b) >D (ab) then
Ll D)
end if
: end for
: for Each L[i] do
nd 5  min[D )] where k2 N;
. end for
: for Each R][i] do
if I(R[i];b) a then
M[il R[]
end if
: end for
: Forward the message copy to the intersection of both the sets L and M
: End

© XN RW®NRE
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Algorithm 2 Direct sub ~ _bonding routine

1: Begin

2: Calculate P (a1) between nodes a and b

DP(a

DP (ap) = T(b)
Calculate V A,p)
V Aab) = VA(DP(ab)) = (DP(ap) DPi(an))?
Calculate Direct bonding D () between nodes a and b

Deab) = s iva
(a;b) DP (ap)+VA@p)

return D a;p)

End

©® N o g khw

Algorithm 3 Indirect bonding sub _routine
1: Begin
Calculate D (4
if Dac) calculated then
Calculate D (¢
if D(cpy calculated then

Calculate I(a;b) =1 2Na 1
end if
end if
return I(a;b)
: End

Dac) Diew)
2

© XN TR WD

=
o

6. Simulation Setup and Results.
6.1. Data Forwarding Experiment.

Algorithm Comparison. In this segment, the performance of the Bonding based forwarding teahique
has compared against few encounter based routing protocols (Epidemic [4PROPHET [5], BUBBLE RAP [8],
Interaction based routing protocol [2]). Distinctly, the last two ha ve social-aware properties further.

Simulation Setup. The ONE simulator [21] has chosen as a performance evaluation tool for proposed
Bonding based forwarding technique. The default framework for the shulation arranged as described in Table
6.1 and Table 6.2. These establish the standard con guration for all the four érwarding protocols Epidemic,
Prophet, BubbleRap, and Interaction Based.

The mobile node is partitioned into six groups and out of which two groupsserve as pedestrians. The
pedestrians belong to rst and third group nodes. This pedestrian goup form of 40 host nodes each one have
carried a bu er size of 5 MB and motion according to the movement modelnamed as Shortest path map based
movement model. The nodes of the pedestrian groups follow a walkingpeed of 0.5-1.5 m/s. The second group
also have 40 nodes, but these nodes depict car. The speed of the cardes are between 2.7-13.9 m/s, bu er
size and movement model followed by car group same as pedestrian groups.

The rest three groups form of two nodes each depicting tram nodes. Tétram group nodes motion according
to the Route based map movement model, have a bu er space of 50 MB and a spd of 710 m/s. A word size of
4500 3400m? has de ned to the movement models. The mobile nodes of all six groupBave a transmission
range of 10 m and the transmission speed of 2 Mbps. The communication is tiated between nodes by two
distinct interfaces that have detailed in Table 6.2. The pedestrianand car groups adapt Bluetooth interface
for communication, at the same time tram groups adopt the high-speed inteface. Each message produces in
the Social opportunistic network has credited value of 300 sec as a Tim@-live (Message TTL). In the system,
messages generated at regular intervals of 25-35 sec and these messages havessage size between 500 KB
to 1 MB. The time of simulation is assigned each of the ve protocols (Bondng based, Epidemic, Prophet,
BubbleRap, and Interaction Based) is 43200 sec.
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Table 6.1: Common default settings of simulation speci cation.

Speci cation Value
Simulation area 4500m 3400m
Simulation time 43200

Total no. of nodes 126
Total No. of node groups 6
Speed range 0:5 1:5m=s
Total no. of movement models 2
Message TTL 300s
Bu er size 5M
Message size 500k; 1M
Transmission speed 250k
Transmission range 10

Table 6.2: Group Speci ¢ default settings of simulation speci cation.

Speci cation Pedestrian Car Tram
No. of groups 2 1 3
Nodes in each group 80 40 6
Node bu er capacity 5M 5M 50M
Speed range 0:5 1:5m=s 277  13:9m=s 7 10m=s
Movement Model Shortest path Map Route Based Map Route Based
Interface Bluetooth Bluetooth Bluetooth, High Speed

The speci ed parameters of the network have been uctuated to prodice results for comparison:
1. uctuating the bu er size (MB): The bu er size in the simulation are assorted as 5, 10, 15, 20, 25 and
30 to observe the performance of Bonding based forwarding technique piocol.

uctuating the Time-to-live(Sec): The TTL in the simulation are assorted as 100, 200, 300, 400, 500.

3. uctuating the message size: The message size in the simulation assas (100KB to 200KB), (200KB
to 300KB), (300KB to 400KB), (500KB to 1MB) and (1MB to 2MB).

4. uctuating the number of nodes in the simulation: The total no of nodes in the simulation are assorted
as 20, 40, 80, 100 and 120.

5. uctuating the number of nodes in the simulation: The total no of nodes in the simulation are assorted
as 20, 40, 80, 100 and 120.

The performance metrics used are:

1. Message delivery probability: the Delivery probability of the nodes implies the estimate of successful
acceptance of messages by their destination. Delivery probability isupposed to be high in the course
of the simulation.

2. Overhead ratio: Overhead ratio is the average number of forwarded reflas per message. Network
resource utilization and bandwidth e ciency evaluate by overhead ratio. An e cient routing protocol
causes a small overhead ratio.

3. Dropped messages: Dropped messages show the total number of words @esied from the node bu ers.
Every node contains a limited bu er space in the network, and an exc#ent routing protocol attempts
to lower its utilization.

4. Average latency: It is the average of the di erence between the mesage delivery time and message
creation time.

n

6.2. Comparing the performance of three protocols at varying the bu er siz e. Figure 6.1 a-d
understands the outcome of the increase in bu er size by performancenetrics. The performance of BBFT
compare to Interaction based, BubbleRap, Prophet, and Epidemic and itcan recognize from the Fig.6.1a that
BBFT has a greater no. of message delivery as compare to protocols as menti@hearlier. It has interpreted
from Fig.6.1a that uctuating the bu er size of the nodes in the incre asing order results in the increase of
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Fig. 6.1: Performance Metrics versus Bu er size

delivery probability. As the bu er size increase from 5 Mb to 30 Mb, the capacity to hold the messages enhance
by the nodes that increase messages forwarded to the destination. Figei 6.1b shows that as the bu er size
of nodes increases the number of dropped messages also mostly increasehis above happens because, with
the increase of bu er size, no signi cant improvement observe as tk bu er has reached the saturation. That
is, messages have already been delivered to the destination beforgetbu er gets lled and they need to drop.
The number of dropped messages of BBFT is far less than Interaction basedProphet and Epidemic and a
little bit more than BubbleRap. Figure 6.1c interprets that the over head ratio drops with the rise in the
bu er size and it is lesser than Epidemic, Prophet, and Interaction based routing protocols. In the process of
sending messages, the increase in bu er size results decreasesverhead ratio when a source node has more
competent neighbor nodes. The reason behind this overhead ratio drojm BBFT is the appropriate selection of
next hop hosts by exploiting the bonding metric. It can be interpreted from Fig.6.1d that the average latency
increments with the gain in bu er size. As the bu er size increasesthe message drop decreases due to that
more message will grab the opportunity to be conveyed to the destination As a result of that average latency is
increased. BBFT has increased average latency as compare to Epidemierophet, BubbleRap, and Interaction
based routing protocols.

The BBFT is 16.36% better Epidemic, 24.12% better than Prophet, 66.51% betterthan BubbleRap and
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5.06% better than Interaction based regarding the number of messages dedired. The number of messages
drops in BBFT is decreased which is 8437 whereas Epidemic, Prophet, drinteraction based has 26667, 35438,
9588. The BubbleRap has 4110 drop which is slightly better. The overhead réb of BBFT is 80.59% decreased
than Epidemic, 80.96% declined than Prophet and 16.84% decreased than Int&etion based. The Bubblerap
has 3.78 % improved overhead ration as compare to BBFT. The average latenoyf BBFT is 0.85% more than
Epidemic, 9.45% more than Prophet, 4.78% more than Interaction based and 10.25% mm®than Bubblerap.

6.2.1. Comparing the performance of three protocols at di erent number of nodes. Figure 6.2
a-d interprets the aftere ect of increase in the number of nodes inthe network by performance metrics. The
performance of BBFT compares to Interaction based, BubbleRap, Prophetand Epidemic. It can visualize from
Fig.6.2a, by varying the number of nodes from 100 to 500, the average delivefyrobably for BBFT increases as
compared to Epidemic, Prophet, BubbleRap and Interaction based proteols. The message delivery probability
for BBFT hikes as more hosts is joined, which can associate with the coesponding gain in the number of
message transmission in the network. It can be inspected in Fig.6.2b, ake number of hosts increases in the
network, the number of dropped messages are decline. This reaction dsie to the hike in the number of message
transmission and is in interrelation with huge delivery probability examined for message delivery. The no. of
dropped messages for BBFT decrease as compare to Epidemic, Prophet, ahmeraction based protocols. By
scanning Fig.6.2c, it observes that by changing the number of nodes, thoverhead ratio of messages for BBFT
decrease as compared to Epidemic, Prophet, and Interaction based protols. The minimum overhead ratio of
BBFT exploits more convoluted information from the network parameters and then process it to compose better
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decisions about next hop choice which lowers the number of message lieps in the network. It reduces network
resource utilization and thus cutting down the overhead ratio. It can interpret from Fig.6.2d that in BBFT
the average latency hikes with increment in the number of messagesThe reason is that as the nodes raise,
the communications a sender node can have with its neighbor nodes alsses. Due to that BBFT uses some
time in deciding to choose the best possible node as next hop for cogying the message. BBFT has increased
average latency as compare to Epidemic, Prophet, BubbleRap, and Interction based routing protocols.

The BBFT is 77.3% better Epidemic, 61.71% better than Prophet, 126.5% betterthan BubbleRap and
10.47% better than Interaction based regarding the number of messages dedred. The number of messages
dropped in BBFT decrease remarkable which is 13091 whereas Epidemicyéphet, and Interaction based have
119961, 90176, 14981. The BubbleRap has 4798 drop which is better. The overhead ratio of BBis 94.69%
decreased than Epidemic, 92.29% declined than Prophet and 21.58% decreagbdn Interaction based. The
BubbleRap has 4.8% improved overhead ration as compare to BBFT. The averageatency of BBFT is 7.61%
more than Epidemic, 3.82% more than Prophet, 11.7% more than Interaction base@nd 44.38% more than
BubbleRap.

6.2.2. Comparing the performance of three protocols at di erent speeds. The performance of the
distinct protocols observe as a parameter of mobility, the range of speedf the 80 nodes in the two pedestrian
groups (as per the baseline settings) is varied from 0.51.5 m/s to 2.53.5 m/s. Tén outcome of the delivery
probability, the number of dropped messages, overhead ratio, and averadatency, has been illustrated in Fig.6.3
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ad accordingly. By varying the speed of the nodes in the increasing ort results gain in delivery probability
of the messages also. As this scene from Fig.6.3a that that BBFT has a leadingon of message delivery in
contrast to the Interaction based, BubbleRap, Prophet and Epidemic potocols. Figure 6.3b interprets that
when messages are transmitted further into the network along with an gpansion in mobility of the hosts,
this results to a higher opportunity of the message reaching nearer tas destination host in the network. The
number of dropped messages for BBFT increments randomly with the inease in speed of the nodes, as message
propagation raises with the escalation in the node mobility which resuis in more number of dropped messages.
Changing the speed of the nodes leads in a small decrease in the ovesld ratio for BBFT which validate as
the message transmissions in the network increase Fig.6.3c. It can imgret from Fig.6.3d that in BBFT the
average latency hikes randomly with the increase in speed of nodes.BBT has increased average latency as
compare to Epidemic, Prophet, BubbleRap, and Interaction based routhg protocols.

The BBFT is 26.42% better than Epidemic, 25.59% better than Prophet, 59.15% btter than BubbleRap
and 4.95% better than Interaction based regarding the number of messages deadred. The number of messages
dropped in BBFT is decrease remarkable which is 5678 whereas EpidemiBrophet, and Interaction based has
31648, 27145, and 6162. The BubbleRap has 4753 drop which is slightly better. The ovex&d ratio of BBFT is
86.82% decreased than Epidemic, 84.49% declined than Prophet, and 10.11% dexed than Interaction based
and 19.9% decreased than the BubbleRap. The average latency of BBFT is 1.9%are than Epidemic, 0.04%
more than Prophet, 8.57% more than Interaction based and 14.70% more than BubbleRap

6.2.3. Comparing performance of three protocols at Varying the Message Size . Figure 6.4 a-d
interprets the outcome of the increase in message size by performanceetrics. The performance of BBFT
compare to Interaction based, BubbleRap, Prophet, and Epidemic and itcan be recognized from Fig.6.4a that
BBFT has larger no. of messages delivered as compared to protocols as mentimhabove. It interprets from
Fig.6.4a that uctuating the message size of the nodes in the increasip order results in a decrease of delivery
probability. The message sizes increase from 100k-200k to 1M-2M, the node lu capacity to hold the messages
decrease which results in the reduction of messages forwarded to tldestination. Figure 6.4b shows that as the
message size of nodes increases the number of dropped messages alsolynbstreases. The BBFT has lesser
number of lost messages than Interaction based, Prophet and Epidemic and little bit more than BubbleRap.
Figure 6.4c shows that the overhead ratio of BBFT decreases with inci@se in the message size and is less
than PROPHET. Figure6.4d Shows that the average latency increases with th increase in message size. This
interpretation is because, with increased message size, number ofessages are dropped from it reduces. Thus,
more words get the chance to be delivered to the destination which icreases the average latency.

The BBFT is 21.06% better than Epidemic, 20.76% better than PROPHET, 3.02% beter than INTERACT
and 22.98% better than BubbleRap regarding Delivery Probability. The number of messages dropped in BBFT
is decrease remarkable which is 13514 whereas Epidemic, Prophet, anddmction based have 84736, 68648,
and 14784. The BubbleRap has 4611 drop which is better. The overhead ratio of BBl is 87.02% less than
Epidemic, 83.91% less than PROPHET, 12.94% less than INTERACT and 11.48% more than @bbleRap. The
latency is 6.40% more than Epidemic, 4.11% less than PRoPHET, 4.95% more than INTERCT and 22.86%
more than BubbleRap.

6.2.4. Comparing performance of three protocols at Varying the Time to Live( TTL). Figure
6.5 a-d interprets the outcome of the increase in TTL by performance meics. The performance of BBFT
compare to Interaction based, BubbleRap, Prophet, and Epidemic and itcan recognize from the Fig.6.5a that
BBFT has a high delivery ratio as compare to protocols as mentioned earlierlt has interpreted from Fig.6.5a
that changing the TTL of the message in the increasing order results irthe increase of delivery probability.
As the TTL increase from 100 to 500, messages are getting enough time to live ithe network to reach the
destination. Figure 6.5b shows that as the TTL of messages increases theapping varies a little only. It
happens because, with the increase in TTL, no signi cant improvemenh observe as we are following the Drop
Oldest strategy. The number of dropped messages of BBFT is far less thamteraction based, Prophet and
Epidemic and a little bit more than BubbleRap. Figure 6.5c shows that the overhead ratio decreases slightly
with the increase in the TTL. However, the overhead ratio of BBFT remains much less than the Interaction
based, BubbleRap, Prophet and Epidemic protocols because of its e @nt selection of next hop nodes using
the Bonding Metric. It can observe from Fig.6.5d that the average latencyincreases with increase in TTL. This
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Fig. 6.4: Performance Metrics versus Msgsize

observation is because with increased TTL lesser number of message® aftropped from it. Thus, more words
will get the chance to be delivered to the destination which resuk in increased average latency.

The BBFT is 31.03% better than Epidemic, 25.91% better than PRoOPHET, 5.26% beter than INTERACT
and 51.72% better than BubbleRap regarding the number of messages delivwat. The number of messages
dropped in BBFT decrease remarkable which is 5821 whereas Epidemic,réphet, and Interaction based have
32617, 26651, and 6616. The BubbleRap has 3952 drop which is better. The overhead ratio BBFT is
817.39% less than Epidemic, 591.59% less than PROPHET, 21.74% less than INTERACT art5.93% less than
BubbleRap. The average latency of BBFT is 9.81% more than Epidemic, 3.02% morthan PRoPHET, 10.30%
more than INTERACT and 31.90% more than BubbleRap.

7. Conclusion. In this attempt, a novel routing algorithm BBFT propose that evaluates t he strength
of direct and indirect bonding and avail it to extend the preferred set of nodes in the Social Opportunistic
Network while preserving the social patterns that are the most desiable in SON. Speci cally, by taking into
account both the intensity of the number of encounters and the numberof associated paths results in an average
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detachment period and variance, the preferred set of nodes extendrhe enlarged node set incorporate not only
the directly connected nodes in the SONs but also companion nodes dated two hops distant with whom
node has an indirect bonding higher than that of nodes weakest direcyl bonded node. The BBFT interpret
against Epidemic, PROPHET, BubbleRap, and Interaction based routing protocols. It functions signi cantly
ne concerning the delivery probability of the nodes, as a result ofselecting improved and dependable next hop
nodes. The overhead ratio and dropped messages for BBFT are also lowdran the other protocols. In future,
the BBFT can interpret with more routing protocols like HIBOp and CAR. Average latency is one parameter
in which other protocols still behave better than BBFT and hence erhancing the average message latency while
maintaining the substantial delivery probability of BBFT is another eld of future work. Future e orts will be
executed to accomplish the BBFT protocol secure, and the issue of engy consumption also taken into account.
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ANALYSIS OF DELAY-TOLERANT ROUTING PROTOCOLS
USING THE IMPACT OF MOBILITY MODELS

MD. SHARIF HOSSEN AND MUHAMMAD SAJJADUR RAHIM Y

Abstract. Intermittently connected mobile networks are sparsely connect ed wireless ad-hoc networks where there is no end-
to-end path from a source device to a destination. Generally, th ese paths do not exist. Hence, these devices use intermittent paths
using the concept of store-and-forward mechanism to successfu lly accomplish the communication. These networks are featured
by long delay, dissimilar data rates, and larger error rates. Hence , we look into the analysis of several delay-tolerant routing
protocols, e.g., epidemic, spray-and-wait, prophet, maxprop, rapid, and spray-and-focus using opportunistic network environ ment
simulator. At rst, the investigations of the above considered routing protocols are done across three mobility models namely
random direction, random walk, and shortest path map based (SPMB ) movement model for node impact only. Then, we evaluate
these routing protocols against the impacts of message copy, b uer, and time-to-live using SPMB movement model considering
the results of node impact. We use three metrics, and the results s how that spray-and-focus yields good performance for showing
higher delivery, lower latency, and lower overhead among all ro uting techniques, while epidemic is poor.

Key words:  Delay-tolerant network; ad hoc networks; communication; routi  ng; replication; simulation

AMS subject classi cations. 68M12, 68U20

1. Introduction.  With the increase of portable devices (e.g. smartphones, laptops), alass of ad-hoc
networks have become popular nowadays [1, 2, 3, 4, 5, 6, 7, 8] which are known asayetolerant networks (DTNSs)
[9]. DTNs [10] are also called intermittently connected (IC) [11]. The® are wireless mobile adhoc networks
where devices can not build an end-to-end route. Examples of such neorks are satellite communication [12],
wildlife tracking,[13], military, and vehicular [14, 15].

However, these networks use a technique namexore-carry-and-forward to successfully communicate among
mobile devices [16, 17, 18, 19, 20, 21] by passing the information to intermediatdevices, where messages are
stored in respective bu er and are forwarded to other relays in the retwork. Message copy passing can be in
two ways, rstly only using a single copy called forwarding based and scondly using two or more copies called
replication based [22, 23, 24].

Only replication based routing techniques mentioned in Sec. 2 aresed in this research. Three mobility
models are used to analyse their impact on the performance of routing jptocols in the considered IC mobile
network scenario. The performances are analysed for changing message cepieode impact, TTL, and bu er
on the impact of mobility models. Using ONE simulator we see that spray-aml-focus shows good performance
compared to all and epidemic poor.

Remaining part of this research is written as follows. In Sec. 2, we dauss the classi cation of routing
strategies. Section 3 involves di erent parameter setting with smulator description. Di erent mobility models
are summarized in Sec. 4. Then, the explanation of di erent arguments s included in Sec. 5. Finally, the
summary with future endeavors is discussed in Sec. 6.

2. Routing Protocaols. This section summarizes the general classi cation and description of auting
techniques.

2.1. Classi cation of Routing. Generally, two categories of routing protocols are single-copy and mulki
copy. In the rst case, only one message transmission through the nodes ipossible [11, 30]. In the second
case, two or more message transmissions at a time are possible in the netlk [25]. The rst case exhibits
lower message transmission with the higher delay due to network paition [26, 27]. While, the second case can
provide better delivery due to the message replication [28, 29].
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2.2. Forwarding Based. Here, we discuss forwarding based routing techniques. As an exampleye
consider the source device as X, the destination as Z, and intermediatdevices can be any of the following
symbols: Y, P, Q, R, S.

First Contact.  Using this routing, a device can send a copy to the nearest rst devie found. As an
example, the source device X can forward a single copy to the rst availble device (say Y). After successfully
sending a message to Y, the device X does not store any copy. Y can also famd a message similar to X, and
this process continues until found Z [26].

Direct Delivery. Using this routing, a device can send a message directly to a deviceithout sharing its
copy to anyone. That is, no intermediate nodes are used here. As an exanap source device X directly sends
the message to Z without taking any help of intermediate devices: Y, PQ, etc. So, this technique [31] faces
high delay.

2.3. Replication Based. Here, replication based routing techniques are summarized. we comgr the
source device as X, the destination device as Z and the intermediate dees as Y, P, Q, R, S, etc.

Epidemic. This routing is the rst among the replication based concepts where btal replicas are very
high. Hence is named as ooding. As an example, X can generate and forward seaémessage copies to the
intermediate devices, say, P, Q, R, S, which can store a message cojfythey do not have that copy. These
devices then replicate and continue this process until found Z [3233]. This routing exhibits much more overhead
for its replication process [22].

Prophet. Using this routing, if X wishes to forward a message copy to its intermdiate devices, say, P, Q,
then depending on the past record of delivery, X forwards the messageteither P or Q, i.e., if the probability
of meeting Z from P is greater than the probability of meeting Z from Q, then X forwards the message to P,
and P then easily contact to Z [33].

Prophet version-2.  Prophet su ers from the delivery problem if the transitivity among nodes is not zero.
Prophet version 2 solves this issue by calculating the maximum probabty among two frequently encountered
nodes having transitivity[34].

Rapid. Using this routing, devices can use one of the three optimization metds, i.e., reduction of average
delay, missed deadline, and maximum delay. Hence, the devices cdorward a message to a relay calculating
the utility value, which is related to the bandwidth, and the bu e r capacity in the network [35].

Maxprop. Using this routing, a device forwards a message copy to an intermediateedice having lower
hop counts using Dijkstra shortest path algorithm [36].

Spray-and-wait (SNW). This routing has two variations: vanilla, and binary. In the rst variati on, X
can send N copies to the rst N devices where all devices includip X are in the waiting phase to contact Z.
While, in the second variation, X having N copies sends N/2 copies to PQ, R, and S where only one device,
say, P receives N/2 copies. If a device has a copy, then it can not store ather copy. P again sends N/4 copies
to the next rst devices available and continues it until having a single copy (say S carrying it). This indicates
that S is in the waiting phase and directly contacts Z [37]. In this work, binary version (B-SNW) has been used.

Spray-and-focus (SNF). A device having only a single copy is in the waiting phase as the desption of
SNW, but SNF routing [38] forwards this single copy to another relay insteadof destination which is the focus
phase having a criteria as following: P can forward a single copy insteadf Z to Q if the utility of Q to meet Z
is greater than the utility of P to contact Z plus a xed value.

3. ONE Simulator with Simulation Setting. We discuss here ONE simulator and the parameters used
in the simulation.

3.1. ONE Simulator.  ONE is a java uni ed mapping platform to trace the visual contact of mobil e nodes,
message passing, event generation of real scenario which is packaged as alsifjava project in [31, 39, 40]. A
simple simulation scenario is shown in Fig. 3.1.
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Fig. 3.1 . Simulation scenario.

3.2. Simulation Setting. During the evaluation, we have used a laptop: HP Pavilion, processorintel(R)
Core(TM) i7-6500U CPU @ 2.50 GHz, installed memory (RAM): 8.00 GB, and 64-bit OS.In the simulation,
we have used various parameters which are summarized as follows. Weuveaused 24 hours as the simulation
time, Bluetooth as an interface with transmit velocity 250 kbps and range 10 m. Message size has been in the
range 500 KB to 1 MB. We have considered simulation area size as 4500m x 3400 m (Wi height). The xed
values for message copies, number of hosts, bu er, and time-to-live ar2 (msg/min), 100, 5 MB, 300 (minutes)
respectively. When one parameter is changed, other values are kept atxed. Hence, we have changed the
message copies as 2, 3, 4, 5, 6, and 10 (msg/min). Node's bu er size has been chahgs the values of 5, 10,
15, 20, 25 (MB). We have changed time-to-live as 50, 100, 150, 200, 250, and 300 (minutes).this case, during
the change of TTL (50, 100, 150, 200, 250, and 300 minutes), the xed values for message cegi number of
hosts, and bu er size are 2 (msg/min), 100, and 5 MB.

4. Mobility Models. We have considered three mobility models which are summarized haw.

4.1. Random Walk (RW). Using this mobility [41, 42, 43], devices randomly move from one location to
another until found the destination with a xed speed within a pred e ned range.

4.2. Random Direction (RD). There are three categories of this mobility [44, 45, 46]. In the rst case
(we use here) [44], a device with a prede ned speed starts to mova a particular direction randomly until hits
the boundary of the simulation area. After touching the boundary wall, it t akes a pause and moves to another
direction to meet the destination.

4.3. Shortest Path Map Based (SPMB) Movement. This mobility uses the Dijkstra algorithm to
nd out the shortest path between two devices [47].

5. Results and Discussion.  Firstly, we see the analysis of three mobility models discusseahiSec. 4 using
node impact. Then, taking decisions from the results we investigat the DTN routing protocols' performance
for changing various impact of parameters.

5.1. Mobility Based Node Impact on DTN Routing. Here, we analyze the node impact on the
mobility models.
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5.1.1. Delivery.
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Both RW and RD follow the random nature but di erent strategy to trace a p ath from

one to another position, whereas SPMB movement model follows Dijkst strategy to determine the minimum
distance of reaching a node from other. Hence, we see from Fig. 5.1 that athuting techniques provide higher
delivery using SPMB mobility while lower delivery for RD in the considered scenario.
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Fig. 5.1 . Delivery probability with varying number of nodes.
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From Fig. 5.2, we see that with the increase of devices in the networkatency increases for
three cases i.e., RW, RD, and SPMB. However, we see lower latencysing SPMB mobility while higher latency
in other two mobility models. Therefore, we can conclude that SPMB will show the desired performance in our
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Fig. 5.2 . Average latency with varying number of nodes.
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Although the overhead is higher for all routing strategies except for SNF ad SNW

using SPMB mobility while lower in other two mobility models, we see that SNF and SNW have lower overhead
in SPMB mobility rather than using RW and RD as shown in Fig. 5.3.

600

500

400

300

200

Overhead Ratio

100

0 -

100 150 200 250 300
RW

100 150 200 250 300
RD

100 150 200 250 300
SPMB

Fig. 5.3 . Overhead ratio with varying number of nodes.

M Epidemic
M Prophet
= Maxprop
H Rapid
uSnwW

mSnF



Analysis of Delay-Tolerant Routing Protocols using the Impact of Mobility Models 21

Therefore, considering our scenario it is apparent that SPMB mobiliy is preferred instead of using RW and
RD due to ensure higher delivery, lower latency and lower overheadirf the case of B-SNW and SNF).

5.2. SPMB Analysis on DTN Routing. From the investigation of Sec. 5.1, it is evident that for our
scenario routing techniques show better performance using SPMBnobility instead of using RW and RD. We
do the analysis of routing techniques discussed in Sec. 2.3 using®®8B mobility for changing certain network
parameters with respect to three metrics.

5.2.1. Delivery with Message Copies and Node Density. In replication based routing, major prob-
lem is to control the limit of replicating of messages. More technique have been proposed where SNF can
control the maximum replication while Epidemic can forward the copiesrandomly with the nature of ooding.
So, in both cases (shown in Figs. 5.4(a), and (b)) i.e., for changing messagepies and mobile devices, we see
that SNF routing exhibits much delivery while Epidemic the less. Since rapid routing needs more resources for
the heavy density of devices, we can not include this in Fig. 5.4(b) de to the complexity of calculation.
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(a) Delivery probability with changing message copies. (b) Deliveryprobablity with changing node density.

Fig. 5.4 . Delivery probability with changing message copies and node density.

5.2.2. Delivery with Buer and TTL. We know if we have more space, then we can store more soft
materials. The same thing here is that with the increase of bu er, devices can store more copies that's why
delivery increases. While TTL is a lifetime of a message copy to egi in the network and so increases delivery.
In both cases shown in Figs. 5.5(a) and 5.5(b), we see better performancerfSNF while lower for Epidemic
and Prophet.

Therefore, from the investigation of Sec. 5.2.1 and 5.2.2, it is clear that SNFouting shows better delivery
and Epidemic the lower compared to other routing protocols mentionedin Sec. 2.3.

5.2.3. Latency with Message Copies and Node Density. We see that with the increase of message
copies and mobile devices, latency decreases for all routing technigs except for B-SNW which increases latency
for increasing devices. In both cases, we see lower delay for SNF anijlwer for Maxprop as shown in Figs. 5.6
(a) and 5.6 (b). For the same reason discussed in 5.2.1, we can not include Rdpouting (Fig. 5.6 (b)).

5.2.4. Latency with Buer and TTL. As shown in Figs. 5.7 (a) and 5.7 (b), we see that latency
increases with the increase of buer and TTL for all routing techniques except Maxprop (greater than the
latency in SNF). For varying bu er, Rapid and Epidemic shows very high latency because Epidemic does not
follow any strategy for the limit of copies of messages while Rapid is resoce thirsty which causes more delay of
transferring copies from one to another. While for changing TTL, Maxprop provides very high growing latency.
Latency for SNF is constant and lower for changing TTL. In both cases, we seelver delay for SNF.
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Therefore, from the investigation of Sec. 5.2.3 and 5.2.4, it is clear that SNFshows lower delay compared
to all routing techniques mentioned in Sec. 2.3 while Maxprop the hjher for changing message copies, node
density, and TTL. For changing bu er size, Epidemic and Rapid shows tigh latency.

5.2.5. Overhead with Message Copies and Node Density. As the above discussion we know that
Epidemic uses the concept of widespread outbreak of something, i.e. ®&age copies which causes the chance
of congested network while SNF follow the most technical way to limit the replication of copies. Hence, for
this reason, we see higher overhead for Epidemic and lower for SNF in botcases i.e., for changing message
copies and number of devices as shown in Figs. 5.8 (a) and 5.8 (b). Rapid hast been simulated for the cause
discussed above.

5.2.6. Overhead with Buer and TTL. From the discussion of Epidemic and SNF in 5.2.5 we see
greater overhead for Epidemic and lower for SNF in both cases i.e. for chging bu er and TTL as in Figs. 5.9
(a) and 5.9 (b). In Fig. 5.9 (a), we see Prophet has higher overhead than Epiemic since it stores the record of
encountering a node in bu er to forward a copy to the next node.
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Therefore, from the investigation of Sec. 5.2.5 and 5.2.6, it is clear that SNFouting shows lower overhead
ratio and Epidemic the higher compared to other routing protocols mentoned in Sec. 2.3 except for the case
of varying bu er where Prophet shows higher overhead.

6. Conclusion and Future Works. In delay tolerant network, devices need to be intermittent as they
use the store-and-forward model to deliver a packet successfullp the desired device. This intermittent ad hoc
network is featured by topology partitions, long delays, etc. In this research paper, at rst we see the impact of
three mobility models namely random walk, random direction, and shortest path map based movement mobility
only for node density. Then, considering the impact of node densyt we evaluate the performance of several DTN
routing protocols namely Epidemic, Prophet, Prophetv2, Maxprop, Rapid, Binary spray-and-wait, and Spray-
and-focus in an intermittently connected mobile network scenarioagainst changing message copies, density of
nodes, bu er and time-to-live using ONE simulator in terms of three performance measurements namely delay,
delivery, and overhead. The investigated results demonstrate thatspray-and-focus routing exhibits the best
performance while epidemic the poor under the consideration of all th metrics.

In near future, we would like to extend this work by using opportunistic mobility models to evaluate the
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ESTABLISHING RELIABILITY FOR EFFICIENT ROUTING
IN OPPORTUNISTIC NETWORKS

DEEPAK KUMAR SHARMA AND DEEPIKA KUKREJA Y

Abstract. Opportunistic network (Oppnet) is a class of networks where conn ections between the nodes are not permanent.
The nodes are continuously moving and some nodes even switch o their batteries to conserve energy. Reliable delivery of messa ges
in Opportunistic network is one major inherent issue. It is unrel iable in the sense that once the source node has forwarded its
message, then it will never get to know about its status in the  network like whether the message has got discarded at an intermed iate
node or at the destination node (due to bu er over ow) or the suc  cessful delivery of the message has taken place. This work tries to
make Oppnet as much reliable as possible. It proposes a reliabil ity protocol named as Reliability in Oppnet (RIO). RIO improve S
the routing in Oppnet and works in parallel with the existing rout ing protocols. It makes the source node aware about the status of
message so that if an error occurs then the source node can take suitable action to resend the message. It considers the redirection
error, bu er over ow error, Time Limit Exceeded (TLE), parameter prob lem and destination unreachable errors that may occur
inside the network. RIO has been tested using ONE simulator an d implemented with Spray and Wait routing protocol. Results
show that the RIO with Spray and Wait protocol outperforms normal S pray and Wait protocol in terms of average message delivery
probability.

Key words:  Routing Protocol, Reliability, Opportunistic networks, Avera ge message delivery, Network errors, ONE simulator

AMS subject classi cations. 68M12

1. Introduction.  Opportunistic network [1] as the name signi es, is the type of networkthat is based on
the opportunities of contacts that exist in the network. The connections between the nodes are created and
terminated on demand i.e. based on the availability of suitable nearby nde that can take the message in the
vicinity of destination node. The nodes try to utilize the best opportunity to connect to a node that will take
the message in close proximity of intended destination node. Oppotinistic networks inherit its characteristic
features from two super classes that are Delay tolerant networks (DTN)[2, 3] and Mobile Ad hoc Networks
(MANETS) [4, 5, 6, 7]. Oppnet inherits the property of discontinuous network connections from DTN. The
connections between the nodes in Oppnets are not permanent like TRJIP model, so these networks are prone
to long unpredictable delay in packet transmission [8]. Oppnet acqires the property of nodes from MANETS
as the nodes are mobile in these types of networks. Hence it can be saidat Oppnet is a kind of network that
is somewhat like a mixture of MANET and DTN i.e. is a network with no continuous node connections with
nodes being mobile.

Routing in Opportunistic network is a challenging task as nodes connd@ns are not permanent. A message
can be delivered instantly (if the connections that leads to succeg$sl delivery of message are available at
that time) or the message can take hours or even days before it gets sucsédly delivered to the intended
destination. Traditional routing protocol does not solve the problem of routing of message in Oppnet. Routing
protocols in Oppnet are broadly classi ed in two categories; these arenifrastructure-based routing protocols and
infrastructure less routing protocols. Infrastructure based routing protocols use infrastructure in some form like
message ferries, info stations and cloud computing. It is obvious that thse types of routing protocols require
expensive technologies and equipment. HVF Scheme [9], Message fercheme [10], Cloud Computing based
routing protocol (CCBRP) [11] and Infostation Model [12], are some examplef infrastructure base routing
protocols. Infrastructure less routing protocols are those in whichno infrastructure is required to support
routing in Oppnet. In these type of routing protocols congestion contol, node bu er storage, node battery
[13, 14], and tra c in the network are main issues of concern in routing. Many protocols have been developed
to tackle these problems for example epidemic routing protocol [15], ROPHET [16] routing, Spray and Wait
routing protocol [17] to name a few. Protocols that handles security isges [18, 19], machine learning techniques
[20, 21], and other miscellaneous routing related works [22, 23, 24] has also beeasidjned for Oppnets recently.
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All the previously designed protocols are unreliable in the sense tit once the source node sends message
in the Oppnet, it assumes that the successful transfer will take face to the destination. But this is not always
true in many cases. Consider a scenario in which the forwarded messagets dropped at the intermediate
node as it was unable to store message in its bu er due to full bu er capaity (bu er over ow). Consider one
another scenario where the forwarded message reaches some intermedinbde and this intermediate node nds
that Time to Live (TTL) has been expired, and then this node simply drops the message. Message can even
be discarded at destination node. For example, consider a situation wdre a destination node cannot accept
the message due to full bu er capacity at that time. In order to resolve unreliabilities like these, a reliability
protocol named as RIO has been proposed. The proposed protocol works in palell with the existing Oppnet
routing protocols and hence enhance routing in Oppnet.

The errors that may occur in the Oppnet are classi ed into ve categories: redirection error, bu er over ow
error, parameter problem, Time Limit Exceeded i.e. TTL expiration error and destination unreachable. In
this work, solutions are provided for the above-mentioned errors, andhrough simulation using Opportunistic
Network Environment simulator i.e. ONE simulator [25] it has been found that RIO enhances routing of
existing protocols while working in parallel with them. For testing purpose, RIO is combined with Spray and
Wait protocol. Through simulations it has been proved that Spray and Wait routing gets enhanced when
reliability protocol RIO works in parallel with it.

The paper is organized as follows. Section 2 discusses the related wat&ne in past. Section 3 explains the
proposed work and demonstrates the working of the RIO protocol in detail. Simulation results and observations
are given in section 4. Finally, Section 5 concludes this work and talk abadufuture work.

2. Background and Related Work. This section is dedicated to explain brie y some existing infras-
tructure less routing protocols with their merits and demerits.

PROPHET PROPHET [16] protocol is a probability-based routing where nodes forwad messages to other
nodes based on a probabilistic metric. This metric is estimated baskon history of encounters. When-
ever nodes interact with each other to exchange messages, they alsockange node encounter history
with each other. In this way, this protocol is transitive in nature i .e. if N1 and N2 nodes share informa-
tion with each other and N2 node and N3 node share information with each otherthen it is equivalent
to sharing information between N1 node and N3 node. In this protocol, a nde forwards the message
to that neighboring node that has highest probability metric.

EPIDEMIC  Epidemic routing [8] is based on the ooding technique. Every no@ in the network oods the
message to its neighboring nodes which then ood this message to themeighbors. Each node has two
bu ers, one for its own messages and second for storing the messages reed from other nodes. Every
message in the system is agged with a unique ID. On meeting, two nodeswap their summary vectors
and exchange those messages which are not present in their bu ers. Thiprocedure is followed at each
pair of nodes and eventually every node in the network gets the messagmpy. This Protocol creates
lot of message copies which make it robust against network failure and reduin lesser delay, but at the
same time creates network congestion.

HBPR HBPR [26] stands for History Based Routing Protocol and is based on behavior angtability of nodes.
This protocol tries to deliver message using a path which is most vised by the destination node. In this
way the intermediate node selects those nodes as next hop that trigs deliver message to the path that
is most visited by the destination and thus harness the behavior of ndes in the network. HBPR has
high average message delivery probability as compared to tradition Oppneprotocol like epidemic. The
average latency and overhead ratio are also less in HBPR as compared to epiuic routing protocol.

EDR EDR [27] is an Encounter and Distance based protocol that forwards the mesge based on a metric
known as forward parameter. Forward parameter is calculated based on encoter history of nodes
with destination node and on the distance of nodes from destination nod. This metric is calculated
for each neighboring node and the message is given to that node which haket metric value above a
threshold.

Spray and Wait  Spray and Wait protocol [17] is a controlled ooding-based routing protocol It limits the
number of messages forwarded in the network unlike epidemic routingrotocol where the nodes forward
message to every node it encounters. This routing protocol works inwo phases the rst phase is the
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Spray phase and the other is Wait phase. In the Spray phase, the sourasode forwards the message
to L nodes. In the Wait phase, if the message is not yet delivered to estination node then it performs
a direct delivery of message. Spray and Wait reduces the tra ¢ and thenumber of messages dropped
in the network as compared to epidemic routing protocol and the delivey probability using Spray and
Wait protocol is also high due to controlled ooding.

GAER GAER [28] is Genetic Algorithm based E cient Routing protocol. This is an energy e cient protocol
as the energy spent in routing of the messages is lowest as compared to ethavailable routing protocols.
This protocol uses personal information of nodes and applies genetic opions and algorithm which
are used to decide the next hop. It calculates a tness function basedn some parameters and then
forwards the message to a node whose tness value is above the cut o teshold value.

Spray and Focus Spray and Focus [29] is mobility assisted routing protocol. It has two fhases; one is the
Spray phase and the other is Focus phase. A node forwards message to Lagehodes in Spray phase,
and in Focus phase the message can be forwarded to di erent relay nodeébased on some forwarding
criterion. In Focus phase, the transmission is not direct unlike $ray and Wait protocol. Spray and
Focus is much more e cient than available mobility assisted routing protocol and it outperforms them
in terms of average message delivery probability and average latency.

3. Proposed Work. In Oppnets, nodes contact with each other opportunistically that is no stable or
permanent path exist between the sender and receiver node. Henc®ppnets are highly unreliable in terms of
message delivery. Once the source node forwards message, it will reoe able to know whether its message
successfully reaches to the destination or not. The message might getdt in the network or it might be discarded
by some intermediate node due to the following reasons.

Intermediate nodes bu er over ow that is, there might be a case where the bu er queue of the inter-

mediate node might be full.

Ambiguity in the addresses that are incorporated in the header of the mesage.

Their might be a case where the Time to Live (TTL) of the message might beome zero when it reaches

an intermediate node.
There can be numerous cases of message not getting successfully dekdd to the intended destination. So, now
the question arises that how to cope up with this unreliability that exist in the network? How to devise a way
so that the sender of the message must be able to track the status of it®fwarded messages and if there occurs
some error in delivery of messages, then the sender node can act accogly.

The solution to these problems is to ensure reliability in routing of messages in Opportunistic networks.
Reliability can be ensured through error reporting method. Wheneve an error occurs during routing of mes-
sages, an observing node (which has noticed the error) sends an error @ting message to the source node.
After receiving these error reporting messages, the source node camquire for the cause of failure and can
resends the respective message or takes some other suitable action.

3.1. Routing Errors. Errors in routing can be broadly speci ed into following ve types.

3.1.1. Redirection Error. There might be a case where the message forwarded by the source nodavils
in wrong direction and it gets continuously forwarded in the same wrong drection by the intermediate nodes
like in case of MoVe(Motion Vector)[30] routing protocol which forwards the message to its nearby node that
is closest to the node. In MoVe protocol, there might occur a case wie the nodes continuously forward the
message in the wrong direction due to their characteristic propertyof forwarding message to the nodes that
have shortest distance to it. In First Contact routing protocol nodes forward messages randomly based on the
available contacts at a particular instant of time. In this protocol thei r might occur a case where the nodes
continuously forward the message in the wrong direction because the we that is forwarding the message always
nds a connection to a node that is in the wrong direction. To handle sich situations in message routing and to
make routing reliable, the intermediate node that notices such wrog redirection of messages sends a redirection
error message to the source node and simultaneously tries to forward ¢hmessage in the right direction which
is towards the intended destination. Figure 3.1 shows a scenario ofdirection error. In the gure, the source
node forwards the message in wrong direction and the intermediate na also forward the message in the same
wrong direction. After passing through several intermediate nodespne of the intermediate nodes notices this
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redirection error and tries to forward the message in the direction of @stination node and reports the same to
the source node.

¢ >

- !
¢ o/

~
S~ = = PISOURCE[ - - - == - - - - - - - - - oo - DESTINATION

ERROR MESSAGE

*IN-INTERMEDIATE NODE

Fig. 3.1 . Redirection Error Reporting

3.1.2. Buer over ow. While routing the messages from source node to destination node, the is very
high probability of encountering an intermediate node whose bu er isfull. In this case, the intermediate node
drops or discards the message without bothering about it much. Epidenu routing protocol follows ooding-
based approach for message passing which means that a node forwards mulktipcopies of messages in the
network. In this, the bu er occupancy time of messages is very high with leads to high chances of getting a
relay node in routing path which has full bu er or over owed bu er . This same reasoning follows for Spray and
Wait, PROPHET and MaxProp [31] routing protocols. In order to deal with suc h situations, using RIO, the
node that notices such a bu er over ow problem sends a bu er over ow error message to the source node which
has generated the message. This error message is sent to the source nbdéore the source node discards the
message. Figure 3.2 depicts a scenario of bu er over ow problem. Inhis, the source nodes forward a message
which passes through numerous intermediate nodes and nally arrivesat destination node, after arriving at
destination node, the message gets discarded because the destinatinade notices that its bu er is full and
there is no room to store the incoming message, now the destination e sends an error message to the source
node.

MESSAGE
SOURCE b = o o o e e e o = ) DESTINATION/ BUFFER OVERFLOW
€ = = = = = = = - - =] INTERMIDIATE NODE
ERROR MESSAGE
Fig. 3.2 . Bu er Over ow Error Reporting
3.1.3. Time Limit Exceeded. There might occur a case while routing of the message from source to

destination, that the Time to Live (TTL) of the message has got expired that is the value of TTL becomes
zero. At that time, the receiving node of the message simply discarsithe message and the source node of the
message never be able to know that whether the message gets succdfsfdelivered or not. RIO protocol is
implemented to deal with such situations, using RIO, the node that notices such phenomenon sends a TLE
message to the source node. The TLE message is sent to the source noadape the source node discards that
message, so that it can resend the message in order to get its message sgstully delivered to its intended
destination. Figure 3.3 shows a scenario of Time Limit Exceeded. Intte gure, the source node forwards a
message and the message passes through numerous nodes and nally its TTkp&es. Now the node at which
TTL expires sends an error message to the source node.
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Fig. 3.3 . TLE Error Reporting

3.1.4. Parameter Problem. Their might occur a case where the receiving node of a particular mesge
notices that the elds in the header of the message are ambiguous. For exarfg the receiving node might
notice that the source address or the destination address is ambiguoust imight happen that the destination
address is set to all zeros or all ones. So, to handle situations like thesusing RIO protocol, the receiver of the
message sends a parameter problem error message to the source node befoeesource node discards it. The
source node resends the message after rectifying. Figure 3.4 degic scenario of parameter problem. In the
gure, the source node forwards the message and after passing through sxal nodes, one of the node notices
that the destination eld in the header of the message is ambiguous. It notes the source node by sending a
parameter problem error message to it.

Destination address

set to all zeroes /

[ T os] DATA

“IN - INTERMEDIATE NODE

SOURCE
- Parameter Problem
. error message
Fig. 3.4 . Parameter Problem Error Reporting
3.1.5. Destination Unreachable. In Oppnets, nodes sometimes switch o or turn o their batteries in

order to conserve the energy. So, in Oppnet there might occur a casehare the destination node power is not
on and the message that was intended for it might get lost in the network beause the node for which it was
destined was invisible to the network. To cope up with situations ke this, using RIO protocol, the node that
is currently holding the message defers the routing of the message tilnthe node for which it is destined turns
on its power. If the destination node doesnt turn on its power unti a certain threshold value of time duration
then the node (i.e. currently holding the message) sends a destition unreachable error message to the source
node. Figure 3.5 depicts a destination unreachable scenario wherée¢ source node forwards the message and
this message passes through nodes IN-1, IN-2 and nally IN-3. IN-3 node not@&s that the destination is not
in the network (i.e. its battery is 0) so it defers sending the message until some threshold time (assuming
twice of remaining TTL). If until then, the destination node does not switch on its power then a destination
unreachable error message is sent to the source node.

3.2. Working of RIO. RIO is a dependent reliability protocol. It improves the performance of an existing
routing protocol, if reliability features that are established in RIO are allowed to work in parallel with other
existing infrastructure less routing protocol. In RIO, every node rst checks if any incoming message is an error
message. If an incoming message is an error message then it matches thetidation address (i.e. embedded in
the error message) of error message with its own address. If match ocauthen it suspects whether the error
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DESTINATION UNREACHABLE
ERROR MESSAGE

BATTERY
DESTINATION

*IN-INTERMEDIATE NODE

Fig. 3.5 . Destination Unreachable

message is redirection error message or not. If it is not redirection eor message then it resends the message
or take some suitable action. If the address does not match then it routeshis error message in the Oppnet
because this error message is not intended for this node. If the incdng message is not an error message then it
checks for the errors that were speci ed in the previous section &. the node checks for redirection error, bu er
over ow error, Time Limit Exceeded, Parameter problem and destination unreachable error.

In the following paragraphs, strategies are discussed to deal with thee errors. All these errors are checked
at a node when the node receives any incoming message. For example, @e when receives a message checks
whether its bu er is full or not, whether TTL of message is greater than zero or not, likewise it checks for other
errors.

The redirection error is checked by calculating the angle betweenhe two imaginary lines that are formed
by joining the coordinates of the sender node to the coordinates of i current node and the coordinates of the
sender node to the coordinates of the destination node. The rst lne is between the coordinates of the sender of
the message and the current node. The second line is between theardinates of destination node of the message
and the sender node of the message (i.e. the node from which the cermt node has received the message). If
these two lines are making an angle greater than ninety degrees then theiis a redirection error and the current
node tries all connections which result in angle less than ninety dgrees between the above two speci ed lines
and simultaneously sends a redirection error message to the source ¢fis message. The two possible scenarios
have been shown in gure 3.6 and gure 3.7. In gure 3.6 i.e. scenario 1, tk intermediate node notices that
the angle formed between the two lines that are speci ed above is great than ninety degrees, so it sends a
redirection error message to the source node. In gure 3.7 i.e. sceriar2 the angle formed between the lines
speci ed above is less than ninety degrees, so it continues witharmal routing. For nding the coordinates
of the nodes, Global positioning system (GPS) is used, which is nowa-days pre-installed on every mobile and
laptops. GPS does not require any other technologies like internet tmperate, it operates independently. Hence
this technology is handy to nd out the coordinates of the nodes.

Send redirectional error
message to source and
ltry all connections that
lead to slope<90

[IN1 ]

*Not acceptable range(Angle>=90)

2

“IN-Intermediate node

Fig. 3.6 . Redirection error (scenario 1)

The bu er over ow problem at a node is detected by checking the curent free bu er space. If the free
bu er space is less than or equal to zero then the bu er over ow error reporting message is sent to the source
node of incoming message before this node discards the message.
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Fig. 3.7 . Redirection error (scenario 2)

The TLE error at a node is detected by checking the values of TTL for allthe incoming messages, if the
TTL is found to be zero then the TLE error reporting message is sent tothe source node.

The parameter problem error is detected by checking the validity ofdestination address speci ed in the
incoming message. If the destination address that is embedded in th@coming message is found to be invalid
then a parameter problem error message is sent to source of incoming nsagie before discarding it.

The Destination unreachable error is detected by checking the vibility of destination node address through
GPS. The node holds the message until the destination node gets vide and keeps the message in its bu er until
some threshold is reached. If the destination node is not visible uil a certain threshold (twice of remaining
TTL) then a destination unreachable error message is sent to the sourceode.

4. Simulation Results. Opportunistic Network Environment (ONE) [25] simulator has been used to
evaluate the performance of RIO protocol. ONE is an open source Oppnet siafator. It is built with java
programming language. It comes with several built-in modules that faciitate routing in Oppnet. ONE generates
reports based on the settings that have been made to run the simulationThere are in nite humber of di erent
scenarios that can be run in ONE simulator. This characteristic makes itone of the most popular simulators
for simulating Opportunistic network environment protocols.

4.1. Simulation Setup.  Table 4.1 shows the simulator parameters that have been chosen for thessup
to simulate RIO protocol. The pseudo code that has been presentechithe above section has been implemented
in update method of the routing class of ONE simulator. To test the perbrmance of RIO with existing routing
protocol, Spray and Wait routing protocol is used with RIO. RIO has been simulated by varying following
metrics while keeping the other parameters constant.

1. Variation in the nodes: The nodes in the network are changed from 40 to 240y increasing 40 nodes
at each step and keeping all others parameters constant.

2. Variation in TTL of nodes: The message TTL has been changed to di erentvalues from 100 to 300
with an increment of 50 while keeping all others parameters constant.

3. Variation in message generation interval: This interval has been varieqwhile keeping other parameters
constant) that changes the messages generated in the network, for exampgfehis interval is 0 to 5 then
the message will be generated at each node at a timestamp that ranges from 0 6.

The following metrics are used to evaluate the performance of RIO:

1. Average Message Delivery probability: It is the probability of succesfully delivered messages.

2. Average Hop Count: It denotes the average number of hops or nodes that a messagavels to reach
its intended destination.

3. Average Message Delay: It denotes the average time taken from messageatien t its delivery.

4.2. Results and Observations. In this section, the results and observations after performing the sn-
ulation are presented.
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Table 4.1
Simulation Parameters

Parameter Simulation Value
Area of simulation 4500 x 3400 sq. m
Transmission Rate 250 Kbps

Groups of nodes 6

Transmission range 10 m

Movement model Shortest Path Map Based Movement
Each nodes Storage Space 5 Mb

Simulation time 43200 s

Speed Range 1-14m/s

Range of Wait Time 0-120 s

Message size 500 Kb to 1Mb

Generation time of Messages 25-35 s

4.2.1. Average Message Delivery Probability. This section compares the results of average message
delivery probability for Spray and Wait (SAW) protocol and SAW with Rl O protocol by varying the parameters
like number of network nodes, TTL and message generation interval. Figie 4.1 depicts the average message
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Fig. 4.1 . Average Message Delivery Probability v/s Number of Nodes

delivery probability v/s the number of nodes. As the number of nodesincreases the average message delivery
probability increases in Spray and Wait because the network becomesethse and messages easily nd nodes that
can deliver them to destination node. The probability is further increased in Spray and Wait with RIO because
now some of the messages which were not delivered to destination in &y and Wait are retransmitted by the
source node after receiving the error message. The cause of failuresigeci ed within the error message. In gure
4.1, the average message delivery probability increases by 15.29% in Sprapd Wait with RIO as compared
to Spray and Wait. Hence, on an average the delivery probability of messagemcreases in RIO with Spray
and Wait as compared to Spray and Wait. It can be justi ed by the fact that t he messages which previously
get discarded by the intermediate nodes (due to various reasons likbu er over ow, TTL expire, parameter
problem etc.) now get successfully delivered to their intendedlestination because of the reliability imposed. If
the message gets discarded, an error reporting message is sent to sounocele which leads to retransmission of
message and thus resulting in more number of successfully delivwst messages.

Figure 4.2 depicts average message delivery probability v/s TTL of the mesages. It has been observed that
RIO with Spray and Wait has better message delivery probability as compaed to Spray and Wait. As the TTL
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Fig. 4.2 . Average Message Delivery Probability v/s TTL of the messages

increases, the time that a message can search for their respectivedli@ation increases. If some messages get
discarded or by some means do not reach to their destination, now have mermrobability for successful delivery
because of the error reporting mechanism of RIO. Using RIO, the averagmessage delivery probability of Spray
and Wait protocol has increased by 11.59%.

Figure 4.3 depicts average message delivery probability v/s message geation interval. As this interval
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Fig. 4.3 . Average Message Delivery Probability v/s Message Generation | nterval

decreases, more number of messages get generated in the network, legdio increase in network tra c. Spray
and Wait protocol is a controlled ooding-based technique which in turns add to the already increased tra c.
Hence the number of messages dropped at intermediate nodes increasesich results in decrease in average
message delivery probability of Spray and Wait routing protocol. The awrage message delivery probability
increases when RIO works alongside Spray and Wait because now some of tiiessages which were previously
gets dropped are delivered to their respective destination becaesof the added reliability features of RIO. The
average message delivery probability of SAW with RIO has increased by 283%.

4.2.2. Observing Average Hop Count. Implementing RIO with Spray and Wait, the average hop count
increases as now the hop counts of the messages which were previously distarded by the intermediate nodes
now travel again from source node to destination node because of the @ reporting mechanism used in RIO.
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This increases the number of hops through which the message has been s order to reach its destination
node. Figure 4.4 shows the average hop count v/s number of network node§he average hop count of Spray
and Wait using RIO increases by 15.83% because now the discarded messatyasel through more nodes as the
network is dense, thus this will add to hop counts.
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Fig. 4.4 . Average Hop Count v/s Number of Nodes

Figure 4.5 depicts average hop count v/s Time to Live. In the gure the average hop count increases by
15.71%, which is justi ed by the fact that as the TTL increases the mesages have more time to live in the
network and if some messages get discarded by some intermediate nodé&ih an error message is sent to the
source node, which leads to retransmission of the messages and thusreases the average hop count.
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Fig. 4.5 . Average Hop Count v/s Time to Live

Figure 4.6 shows the average hop count v/s message generation interval. Tteverage hop count of Spray
and Wait has increased by 19.45% using RIO which is justi ed by the fact hat as the message generation interval
decreases the number of messages generated increases, this increttsesiumber of undelivered messages and
some of these undelivered messages are retransmitted because of teéability features of RIO and thus this
further adds to the hop count which is evident from the gure.

4.2.3. Observing Average Latency. In Spray and Wait using RIO, on an average the latency increases
as compared to Spray and Wait. This is justi ed by the fact that now the transmission time of sending the
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error reporting message back to source node is added to the total latencyAnd also, the time to retransmit the
message (which was previously discarded) from the source to destiriah node has also been added to latency
leading to higher latency as compared to Spray and Wait routing protocol. This is evident from gures 4.7, 4.8
and 4.9. Figure 4.7 depicts that the average latency of Spray and Wait incrases by 8.02% with varying number
of network nodes. Figure 4.8 shows that the average latency of Spray and &it with RIO increases by 3% by
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Fig. 4.7 . Average Latency v/s Number of Nodes

increasing TTL. Figure 4.9 depicts that the average latency of Spray andMait increases by 11.94% while using
RIO v/s message generation interval.

5. Conclusion and Future Work. The work establishes the reliability in Opportunistic Network thr ough
the application of error reporting. In this, a novel reliability proto col, RIO has been proposed, implemented and
tested. RIO works in parallel with the existing routing protocols and it enhances routing performance because
of the added reliability features. The proposed work classi es errorghat may happen in the Oppnet into ve
categories, Redirection error, Time Limit Exceeded (TLE) error, Bu er over ow error, Parameter Problem error
and Destination unreachable error. RIO protocol has been implementedilong with Spray and Wait routing
protocol. It has been observed that RIO causes increase in average messalgdivery probability, average hop
count and average delay of Spray and Wait protocol.
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In future, we will try to establish reliability in Cloud Computin g based routing protocol and hence can
improve the e ciency of Oppnet so that it can be used for practical purposes.
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ENHANCED CLUSTERING ALGORITHM
BASED ON FUZZY LOGIC (E-CAFL) FOR WSN

PAWAN SINGH MEHRA , MOHAMMAD NAJMUD DOJA, AND BASHIR ALAM Y

Abstract. Since longer lifetime of the network is utmost requirement of WSN , cluster formation can serve this purpose
e ciently. In clustering, a node takes charge of the cluster to coordinate and receive information from the member nodes and
transfer it to sink. With imbalance of energy dissipation by the sensor node, it may lead to premature failure of the network.
Therefore, a robust balanced clustering algorithm can solve this issue in which a worthy candidate will play the cluster head role
In this paper, an enhanced clustering algorithm based on fuzzy | ogic E-CAFL is propound which is an improvement over CAFL
protocol. E-CAFL takes account of the residual energy, node den sity in its locality and distance from sink and feed into fuzzy
inference system. A rank of each node is computed for candidatu re of cluster coordinator. Experiments are performed for the
designed protocol to validate its performance in adverse scenari os along with LEACH and CAFL protocol. The results illustrate
better performance in stability period and protracted lifetime.

Key words:  Energy E ciency, WSN, Cluster Formation, Network Lifetime, Fuzz y Logic, Cluster Head

AMS subject classi cations. 68M10, 94D05

1. Introduction.  In current scenario, with rapid development in wireless communiation, embedded com-
puting and diverse sensor technology, WSN is emerging very swiftlyWith enormous and cheap micro sensors
deployed in the area of interest, WSN collects the data from surrouding and forward the same to the sink for
further processing by end-users. There are several applicationsf WSN e.g. defence, structural monitoring,
industrial monitoring, environmental monitoring, climatic and weather monitoring , natural disaster, health
care etc.[1, 2, 3]. WSN is resource restricted with regard to energy,omputation and communication.This
network possess restricted power supply and requires pro cienand proper utilization of sensor node (SN)
power for longer lifespan of the network [4, 5]. Since SN are light weight ah tiny devices with low power,
their transmission range is restricted to conserve energy [6]. Longeristance transmission of data is generally
accomplished by multi-hoping or intermediate nodes. In some appliations, by making use of auxiliary resource
like solar cells, the power source of SN can be top up [7] nonethelessi# not continuous which can hamper
the functioning of the device. The key addressing issues for impwing the lifetime are network topology and
e cient energy consumption. Cluster based schemes e ectively mantains network topology by partitioning
the eld and forming clusters. To drag out the lifespan, designing of clustering algorithm which is e cient
in conserving energy is inevitable . Either single hop or multi-hop méhods are adapted for communicating
sensed information to sink/base station (BS). Evidence from experimets portray that computation is lesser
energy expensive than communication [9]. According to [10], for transfeof one bit, the energy dissipated is
comparable to approximately 1K operations performed by SN. For conservinghe energy, emphasis should be
given on two constituents: number of operations performed by SN and theommunication method appertain.
Blending diverse e cient method may result in extendable lifetime of WSN [11, 12] .

This paper propounds enhanced clustering algorithm using fuzzy logi(E-CAFL) for protracting the network
lifespan. Most of the clustering protocols are probabilistic and chooss cluster head on the basis of maximum
remnant energy and its farness from BS which is not su cient to choosethe best candidate. This algorithm is
distributive in nature which uses deterministic method. E-CAFL is an improvement over CAFL [13]. CAFL
considers the remnant power and closeness to BS for calculation of chance€SN while selecting the CH whereas
when the nodes choose their CH, it uses remnant power of CH and closess to their tentative CH. Both the
parameters are crucial but the density around the tentative CH is alsoequally important as more members
in cluster will lead to more energy dissipation by CH in transmissionand reception of data. Also, CAFL is
randomized protocol where the election of CH is dependent upon randomumber (RN) generated by each SN.
SN gets elected as CH if its generated RN is less than a calculated thitesld which can sometimes lead to
no CH selection in a round as there are chances that RN generated by all &@SN are greater than threshold.
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Overcoming the limitations of CAFL, E-CAFL considers node density along with remnant power and separation
distance from BS while choosing the best candidates for CH role. Also ember nodes intelligently select their
CH on the basis of CH-Chance which takes into account the rank of the CH and idtance to that CH nodes
during cluster formation. Along with that, E-CAFL also eradicates the r andomization by selecting only the
p% best candidates for CH candidature. For assessing the performance BfCAFL, simulation experiments are
carried out and compared with CAFL and LEACH.

Rest of the outline of this literature is as follows: Relevant work is dscussed in Section 2. Preliminary
discussion is done in Section 3, E-CAFL protocol is discussed in Seoh 4. Performance evaluation after
simulation is done in Section 5. Finally, concluding remarks with sumnary of the contribution is discussed in
Section 6.

2. Relevant Work.  In recent past, ample number of exploration and research work have beetarried out
on clustering protocols in WSN. In this section, key highlights of somepopular and recent clustering techniques
especially fuzzy logic (FL) based are talked about. LEACH is the pioneer ptocol for cluster formation of SN
in WSN [14]. It is a distributive protocol that makes decisions locally for the selection of CH. It is randomized
in terms of rotation of CH role to distribute the load evenly. This proto col also performs data compression at
CH level so as to minimize the amount of data directed to BS. First imgementation of Fuzzy based clustering
approach is propound in [15] which is an improvement over LEACH. Network Ifetime is e ciently increased by
making use of three input constituents (node centrality, degree ofiode and its energy) in Fuzzy Inference System
(FIS). Twenty seven fuzzy if-then rules are used and selection o€H is done by BS using these rules. Since
this approach is centralized, therefore it is not suitable for scalablenetworks. Author in [16] propounds CHEF
protocol in which there are two input variables for FIS: nodes remnam energy and local distance. There are
nine fuzzy rules to evaluate the fuzzi ed inputs and calculation of rodes chance to be elected as coordinator of
cluster. LEACH-FL [17] employs similar approach to [15]. It considers tiree descriptor (farness from BS, density
around node and node power level) in computing the chance of CH candidure. In [18], a clustering approach
with fuzzy logic (FL) is propound to protract the life time of WSN. This p rotocol is scalable to large WSN.
EAUCF [19] propound fuzzy based distributive clustering algorithm in which remnant energy and farness from
BS is used for election of CH. There are nine fuzzy IF-THEN rules to dect tentative CH. Each tentative CH
calculate the competitive radius to compete for CH candidature. But this algorithm doesnt contemplate energy
dissipation due to huge intra communication which deteriorates the grformance of the protocol. DCFP[20]
protocol lessens total network energy dissipation by building the nawork infrastructure once at the beginning
and remain same throughout the lifetime. Fuzzy ¢ means algorithm is adopte to allocate SN to most apposite
cluster. MOFCA [21] is another approach in which CH are chosen based on renamt energy and aloofness to BS.
If a CH is closer to BS then its competitive radius is greater and it canperform more task like data collection
and transmission. The author [22] proposed HEEDML-FL-o which is enhancemdmover HEED [23] with fuzzy
logic incorporation. The inputs considered for FIS are remnant energy anchode density. It improves the energy
e cacy by 193.84%. DUCF[24] protocol ensures load balancing by forming clustes using fuzzy logic. There
are three input parameters to fuzzi er: node density, distance fom BS and remaining energy of node. The
two output parameters are chance and size. MCFL [25] is somewhat diversgpproach to form clusters. Most
eligible nodes are selected as CH and are trusted for few rounds to nimize the number of exchange messages in
clustering algorithm. Experimental results portray better performance of this algorithm than its comparatives.

The author [26] proposed FZSEP-E which divides the area of interest ito zones with heterogeneous nodes.
Fuzzy logic is adapted to form clusters with parameters like densityenergy and farness from BS and substantially
improves the lifetime of WSN. Author in [27] propound two step fuzzy system for selecting suitable CH. It uses
descriptors like vulnerability index, energy, farness from BS, @nsity, distance among CH and centrality and
successfully balance the network energy consumption. FBECS [28] isigfributive algorithm which assigns
prede ned probability to SN as per their farness from BS. It uses fuzzy logic to select optimal candidates for
CH role. Author in [8] propound two methods to improve the e cacy of LEACH. It altered the threshold for
best CH candidate selection and modi ed the TDMA schedule for beter transmission mechanism. MACHFL-
FT [29] is fuzzy based algorithm for clustering heterogeneous nodes umgj xed threshold to avoid re-clustering
up to some rounds. The criteria for comparison is based on remnant energgead nodes, rst dead node, half
dead node and last dead node. EIl Alami and Najid propound CAFL[13] to enhance CFL protocol. In this
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protocol, for the CH selection, two inputs i.e. remnant energy and abseness to BS are fed to FIS in order to
compute rank and for the formation of cluster, two parameters which are cosidered for cluster formation are
residual energy of tentative CH and closeness to that CH for increasing ciency of network.

3. Preliminaries.  The objective of proposing E-CAFL is to overcome the limitations of CAFL protocol
and improving its e ciency. Before we begin with the description of the E-CAFL protocol, some characteristics
of network system are discussed hereafter.

3.1. Some Assumptions and Network Structure. While designing the proposed protocol, some as-

sumptions are made in this protocol which are mentioned below:

The deployment of SN is randomized.

The SN are homogeneous with battery level at parity

BS as well as SN are immobile.

The power supply to SN is irreplaceable and non-rechargeable where&sS has continuous power supply.

The separation distance is computed by RSSI.

BS is kept aloof from eld.

The communication between any two devices is symmetric.

SN will be presumed dead only if its power supply gets exhausted.
The target eld is presumed to be of 100 100 size as shown in Figure 3.1. SN are scattered indiscriminately
over the area of interest and the BS is located at (175, 50).
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Fig. 3.1 . Network Layout
3.2. Radio Energy Model. In E-CAFL, rst order radio energy model is adapted which is identical

to the work presented in [13]. The amount of energy dissipated for transnssion and reception ofs bits is
represented asEryx and Egrx respectively. However, the system behavior is dependent upon dtiations 3.1
and 3.2.

(

SEelec + S s d?; d<d,

Erx(s;d) =
T (s:d) SEelec + S mpd*;  d>do

(3.1)

q
whered, = :p

For receiving s-bits data, the energy required is calculated as follows:

Erx(S) = Erx elec(S) = SEelec (3.2)
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The total energy exhausted by a CH in each round is calculated by EquatiorB8.3
EcH = nS(Eelec + s dss + Epa) (3.3)

where the distance between CH and BS is denoted bgiss and n is the count of member nodes. Similarly, the
amount of energy dissipated by a cluster memberEcy ) is computed by Equation 3.4 in which dcy is the
distance to its CH.

Ecm = S(Eelec + fsdch ) (3-4)

4. E-CAFL. This section discusses enhanced clustering algorithm using fuzaggic (E-CAFL). It is an
improvement over the CAFL protocol which is discussed hereafter First, the BS is kept aloof from the target
eld in both the scenario while performing simulation experiments so as to make the application suitable for
situation where human reachability is rare or impossible. Second, In adition to the parameters used in CAFL
while electing a node as CH, the overhead of the CH is also considerad terms of node density as third
parameter because it determines the intra cluster communication cds Third, randomisation of CH selection is
eliminated from CAFL and decision for CH selection is made purely on thebasis of rank rather than randomly
generated number. Fourth, during the cluster formation, instead of wsing remnant energy of CH, we have used
rank of CH while making any decision to choose CH for member nodes becsai it will provide profound status
of the CH node . The E-CAFL protocol is based on rounds. Once the SN are sc@red in the area of interest,
E-CAFL protocol comes into play. CH selection and Cluster formation in E-CAFL is explained hereafter.

4.1. Selection of Cluster Head. In every round, only p% CH are elected from alive node. To form
clusters, a packet (BSLOC) is broadcasted by BS in the eld which comprises of BS coordinatesand a schedule.
Each SN broadcasts a packet (INFOMSG) in eld within the transmitter range as per the schedule provided
by BS. After the completion of all the broadcasts, local parameters like @nsity, remnant energy and farness
from BS are computed by SN. The CH selection algorithm is described in AJorithm 1.

Algorithm 1 CH candidate selection algorithm in EE.CAFL
1: SN Overall SN in the eld

2: i Unique Identity

3: SN(i).Energy current power level

4: SN(i).Type member

5: SN(i).Rank 0

6: SN(i).Density  Total SN inside Transmitter Range(Rc)

7: SN(i)).DBS Distance from BS to SN(i)

8 ListCH O

9. CountCH O

10: Compute rank of each Node(i) using Fuzzyl ogic(Closeness to BS, Node Density,Remnant Energy)

11: Broadcast rank to proclaim CH candidature
12: While(Count _CH <=p% )

13: f

14: if SN(i).Rank > ReceivedSN(j).Rank then
15: SN(i).Type CH

16: Count_CH++

17: Add SN(i) to List _CH

18: Broadcast CL_ HEAD packet

19: end if

20: g

In E-CAFL, to select the CH candidates, fuzzy logic is incorporated. The decision making behaviour of
human is e ciently handled by fuzzy logic. In order to calculate the r ank of each node, three input variables;
density, remnant energy and farness from BS are applied to FIS as depid in Table 4.1.
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Table 4.1
Input and its linguistic variables for CH selection

Input Variables Linguistic Variable

Node Density High(H) Medium(M) Low(L)
Closeness to BS  Far(F) Medium(M) Near(N)
Remnant Energy High(H) Medium(M) Low(L)

Triangular and Trapezoidal MF are used for intermediate and boundary variables respectively since it is
simpler with faster computation. Each MF must satisfy a condition that it should range from 0 to 1. Other
MF are also there like Bell,Sigmoid, Gaussian etc. which can also be ad but proposed work has shown
better results with these two MF. The triangular and trapezoidal MF u sed are given in Equations 4.1 and 4.2
respectively.

vy
vV u

. t
f(y;tuv) = max(mm(%; ); 0) (4.1)
byt = Ly toowoys
f(y;t;u;v;w) = max(mln(u t,1, W V),O) (4.2)
These membership function (MF) of crisp input values are framed byusing [13] and experimental experience
as illustrated in Figure 4.1-4.3. After the fuzzi cation, the values obtained are provided to rule base to test for
IF-THEN conditions. There are twenty seven rules as depicted in Taltle 4.2 which are applied to obtain the

rank.
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Fig. 4.1 . MF-Closeness to BS

In this protocol, Mamdani inference system is adapted which is most ammonly used [22, 28] because of
its characteristics and simplicity. A value is obtained by using AND and OR operators. FIS endeavour to
imitate the human inference system in making conclusion from the gien set of constraints in knowledge base.
The procedure of defuzzi cation maps the fuzzy set obtained from inérence engine into crisp value for drawing
conclusion. The center of area (C*) method used for defuzzi cation pocess is given in Equation 4.3

R
_ palyydy (4.3)
A(y)dy
For crisp output, the fuzzy variables used are shown in Table 4.3. Defzzi er changes the obtained input from
inference engine into crisp set using triangular and trapezoidal MF ashown in Figure 4.4 and rank for each
node is obtained.
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Table 4.2
Fuzzy Rules for Node Ranking

Rule No. R_Energy DBS Density Rank

1 H F H S

2 H M H VS
3 L M P VW
4 H N H VS
5 M M H MS
6 H F M RS
7 M N P MW
8 L F H W

9 H M M S
10 M M M M
11 H N M S
12 M F P RwW
13 L N H RW
14 L F M VW
15 H F P MS
16 M N M M
17 M M P MW
18 H M P RS
19 L F P VW
20 L N M w
21 H N P RS
22 M F H M
23 L M M W
24 M N H MS
25 L N P W
26 M F M MW
27 L M H RW

Table 4.3
Output and its Linguistic Variables

Output  Linguistic Variable

Rank Very Strong(VS), Strong(S), Rather Strong(RS), Medium Strong(MS),Medium(M),
Medium Weak(Mw), Rather Weak(RW), Weak(W),Very Weak(VW)

Once the rank of all the nodes is computed, each SN broadcasts its rank whiin the transmitter range as per
the schedule. After the completion of all the broadcast, each sensor nedcompare its rank with all the received
rank. If its rank is highest, it will proclaim its candidature for CH b y broadcasting (CL_.HEAD) packet which
contains its density and remnant energy otherwise it will wait to join the optimal cluster. Thus the candidates
with higher rank will be elected as CH.

4.2. Cluster formation in E-CAFL. After the selection of CH, rest of the nodes (Non-CH nodes) will
now have to make a decision to join one of the cluster. For this, the ndes will calculate the chance of all the
elected CH whose packet is received by the node. This cluster faration is depicted in Algorithm 2. Since, the
node has CHRank received earlier, it will calculate its closeness to that CH. Wth these two parameters, node
will pass it to Fuzzy logic in order to calculate the chance of each CH soHat it can join the optimal cluster.
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The input and its linguistic variables are listed in Table 4.4 and its MF is shown in Figure 4.5 and 4.6.

Algorithm 2 Formation of Cluster in E_CAFL
1: REC_CH_LIST All CH whose packet(CL_.HEAD) is received

2: i Distinct ID of sensor nodes

3: Compute chance of each CHNode in REC_CH_LIST using Fuzzy logic
4. OPTCH O

5: While(End of REC _CH_LIST )

6: f

7. if CH_Node(j).Chance> OPT _CH then

8: OPT_CH |

9: end if

10: ¢

11: SN(i).CH=j //SN with ID as j is selected as CH for SN(i)
12: SN(i) will send a packet (JOIN_REQ) to SN(j)

13: SN(j) will send ACK to SN(i) with TDMA slot

Membership function plots
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Fig. 4.5 . MF-Rank-CH

Table 4.4
Input and its Linguistic Variables for cluster formation

Input Variables  Linguistic Variable

CH_Rank Very Strong(VS), Strong(S), Rather Strong(RS), Medium Strong(MS),
Medium(M), Medium Weak(Mw), Rather Weak(RW), Weak(W),
Very Weak(VW)

Closeness to CH Far(F),Medium(M),Near(N)

After completion of fuzzi cation process, the values obtained are passedb rule base to test for IF-THEN
rules. For calculating the chance of CH, there are twenty seven ruleso be applied as shown in Table 4.5. In
this cluster formation, Mamdani model used. The defuzzi cation process uses (C*) as given in Equation 4.3
and converts the received input into crisp set output. The fuzzy output variables used are similar to output
linguistic variables used in Table 4.3. Triangular and Trapezoidal MF usedare shown in Figure 4.7 and chance
for each CH is obtained.
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Table 4.5
Fuzzy Rules for CH _Chance

Rule No. CH_Rank Closeness to CH CHChance

1 VS F S

2 VS M VS
3 VS N VS
4 S F RS
5 S M S

6 S N S

7 RS F MS
8 RS M RS
9 RS N RS
10 MS F M
11 MS M MS
12 MS N MS
13 M F MW
14 M M M
15 M N M
16 MW F RwW
17 MW M MW
18 MW N MW
19 RwW F W
20 RwW M RwW
21 RwW N RwW
22 wW F VW
23 W M W
24 wW N W
25 VW F VW
26 VW M W
27 VW N RW
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Membership function plots
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After obtaining the chance of each CH, node will choose to join the clugir whose CH is having highest
chance. Node will send a (JOINREQ) packet to the CH. The CH will accept the request and send acknowedge-
ment packet(ACK) to the node for con rmation. In this way, all clust ers are successfully formed. Afterwards,
CH will send TDMA slot to all member nodes to collect data evading colision. After the collection of informa-
tion sensed by member nodes, CH fuses the data for minimizing theommunication cost. The fused data will
transferred to BS for further processing by end user. Thus, E-@FL will complete one round.

5. Simulation and Performance Evaluation. To analyse the performance of E-CAFL, simulation ex-
periments are carried out and compared with LEACH and CAFL protocol. The eld size is chosen to be 1062
with static SN scattered in random fashion. The BS is located at (50,175) wtth is remotely located from the
eld in order to make the protocol widely applicable for any environment. Matrix laboratory is used for simula-
tion work as it is easier for Fuzzy logic implementation and graphical resuk can be seen. The con guration of
simulation parameters are shown in Table 5.1. The simulation experimets are performed extensively to obtain
normalised results. For performance evaluation, two scenarios are comred in which some of the simulation
parameters are varied from one another. In scenario 1, the SN are available thi E, = 0:5J and N=100 where
as in scenario 2E, = 1J and N=200. For fair comparison, simulation parameters are kept similar for E-CAF,
LEACH and CAFL. The performance comparison is based on following metrics:

Alive Nodes : It depicts the count of nodes still alive in each round.

Average Energy : It shows the total energy of the network available in each round.

FND, QND and HND :FND is the First Node death, QND is the Quarter Node death and HND is
the Half Node Death of the protocols.

Throughput : It is the number of information messages successfully deliveredtthe BS.

Table 5.1
Con guration of Simulation parameters

Description Symbol Values

Total SN in the Field N 100=200

Ampli er energy for free space fs 10pJ=bit=m?
Ampli er energy for multipath mp 0:0013J=bit=m*
Battery level before deployment E, 0:5J=1:0

Data packet Size M 4000bits
Electronic Circuitry Eelec 50nJ=bit

Data Fusion Epa 5nJ/bit/report
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More information can be collected from the network if large count of alive
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579 and 641 round respectively for scenario 1 whereas for scenario 2, stéigiperiod is achieved till 1502 rounds
where as in case of CAFL and LEACH it is 1133 and 1220 rounds for death of rst node. fom these results we
can conclude that E-CAFL dissipated energy in balanced manner. Both therotocols have performed poor due
to non-consideration of node density which also plays an important role With early expiration of SN, network
becomes unstable as well as unreliable due to poor coverage. Betterigdility and stability requires perishing

of SN after later round.

5.2. Average Energy dissipation rate. Wireless communication fritters a large amount of energy. With
the increase of rounds, average energy of the network decreases reggtin death of nodes. Figure 5.2 depicts
the average energy dissipation rate of the network. When both the scenaérs are considered, we can see that
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E-CAFL dissipates less energy per round as compared to CAFL and LEACH pradcol which reveals balanced
load distribution of the proposed protocol resulting in longer stability period.

5.3. FND, QND and HND. After establishing the network, target is to gather more information from
the eld where network lifetime is essential. Premature expiraton of SN may lead to uncovered regions of
the eld resulting in poor performance. Figure 5.3 shows the rst node death, quarter node death and half
node death metrics gathered from simulation experiments. In scen@ 1, E-CAFL achieves 29.56% and 21.04%

Scenario 1 Scenario 2
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Fig. 5.3 . FND, QND and HND

improvement over LEACH and CAFL in FND where as it is 21.02% and 20.42% for scenam 2. QND is
prolonged by 34.06% and 21.20% as compared to LEACH and CAFL for scenario 1, likewiserfscenario 2, it is
19.89% and 20.83% better than LEACH and CAFL respectively. E-CAFL protracts HND by 21.20% and 8.2%
in comparison with LEACH and CAFL respectively for scenario 1. Likewisefor scenario 2, it is improved by
13.12% and 10.02% over LEACH and CAFL respectively. These simulation resudtilluminate the pro ciency
of E-CAFL in better lifetime and protracted stable region.

5.4. Throughput of the network. More successful delivery of packet to BS demonstrates better throgh-
put of the network. As we can see in Figure 5.4, for scenario 1, E-CAFL deliers 38.28% and 34.66% more
packet as compared to LEACH and CAFL respectively which means large amounbf information is collected
at BS. Similarly, for scenario 2, E-CAFL has better throughput of 34.54% and 28.68%over LEACH and CAFL

protocol respectively.

6. Conclusion. For proliferation of energy e ciency of the network and balanced energy corsumption by
the SN, fuzzy based clustering algorithm (E-CAFL) is propound. E-CAFL improves the CAFL protocol by
considering the node density while making any decision be it rank Wwile selecting CH candidature or chance
while joining clusters by member nodes. Also, randomization in prot@ol may sometimes lead to zero CH which
is eradicated in E-CAFL protocol. It is not possible always to place theBS within the network as there are
some applications where WSN is unattended and SN are deployed on the.ySo in proposed work, BS is kept at
distant place in order to satisfy all kind of applications. From the simulation experiments, the designed protocol
(E-CAFL) performs better than its comparative i.e. LEACH and CAFL. E-CAFL signi cantly enhances the
stability period in both the scenarios with better throughput by bal ancing the load of the network.
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ZONE-BASED ENERGY EFFICIENT ROUTING PROTOCOLS
FOR WIRELESS SENSOR NETWORKS

RAJAN SHARMA , BALWINDER SOHI Y AND NITTIN MITTAL 2

Abstract. This paper proposes a novel zone or grid-based network deploymen t framework for energy e cient selection and
reselection process of Zone-Head (ZH) in the WSNs. The proposed z one head reselection process ensures energy e ciency, load
balancing, and stability which further prolongs the network |  ifetime. Instead of carrying out periodic reselection of Zone-H ead (ZH)
that leads to extra energy consumption and network overhead, the  protocol dynamically initiates the process of reselection base d
on residual energy level of ZH. In the proposed approach the proces s is segregated into four phases; deployment phase, the zone
formation phase, zone head selection phase, data transmissio n phase and reselection phase. We implemented the proposed alg orithm
in MATLAB and its result outcomes reveal that the proposed metho  d outperforms the competitive algorithms for parameters such
as load balancing, total energy consumption and network lifet ime.

Key words: DRESEP, SEECP, WSN, Residual energy, Network lifetime
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1. Introduction. In Wireless Sensor Networks (WSNSs), routing protocol plays key rolen increasing
network energy e ciency and is a source of inspiration for those reseaiters who attempts to save the energy of
wireless sensor node and to enhance the lifetime of the network ingpallel [1]. The operation which consumes
most of the energy in WSNs is the activity of data packet routing. The charaderistics of the WSNs are unique
in contrast to traditional networks. These unique characteristics are often taken into account for addressing the
issues and challenges related to network coverage, node distriboti, node administration, network deployment,
energy e ciency, security [2-4] and so forth. In recent years, WSNs lave been widely investigated [3- 5]. WSN
typically consists of large number of low cost unattended multifuncioning sensing nodes that are typically
deployed in large quantities and in a high density manner with limited energy resource [1]. These sensing nodes
are linked by wireless medium using radio, infrared, or optical fregency band. These networks have various
applications like ood and re detection in remote areas, tra ¢ survei llance, air tra ¢ control, and so forth.
Sensors jointly gather ambient condition information such as temperatue, pressure, and humidity from their
surrounding environment and forward it towards static data sink. In many scenarios, as nodes are deployed
in remote and dangerous area, replacement of their batteries becomes imgsible. So they must work without
replacing their batteries for many years [6]. Thus power management haBecome one of the fundamental issues
of WSNs. The factors which causes energy consumption in WSNs and deterites the network lifetime are
collision, overhead, overhearing, idle listening, complexity and ta ¢ uctuations. These factors deplete the
energy resources of WSNs. In WSNSs, single-hop routing consumes more ggeand leads to unbalancing the
energy distribution to the nodes which are far from base station (BS).On the other hand, limited radio range of
the node and other environmental factors (obstacles, noise, interfence, etc.) make single-hop communication
infeasible [7]. In WSNs nodes are often randomly distributed across agén geographical area. In such situation
some regions in the network get densely populated whereas others regeiless number of nodes. Cluster and
grid-based algorithms [8-9] are employed to cope up with this problem. @ister based schemes minimize energy
consumption and simplify network management by treating related nods in groups. Cluster-based approaches
increase scalability, robustness, provide load balancing and data aggredan [1, 6, 9]. These algorithms are
utilized for clustering in e cient manner where the entire ter rain is segregated into virtual grids, and are
widely used because of its simplicity, scalability, and uniformity in energy consumption across the network
[10]. In literature, di erent energy e cient cluster-based and gri d-based algorithms have been proposed such
as LEACH [11], TEEN [12], CBDAS and GBDD [13] but still load balancing and energy e ciency are open
issues because of the randomized nature of WSN. The iterative proces$ cluster formation and CH reselection
requires transmitting continuous control messages which resultsni extensive energy consumption of the nodes
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and leads to poor performance of the network. This paper focuses on a griok zone-based technique that can
ensure load balancing and intelligent selection and reselection of zoread (ZH) to maximize network lifetime.
Our main contribution is to develop a robust network model, which hasbeen developed to deal with variability
in deployment area and node density. The network is divided intoequal squared size grids and the number of
nodes in each zone is determined by their coordinates. Dual-hop commication strategy between ZH and BS
is used to attain load balancing. After the topology construction, ZH seleced is the one having the maximum
energy level and distance value. The role of ZH is rotated based on some #shold to increase network stability
and overall operational lifetime. This paper is segregated as follows. $#on 2 describes about related work.
The Section 3 and 4 are focused on the network model and proposed ZEERRqiocol respectively. Simulation
results of ZEERP are discussed in Section 5. Stability-aware modedf ZEERP is given in Section 6 and its
performance is presented in Section 7. In section 8, the proposed work concluded with future scope.

2. Related work.  The main operational sustainability concern in WSN is its energy resouce constraint.
In recent years, humerous routing protocols have been proposed for W& based on the network organization
and the routing protocol operations [6]. Some of these focused on minimizg the communication distance to
reduce the energy consumption and a handful of them focused on fair ergy distribution to avoid the hot spot
problems. In existing literature, many researchers have proposedi erent clustering techniques that are brie y
discussed below. Heinzelman et al. presented a low energy e ci¢radaptive clustering hierarchy (LEACH)
algorithm in which sensor nodes arrange themselves into clusters fatata aggregation [11]. In this protocol,
data aggregation is performed periodically by cluster heads (CHSs) to redce the redundancy in information to
be communicated to BS. In setup phase, CHs are nominated on the basis of taparameters; percentage of
CH selection and number of times a particular node has been appointed &H. To make a decision, a random
number (between 0 and 1) is chosen by the node. To become a CH for thegsent round, the number picked
by node should be less than threshold value. During steady state phas the data transmission takes place
between non CHs to CH, and then data is transmitted nally to BS. LEACH-ce ntralized (LEACH-C) [14]
uses BS as a centralized point to create clusters in an optimal mannerThe overhead of collecting clustering
information at BS to form the clusters is a drawback of LEACH-C. Manjeshwar et al. presented a reactive
clustering algorithm named threshold-sensitive energy e cient sasor network (TEEN). It senses the medium
continuously and transfers the data less frequently [12]. In TEEN, tke network consists of homogeneous nodes
and is divided into two level CHs. First level and second level CHs a distinguished in such a way that the
CHs which are far from BS are termed as rst level CHs and the closer ones arealled second level CHs. It is
e cient for the time-critical data sensing applications. In this, a CH sends its members the values of hard and
soft threshold [12]. Once hard threshold value is achieved, nodes foand the data to CH. The subsequent data
is transmitted only when the environment changes by a minimum of softthreshold value. The main drawback of
TEEN is that sensor nodes can never transfer data to BS if the thresbld values are not achieved. To get better
performance, stable election protocol (SEP) (Smaragdakis, Matta, & Bestvros, 2004) is proposed to maintain
the hierarchical routing in WSNs where two types of nodes have theiown election probability. Kumar et
al. presented a clustering protocol named EEHC in the heterogeneous rdel [16]. The network is divided
into three categories according to the initial energy of nodes; normaladvanced and super nodes. Apparently,
normal nodes have the least energy, and super nodes have the highdstel of energy. EEHC is based on SEP,
and the three types of nodes in EEHC have their own election probabity to be CHs within a xed time to
keep stable. Energy e cient and scalable sensor network can be achiedethrough clustering and multi-hop
transmission. It has attracted much attention of the researchers. In 17], Kumar et al. improved EEHC further
and proposed a multi-hop clustering protocol called MCR. In MCR, the multi-hop path is built to reduce the
energy consumption. Mittal et al. proposed a clustering algorithm usirg dual-hop communication between CH
and BS, suitable for event driven applications called DRESEP [18] and & stability-aware algorithm named
SEECP [19] to improve its stability period. Researchers combinedhe cluster scheme with the biologically
inspired routing scheme, and they proposed the evolutionary algorithms (EAs). The EAs are used to handle
the cluster-based problem to minimize energy consumption and impve network lifetime with heterogeneity
[20-23]. These routing schemes which are inspired by EAs demonstratettheir advantages in prolonging the
lifetime of hierarchical WSNs. The techniques discussed here angsed to minimize the energy consumption of
network. Besides all these amenities, clustering leads to hotspgbroblem in which certain number of sensors



Zone-based Energy E cient Routing Protocols for Wireless Senso r Networks 57

expire early because of their excessive usage. This results in m&trk partitioning and polarization of nodes.
In Grid-based clustering, the whole network area is divided into vrtual grids. In GBDD [13], the network is
divided into grids (also called cells) initiated by the BS. The r st node interested in communicating data is
set as the crossing point for the grid and its coordinates become the refence point for the grid creation. In
this approach, it is often di cult to achieve preferred number of gri ds required by the network scenario. In a
similar approach, the whole network is partitioned into grids based on tte node location where midpoints are
computed using the membership degree [24-25]. In another approach, theetwork is divided into two levels of
square shaped grids; low level and high level [26]. Low level is for inster data gathering whereas high level
is used for inter-cluster data transmission. In unequal clustemg mechanism, whole network is segregated into
variable size clusters in which CH reserves more energy for interluster communication in order to avoid hotspot
problem [27]. Authors have used multi-hop energy aware routing schem# balance and minimize the energy
load of the CH for inter-cluster communication. Variable size clusteing algorithms can result in balanced
energy consumption maximizing network lifetime. However, extra adertisements for cluster head selection
may lead to extra computation and energy overhead. There are various pratcols, techniques and algorithms
designs which saves the energy of WSNs. Distance-based Residual Egyese cient Stable Election Protocol
(DRESEP) [18] and its stability-aware version named Stable Energy E cient Clustering Protocol (SEECP)
[19] are energy e cient solutions in WSNs. In [28], proposed a Hierarchical Bergy E cient MAC protocol
(HEEMAC) which combines the supremacy of LEACH and CSMA approach. Thisprotocol utilizes the concept
of CSMA based data transmission along with neighbor acknowledgement (N-AgQ. Results proves that proposed
protocol delivers high throughput, energy saving and prolonging lifeime of network. In [29], authors proposed
an ANN based framework for evaluating optimal cost routing using BB-BC optimization approach in the WSNSs.
The integrated link cost is a function of average delay from end to endresidual energy of node and throughput
of the sensor network. Authors focused on the literature review of vaety of MAC protocols for WSNs based
upon di erent parameters such as energy e ciency, throughput delay, and packet loss [30]. In the literature,
we observed that the main aim is to keep the wireless sensor nodes @nergy saving mode to the extreme
extent and to minimize the parameters which are source of energy wastagaich as re-transmission, congestion,
overhear, idle channel sensing and overhead due to control packete that lifespan of network can be prolonged.
R. Sharma et al. investigates the impact of DVFS and DMS schemes on energyrsumption and lifetime of
sensor node [31]. In [32-37], aithors focused on performance, energy e ciey and secured solutions in WSNs.
Looking at the above discussion, we can summarize that the services @rided by di erent clustering techniques
still have several shortcomings that need to be addressed, for instae, network management overhead, hotspot
problem, and broadcasting issues. The above discussion also showsthyrid-based system is a better option
but the dynamic nature of sensor networks makes it di cult to predic t the size of grids and number of nodes.
In the proposed technique, the problems of hotspot, non-uniform distibution of nodes (load balancing), and
computation overhead have been addressed. Furthermore, the propadeechnique is not only energy e cient
but also performs better on load balancing when compared with state-offte-art techniques.

3. Energy dissipation radio model. Power consumption is one of the key factors in designing WSN
protocols as sensor nodes are highly energy limited. Sensors consumeeigy for data processing, wireless
communication and sensing data. The network energy is consumed on bothdas of the communication (trans-
mission and reception) according to a wireless energy consumption rdel as shown in Figure 3.1 [11, 18, 22].
The model consists of two parts re ecting transmission and receptin as shown in equation 1 and 2 respectively.
SN needs to consume energy E TX to run the transmitter circuit and Eamp to activate the transmitter ampli-
er, whereas a receiver consumes E RX power for running the receér circuit. Energy consumption in wireless
communication also depends on message length (I) [18, 23]. The transmissiopst for a I-bit message having
communication distance d, is calculated as

|E etec+ I" friss _amp 0% if d<d o
3.1 E = > p .
1) ™ IE etec* " two _ray _amp d*; ifd do
wheredg is crossover distance and is given by:
q

(3.2) do = "triss _amp ="two _ray _amp
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Fig. 3.1 . Energy radio model diagram.

The term Egec Signi es the per-bit energy expended for transmission. The paramedrs "fiss _amp and
"wo _ray _amp represent energy expended to run radio amplier in free space andwo ray ground propagation
models, respectively. The reception cost for thd-bit data message is given by:

(3.3) Erx = IE clec

whereE ¢ is the per-bit energy consumption for reception.

4. ZEERP. To address the problem of load balancing and energy consumption mentioneid the previous
section, we proposegrid or zone-based network framework named Zone-basatkrgy e cient routing protocol
(ZEERP). 1t is a reactive, load balancing and energy e cient protocol for WSNs. The proposed approach
evenlydistributes the load across the network, improves networkranagement, and extends network lifetime.
Figure 4.1 presents the proposed framework.The process is segregatatb the following main phases.

(i) Deployment Phase: The total number of nodes (where = 1, 2, 3, . . . , ) areandomly deployed in a
square targeted area (A = FH FW ), where and are the eld height and width, respectively. We
assume some default node parameters, for instance, coordinates, noli# and energy level. Once the
topology is built and nodes are deployed, they share this con guration ifiormation with the BS. This
information is later used by BS for carrying out the grid formation procedure more e ciently.

(i) Zone Formation Phase: In this phase, the data collected from di erent €nsors is used to form zones and
construct topology as presented in Algorithm 1. The grid denotes a single zamrecognized by unique
zone ID. Once the zone formation phase is completed, BS governs the niver of nodes per zone by
computing the initial and nish point of each zone as mentioned in Algorithm 1. Figure ??shows zone
formation where nodes are randomly deployed across grids. In this gureC0O to Cm-1 are the columns
and RO to Rm-1 represent rows. (Zxs, Zys) and (Zxe, Zye) represw the start and end of each zone.
Zone height Zy ) and zone width (Zy ) of each grid are calculated as

(41) ZH = FW =M

(42) ZW = FW =M

where Fy and Fy represent the height and width of eld.

(i) Zone Head Selection Phase: Zone Head (ZH) selection is very crucial for angexgy e cient protocol. ZH is
responsible for processing or making any decision upon the receivedta. ZH selection is an important
process; therefore, it is required to de ne criteria before skection of the ZH. The performance of a zone
depends on the ZH; therefore, it is signi cant to elect the best no@& as the ZH among available nodes.
In the proposed technique two parameters: residual energy levéte and average distance valué\p are
aggregated to come up with ZH election value ZH gy ) of a single node i as follows:

(4.3) ZHey ()=0:5 Re ()+0:5 (1=A, (i)

The energy level of the node i is represented bfRg ; initially it will be the same for all nodes. Higher
value of Rg increases the chance of the candidate node for becoming the ZHy is the average distance
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Algorithm 1 Zone formation
begin
Input: Number of Zones ; Height and Width of Deployment Area ; Zone HeightZy and width Zy, ;
for Zn=1: N do
R = Z,=M /* Number of rows */
R=[(Zn 1)modM]+1/* Number of columns */

Zys = C Zy Zw [* Starting x -coordinates of zone*/
Zys =R Zw Zu [* Starting y -coordinates of zone*/
Zye = Zys + Zw [* Ending x -coordinates of zone*/
Zye = Zys + Zy [* Ending y -coordinates of zone*/

for i=1: N do
if (NX>= Zxx&nx<Zxe &ny >= Zys&ny < Zye )then
increment ZD(Zn)
NodelnZone(n) = Zn
End if
end for
end for
End

value of each individual node in that speci ¢ zone as given in (7).Ap is the distance of a node from all
other nodes within the zone and from center of the zone as shown in (8) an@®), respectively. Minimum

value of Ap, calculated by BS, will increase nodes chance to be a ZH. BS will gete Ap of all nodes
within the network, which will be calculated once

d(i;j); j 6

(4.4) Ap (i) = cent(i;c) + ; =
j=1

where d(i;j ) is distance of a node from other nodes in its zone. In order to know he far a node is
from other nodes which are in direct transmission with it, consider

q
(4.5) d@ii)= (x  p)’+(y jy)°
wherecent (i; ¢) is the center of zone. In order to know the position of the node in itszone, consider
q
(4.6) cent(ic)= (ix cx)?+(iy cy)?

Once the ZH criteria are set and zones are formed, ZH is selected foa&h individual zone according
to (6). Base station will have the collection list that will have ZHgy of all nodes against each zone in
the network. Node with maximum ZH gy will be selected as ZH for that speci ¢ zone. The nominated
ZHs announce their status to the network using advertisement messagéat contains its ID. Each node
replies the join request to ZH. Each ZH builds a TDMA plan for its zone members to permit their
communication. It speci es time slots during which zone members red to be in active state only when
they are authorized to transmit the data.
The main advantage of having a collection list is to avoid any broadcast and communication of any
maintenance messages during reselection process of ZH. The resgtecprocess is decentralized where
the base station is not involved. This approach signi cantly reduces tre number of messages exchanged
in the reselection process of ZH in a zone eventually reducing ergr consumption and thus maximiz-
ing network lifetime. The lifetime of a ZH for one complete iteration is determined by a threshold
valuediscussed in reselection phase.

(iv) Data Transmission Phase: Once nodes join ZH, it senses the environmtecontinuously. Each non-ZH
node switch ON their radio and transmit their sensed information to their respective head only when
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Fig. 5.1 . Zone formation and data transmission for ZEERP simulation ne  twork.

an event is activated (i.e. current sensed value surpasses hard tshold value H(T)), Once H(T) value is
attained, the subsequent transmission is feasible if variation in sesed value surpasses the soft threshold
value S(T) (Mittal & Singh, 2015)-(Mittal, Singh, & Sohi, 2017). The nodes send their sensed data to
the ZH as per their assigned TDMA schedule of transmission. This endbs nodes to keep their radio
o until its transmission time occurs. The sleep periods save nde energy. In wakeup periods, ZHs
will aggregate and compress the received data. ZHs transmit their aggregatedformation to BS using
direct or dual-hop basis as a function of distance between them (Mittal& Singh, 2015), (Mittal, Singh,

& Sohi, 2017).

(v) Reselection Phase: In this phase, the attention is to minimize the eergy consumption in reselection process
of ZH. Instead of carrying out periodic reselection of ZH that leads to exa energy depletion and network
overhead, the protocol dynamically initiates the process of resetdgion based on the election valueZH gy
of the ZH. In a given iteration, if the ZH gy value is less than or equal to average energy of the respective
zone, the corresponding ZH will change. The number of iterations is idependent of the zone and the
reselection is carried out per zone when required. The number of érations can be di erent for each
zone to minimize the tra ¢ generated in the network and also not to dist urb the overall network. In
order to select the new ZH in next round, the value of average zone engy is therefore periodically
monitored by ZH. For this purpose every ZH maintains the collection lig that contains ZHgy, and
residual energy of nodes.

5. Performance analysis of ZEERP. The performance of proposed algorithm is evaluated by carrying
out extensive simulations. All simulations were carried out using MATLAB R2015a. The performance of ZEERP
is compared with several state-of-the-art energy e cient cluster-based protocols including LEACH,TEEN and
DRESEP.

This research work is carried out to investigate the e ects of proposedilgorithm in homogeneous setup. 100
nodes are randomly deployed in a 100m 100m area with an initial energy of Eq =1J as presented in Figure
5.1 Non-ZH nodes are represented by "0' and ZHs are represented by "*.h& parameters setting for proposed
protocol is given in Table 5.1.

The simulation results reveal that in ZEERP, total energy consumption during zone formation,ZH selection,
reselection of ZH, and transmission has been reduced. To analyze thetmerk lifespan against each method,
various simulations were run for initial energy of 1 J for 100 nodes and packesize of 4000 bits. In Figure 5.2, itis
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Table 5.1
Simulation parameters used for ZEERP.
Parameter Value
Number of nodes 100
Network size 100m 100m
Location of BS (50, 50)
Initial energy, Eq 1J
Grid Size 4 4
Radio electronics energyEtx = Erx | 50 nJ=bit
Energy for data-aggregation,Epa 5 nJ=bit
Radio ampli er energy, "friss _amp 100 pJ=bit=m?
Radio ampli er energy, "wo _ray _amp 0:0013 pJ=bit=m*
Temperature range on the eld OF 200F
Hard threshold 50F
Soft threshold 2F
MNumber of Alive Nodes per Round
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Fig. 5.2 . Network lifetime comparison for LEACH, TEEN, DRESEP and ZEE RP.

clear that ZEERP surpasses the competitive algorithms in terms of enagy e ciency and prolong lifetime. This

is because the control messages in ZEERP are reduced in ZH selectiondareselection process. This increases
the number of rounds and maximizes network lifetime. Table 5.2 showshe round history of dead nodes and
average network lifetime in terms of number of rounds it takes until rst node dies (FND), half of nodes die
(HND) and last node dies (LND) for homogeneous setup. The lifetime comparisn of ZEERP protocol with
respect to FND, HND and LND is shown in Figure 5.3.

Figure 5.4 shows total energy consumed against the number of rounds. The gph shows that energy
consumed by the proposed protocol is less than others with increase inumber of rounds. This is due to
the even distribution of nodes across the network resulting in stady energy consumption. In comparison with
LEACH, TEEN and DRESEP, the proposed protocol maximizes the lifetime approximately by 225.14%, 12.12%
and 2.12% respectively.

To evaluate the impact of grid size on the performance of ZEERP, whole netork is partitioned into grid
sizesof 4 4,6 6,and 8 8 grids by keeping the same parameters such as number of nodes (100) with
initial energy Eg = 1J. In all three approaches, the proposed technique with grid size 8 8 has achieved
maximum number of rounds thereby improving network lifetime as illustrated in Figure 5.5. This technique is
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Table 5.2
Round history of dead nodes for simulated protocols

r Networks

% dead Nodes | LEACH TEEN DRESEP | ZEERP
1 (FND) 1805.2 3518.3 | 4101.6 4923.5
10 2022.8 4048.3 | 4504.2 5325.8
20 2069.3 4228.9 | 4769.9 5567.5
30 2141 4379.2 | 4881.4 5670.1
40 2169.4 4460.7 | 4983.5 5732.3
50 (HND) 2215.2 4569.6 | 5126.7 5851.4
60 2280.1 4731.5 | 5294.2 5914.2
70 2346.3 4820.1 | 5395.4 6066
80 2394.8 4972.3 | 5621.1 6198.3
90 2485.6 5154.7 | 5770.7 6291.2
100 (LND) 2763.5 5388.2 | 6402.2 6576.8
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approximately 1.1 and 1.2 times better for grid sizes 4 4 and 6 6 respectively.

To evaluate the e ect of node density in each protocol, the number of wdes is varied from 100 to 500
with initial energy 1 J as shown in Figure 5.6. The number of rounds inceases by increasing the node density.
ZEERP has more number of rounds than other approaches for varying node deitg. By increasing the node
density, the resulting network has better lifetime as the resposibilities of each ZH is distributed.

The initial energy of sensor nodes is set to 0.25 J, 0.5 J, and 1.0 J for evalting LEACH, TEEN, DRESEP
and ZEERP to determine the number of rounds when 1%, 25%, 50%, 75%, and 100% rexlof the network
die. Figures 5.7, 5.8 and 5.9 show that the proposed algorithm has larger numbef rounds, this is because the
control messages are reduced in ZH selection and reselection proce$his increases the number of rounds and
maximizes network lifetime.
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6. Stability-aware ZEERP. By a careful analysis of ZEERP, one can see that while this protocol suc-
ceeded in prolonging the WSN lifetime but is failed to ensure a longestability (i.e., reliable) period until
FND and reduced instability period (di erence between LND and FND). For applications such as agricultural
monitoring and smart environments, the protocol aims at maximizing the total lifetime of the application while
minimizing the energy consumed by participating SNs. For crucial apfications such as environmental moni-
toring, factory automation and security, the protocol aims at maximizing th e stability period of the application
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Table 7.1

Network lifetime of simulated protocols together with stabil ity and instability periods

Protocol FND HND LND Stability Instability
Period Period

LEACH 1805.2 2215.2 2763.5 1805.2 958.3
DRESEP | 4101.6 5126.7 6402.2 4101.6 2300.6
SEECP 5109.5 5143.6 5154.3 5109.5 44.8
ZEERP 4923.5 5851.4 6576.8 4923.5 1653.3
SZEERP | 5493.3 5546.8 5573.2 5493.3 79.9

while minimizing the instability period. Usually, there is a tr adeo between stability and lifetime of the sys-
tem. An optimal balance between these two contradictory goals is a challege, and is essential to improve the
overall network performance. To extend stability period and to balance the load e ectively, another protocol
named stable version of ZEERP (SZEERP) is proposed. The operation of therotocol is studied in terms of
rounds, similar to ZEERP. The essential functioning of SZEERP is ame as that of ZEERP. However, SZEERP
uses residual energy as a parameter for ZH election (similar to SEECPh selection and reselection phase for
approaching robust performance. The deployment phase and zone formatiophase follow the same procedure
given in ZEERP. In SZEERP, ZH is selected on the basis of residual esrgy (Rg) but not on average distance
value (Ap) as given in (6) for ZEERP. Similarly, in reselection phase for a giventeration, if Rg of ZH is less
than or equal to average energy of the respective zone, the correspondiZH will be replaced by highest energy
node of that zone.

7. Performance analysis of SZEERP. Figure 7.1 shows SZEERP outperforms ZEERP by increasing
the stability period for a considerably higher number of rounds. By restricting ZH election criteria to choose the
highest energy node, the energy level of all nodes are uniformly presed throughout the simulation. SZEERP
minimizes the energy variance of the network and provides an indistiguishable at variance plot as shown in
Figure 7.2.

Table 7.1 presents the number of rounds taken for FND, HND and LND for simulatel protocols together
with stability and instability periods. Figure 7.3 shows that ther e is an improvement of 204.32%, 33.94%, 9.87%
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and 11.57% in stability period for SZEERP as against LEACH, DRESEP, SEECP andZEERP respectively.
In addition, the instability period reduces to 96%, 98.33% and 98.77% in compason with LEACH, DRESEP
and ZEERP respectively. The results show that SZEERP is crucialfor applications like military applications
and health care applications in which each node is equally important and iat require complete coverage of the
network.

8. Conclusions and future scope. In this paper, a grid based randomly deployed sensor node net-
work frame work is proposed that is well suited for time critical applications. The proposed approach evenly
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distributes the load across the network, improves network managementand extends network lifetime. The sim-
ulation results reveal that in ZEERP, total energy consumption during zone formation, ZH selection, reselection
of ZH, and transmission has been reduced. In comparison with other existg protocols such as LEACH, TEEN
and DRESEP, the proposed ZEERP protocol maximizes the lifetime apprgimately by 225.14%, 12.12% and
2.12% respectively. To extend stability period and to balance the loack ectively, another protocolnamed stable
version of ZEERP (SZEERP) is proposed. There is an improvement of 204.32%33.94%, 9.87% and 11.57%in
the stability period for SZEERP in opposition to LEACH, DRESEP, SEECP and ZEERP respectively. In addi-
tion, the instability period for SZEERPs reduces to 96%, 98.33% and 98.77% icontrast to LEACH, DRESEP
and ZEERP respectively. The proposed algorithms also outperform othemapproaches for parameters such as
network lifetime, and total energy consumption.

The proposed algorithm opens a lot of gates for the future researchers. Tiiwork can be extended as an
underlying topology for other energy e cient routing and load balancing prot ocols. In addition, further research
is required to make the network framework adaptive by automatically optimizing number of grids, lower and
upper bound for a speci ed number of senor nodes and terrain area. Theufure researchers may try their hands
in improvising the selection and reselection process of Zone Head K in order to increase e ciency and to
prolong lifetime of sensor network. It would be also interesting to ge the impact of evolutionary algorithms in
the proposed technique.
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A PARTICLE SWARM OPTIMIZATION BASED LOAD SCHEDULING ALGORITHM IN
CLOUD PLATFORM FOR WIRELESS SENSOR NETWORKS

ARVINDA KUSHWAHA AND MOHD AMJAD Y

Abstract.  Integration of wireless sensor network into cloud computing is  a growing paradigm that supports a massive amount
of applications in cloud computing, optimization of resources required in the machines. This integration requires the optimiza tion
of resources to e ciently complete the di erent tasks in the dev  ices at cloud platform. This optimization can be done using lo ad
scheduling algorithms. These algorithms reduce overload and ac hieve higher throughput by maximizing the machine utilizati  on
concerning cost stabilization. There are lots of methods like Fi  rst Come First Serve, Min-Min, Particle Swarm Optimization (PSO)
for optimizing the load but we use Particle Swarm Optimization a s it obtains the motivation from the social behavior of the ock
of birds and analyses various approaches for load scheduling. | n this paper, we propose the load scheduling algorithm based on
PSO in wireless sensor networks for cloud computing to minimiz e total transfer time and cost stabilization. The proposed met hod
is compared with the existing approaches used for load schedul ing in Cloudlets. It is clear from the simulation results that th e
proposed method is more e cient because it minimizes the transf er time and cost than the conventional algorithms thereby makin g
a system for cost stable.

Key words:  Wireless Sensor Networks, Particle Swarm Optimization, Load Sch eduling, Cloudlets, Cloud Computing.

AMS subject classi cations. 68Q25, 68R10, 68U05

1. Introduction. The Wireless Sensor Networks (WSNs) have seen signi cant growth in axemia as
well as the industry in the eld of WSNs due to the advancement in the sensor's abilities like sensing power,
computation, and communication capabilities, in last decade and so. WSNs pagss di erent characteristics
like energy constraints, fault tolerance, heterogeneity and homogenejtof nodes, deployment scalability, ease
of use, and adaptability to sustain in extreme environmental conditiors [1, 2]. In WSN, various sensors are
spread in the target area for supervising and logging the physical condibns of the environment that have a
small size, low processing power, less storage, and low energy aié. These sensor nodes can sense the target
and make an infrastructure-less wireless communication among them andase station (BS). Sensors accumulate
the data from the target area and forward it to the BS directly or with the assistance of other sensors. The
BS is connected to the cloud server with the help of wired/wirelesdinks. Thus, the information is accessed
by the users from the cloud servers [3]. The BS is supposed to be iahle and is capable of performing any
operation. WSNs are being used in di erent applications like battle eld surveillance, data centre monitoring
and data logging, health care supervision, forest re detection, landslie detection, natural disaster prevention,
water quality monitoring, structural health monitoring, environmental conditions such as extreme temperature
variation, sound, pollution levels, humidity, wind, etc., industrial and consumer applications like monitoring
of computer system health, industrial process supervision and conbl etc., and so on [4]. On the bases of
the above-discussed applications, the wireless sensor node dgphent can be categorized into two categories
like deterministic and non-deterministic. In deterministic deployments, sensor nodes are placed into controlled
manner or manually at the selected locations where the deployment are& physically accessible such as city
sense monitoring, soil monitoring, etc. On the other hand, in non-deteministic deployments sensor nodes are
deployed into physically inaccessible areas using other sourceikd sensors are dropped from an aircraft, e.g.,
battle eld surveillance and landslide detection, etc. The non-deerministic deployment is also called random
deployment [5, 6].

Due to the widespread advent of the Internet of Things (IoT) which connects daily use objects such as mobile
devices, Smart TVs, washing machines, Air conditioners, etc. to theénternet so that an intelligent linking can
be done. Therefore, the user of the devices can communicate with th®ols as per his/her convenience being
either at home or o ce. One of the essential parts of the Internet of Things paradigm is wireless sensor networks
(WSNSs). To expand the wireless services with the online user basg¢here is a need of e cient hosting of the
aggregated data from WSN on the cloud which is very exible and cost-e ectve solution, so that online user
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can intelligently and e ciently communicate [7].

So, in this paper, we introduce a cost-e cient architecture for hosting the WSN data on the cloud platform.
The architecture uses PSO based scheduling algorithm for load balancingmong the servers of cloud so that
the cost and time can be minimized.

This paper is framed in the following manner. The literature review of the integration techniques of
wireless sensor networks and cloud computing is discussed in 2. Astgm model that includes the assumption
for wireless sensor networks and cloud, network model is presentad 3. The proposed algorithmic method
including owchart is discussed in 4. The experimental setup andresults are presented in 5. Finally,the paper
provides the conclusions in 6.

2. Literature Review. In this section, we will discuss the literature review based on tle integration of
cloud platform and wireless sensor networks.

In paper [14], authors discuss an integrating framework for cloud paradigm andNSNs, which use data
processability and cloud service model entirely. In the frame, dta are e ciently utilized and managed to form
the WSN by considering di erent information services provided to the users. In paper [15], an author discusses
di erent types of scheduling algorithms and compares their resultswith various parameters. It also shows the
many limitations of the existing algorithms such as they have not consiéred the execution time for calculating
the performance of the method.

In paper [16], a trust assisted sensor cloud system is discussed whifocuses on improving the quality
of service of sensor cloud for users to obtain sensory data from the cloudln faith supported sensor cloud
system, trusted sensors which have trust values more signi canthan a threshold, collect and transmit sensory
data to the cloud. Then the cloud selects the trusted data centerswhich have trust values more signi cant
than a threshold, to store, process the sensory data and further trasmit the processed sensory data to users on
demand. They show the trust assisted sensor cloud system can sulsittially improve the response time for users
to obtain sensory data from the cloud system and compared to without faithsupported sensor cloud system. In
paper [17], the authors discussed wireless sensor network packet silator, server application and web service,
developed at the Institute Mihajlo Pupin for storing and viewing d ata collected by the network. The paper
[18] discusses a novel architecture based on cloud computing for impring the performance of WSNs. In this
architecture, a cloud platform acts as a virtual sink with the base staton that collects data from sensors and
processed in the distributed manner in the cloud system.

The paper [19] discusses an extensible and exible architecture fantegrating WSNs with the Cloud called
REST. The REST-based Web services are used as an interoperable apg@ion layer that can be directly
integrated into other application domains for remote monitoring. The paper [20] discusses a data processing
framework for transmitting desired data to the mobile users. It deadeases the storage requirements for sensor
nodes and networks gateway and minimizes the tra ¢ overhead and bandwdth requirement. However, the
framework can able to predict the future trends of the sensory data andprovides security for this sensory data.

The paper [23] analyzes the characteristics of job scheduling conceng integration cloud computing and
wireless sensor networks and then discusses two popular job schdidg algorithms namely Min-Min and Max-
Min. Two scheduling algorithms are proposed with the integration of cloud computing and wireless sensor
networks by considering the Min-Min, and Max-Min and results of the proposed algorithms show shorter
expected completion time than Min-Min and Max-Min, for cloud computi ng integrated with WSN. The paper
[24] shows the optimal computing node searched in a limited time by pposing an ant colony algorithm. Three
timers were used in setting back time for three role ants such as infmation and, positioning ant and task ant.
When timer started, the general node of WSN was in power saving statelt takes a shorter time for the optimal
computing resource. The paper [25] discusses location sleep schidg algorithm with load balancing (LCLSS)
scheme. It considers both awake and asleep status of sensors dynamigallt performs scheduling purely by
mobile users current location. It reduces the power consumption ath applies to remove areas applications
where replacement of the battery is quite di cult. In the next se ction, we will discuss the system model and
the assumptions for the integration of cloud computing and wireless sesor networks.

3. System Model. In this section, we discuss our system model by considering th@llowing assumptions
for the cloud networks:
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All nodes have similar capabilities, energy heterogeneity, locatiorunaware, memory and computation
constraints; a unique ID recognizes each node.
The base station is stationarily located at the center in the network, ard the sensor battery recharge
or replacement is not possible.
Each node has the capability to aggregate data, and the received signal strgth can calculate the
distance between nodes.
The radio link consumes same energy in transmission and receivingformation thus these links called
symmetric connections.
WSNs transmit gathered data to the cloud and end users require sensorgata from the cloud.
Multiple data centers are considered which consist of numerous dataerver in the cloud.
This network model consists of 3-types of classes based on their iréli energy. In this network, WSN has
n nodes out of which  n nodes have minimum energy, where a range of is 0 1. We call these nodes
Class-1 nodes and their energy is denoted &;. The 2 n nodes have more energy than the Class-1 nodes,
call these nodes Class-2 nodes and their energy is denoted Bs. The remaining nodes have maximum energy
called Class-3 nodes, i.e., (n-(*n+ 2*n)) and E3 denotes their energy. The sensor nodes have maximum energy
considered to be minimum in numbers. The total energy of the network(T otalenergy ) iS given below:

Totalenergy = N E1+ 2 n Ex+(1 ) n Es (3.1)

This model describes a WSN, i.e., consisting of Class-1, Class-2, a@lass-3 heterogeneity by considering the
value of model parameter . The range of is between 0 and 1. When we put =0 in (3.1), it gives one
non-zero term which contains only Class-3 nodes. It indicates the lelel of heterogeneity, but these nodes
have E3 energy. In the case of 1-level heterogeneity, appropriate constraints arimposed to haveClass-1 nodes
instead of the Class-3 nodes. It may be calculated by de ning the fdbwing equation:

Es E;

" N f(EzEa) 42

whereN andf are the positive integer greater than 1 and the function ofE, and E3, respectively. The function
has either (E3+ E2) or (E3-E32). In (3.2), the value of should be in the consonant by considering the constraint:
Ei1<E,><Es.

The 2-level of heterogeneity contains two type of nodes, i.e., Clask-and Class-2 for this we need to nd the
value of by considering the following equation:

1 2=0 (3.3)

Equation (3.3) is generated by (3.1) by considering the third term which generates thﬁ two level of heﬁerogeneity.
We call these nodes Class-1 and Clgss-2 nodes. Equation (3.3) has twowta@nsy ((* 5)-1)/2 and (( p5)+1)/2'
Since is upper-bounded by 1 and (( 5)+1)/2 >1, the valid solution of (3) is ((' 5)-1)/2. For =(( 5)-1)/2,
the model (1) consists of two types of nodes with energieE; and E». p_

In the case of 3-level heterogeneity, the range of is rstly determined where the upper limitis (( , 5)-1)/2.
Let the lower limit of be | thatisto nd out. The range of for 3-level heterogeneity is | << ((" 5)-1)/2.

Taking f as (E3-E2) and from (3.2), we have

Es E; p—
< ——— < = .
LN e By S (D D= (3.4)
Let E,= ;3 +E; and E3= ,+E,. From (3.4), we have
2 1 2 1
L (e} 35
1 no 1 ' 1 1 n (33)

Since L.H.S. of inequality (5) is negative, we should have 1-N* < 0. This gives

1
N < L (3.6)
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The (3.4) can be written as

"5 1

(Ez E1) N 5

(Es E2) (3.7)
This inequality may be written as
N *H e 2E N ("8 D 2 E 3.9

This model describes WSNs which consists of three types of nodes., Class-1, Class-2, and Class-3. The total
energy of the network (1) also describes the 1-level, 2-level, and 3-lelof heterogeneity. In the next section, we
will discuss the proposed clustering method for the heterogeneousetwork model.

4. Proposed Method. In this section, we discuss the proposed method which is dividethto two parts
namely energy e cient clustering protocols for WSNs and load schedulig algorithm based on PSO for cloud
computing.

4.1. Energy E cient Clustering Protocol For Sensor Networks. In this section, we consider an
energy e cient heterogeneous DEEC protocol in WSNs [1]. The 3-level hetrogeneous network model consists
of three types of sensor nodes which are Class-1, Class-2, and hetDEEChetDEEC-2 denote Class-3 and its
implementation, and hetDEEC-3, respectively. The cluster head slection of [1] assumes N, as the average
number of cluster heads as in every iteration, and each sensor node asses the responsibility of a cluster head
once in everyr;=1/ pop iteration, where poy is an initial probability of each sensor node, andr; is iteration.
The networks average energy E (r)can be calculated as follows:

1 X
EM= o E) (“.1)
i=1

where E;(r) is residual energy. The average probability ofi" node for becoming the cluster head during ™"
iteration can be calculated as follows:

E(r Ei(r Ei(r
Pi = Popt[1 %] = Popt EI((r)) (4.2)
The count of cluster heads per iteration is given by
oo X Ei(r) X En)
pi = Popt =7~ = Popt =~ = N popt (4.3)
ol EO RO
The cluster head inr™ iteration for the i node is given by (using (4.2))
[ o= 1 E(r) E(r) (4.4)

= - =__7 =
P popt Ei(r) ™ Ei(r)

As discussed in (3.1), the total energy at the beginning of the sensor nebrk is N ( *E;+ 2*E,+(1- - 2)*Ej)
which is increased by + 2*E,/E; +(1- - 2)*Es/ E;. Here, all nodes assume the responsibility of cluster head
exactly once in everyﬁ *( + 2*E,o/E; +(1- - ?)*Es/E; )iteration. Thus, the average number of cluster

heads per iteration is( + 2*E,/Eq +(1- - 2 )*E3/E; )*N* pgass 1. Inl-level of heterogeneity, each Class-
1 node becomes a cluster head once in every{ 2*E,/E; +(1- - ? )*Es/E,) iteration, each Class-2 node
becomes a cluster head (1+) times more than the Class-1 nodes in every ((+ Z*E—i +(1- - 2)* E—i) iteration,
and each Class-3 node becomes a cluster head (1)times more than the Class-1 nodes in every ((+ 2*E,/E;
+(1- - 2)*Es/E,)) iteration. These methods mainly associate weights to obtain the opimal probability for
each class of sensor node. It divideg; by the factor of the total increased energy in the network for clusterirg
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[1]. The weighted probabilities of the Class-1, Class-2, and Class-3 ned denoted bypcass 1, Polass 2, and
Pcass 3, Fespectively, are given by

_ Popt  Ei(r)
= 4.
Polass 1 (+ 2 Ex=Ba+(1 2) Es=Ei) E(r) (4:9)
_ Popt 1+ ) Ei(r)
Pelass 2 = (+ 2 Ex=Bx+(1 2) Es=E1) E(r) e
_ Popt (1+ ) Ei(r)
Pass 3= 7372 E,=E, +(1 2) Esz=E;) E(r) 4.7)
The cluster head selection probability is calculated as follows.
_ Popt :
T(s) = ifs 2 G 4.8a
©) 1 popr:(rmod  1=pypt) ( )
= 0 otherwise
The thresholds T(s;) Class-1, Class-2, and Class-3 nodes are given by
Pclass 1 . 0
T(si)= if 2G 4.9a
(1) 1 poass 1 (rmod  1=pgass 1) P nrm ( )
Pclass 2 . 00
= if 2G
1 Peass 2 (rmod 1=prass 2) P adv
Pclass 3 . 000
= if 2G
1 Poass 3 (rmod 1=pass 3) P sup
= 0 otherwise

where G°, G” and G™ are set of Class-1, Class-2, and Class-3 nodes that have not become clusteads within

1 1 1 H
last el — ,and Cr— rounds, respectively.

4.2. Load Scheduling Algorithm Based On Particle Swarm Optimization For C loud Com-
puting. In this subsection, we discuss the proposed scheme for load scheidgl which is based on simple and
basic particle swarm optimization [8, 9]. A new tness function is incorporating in the proposed method. The
proposed scheme de nes the tness function by the transfer time andcosts with the higher exploitation of the
space of the particles in the base station (BS). The data packets are itialized to the cloudlets and the virtual
machines from the BS. The cloudlets are passed to the particlesN;) to be allocated to the optimal virtual
machines. The Cost(T) is speci ed as the total cost of all the tasks are asghed to calculate the resources
available. The Cost(T) is calculated as follows:

X
CeX(T)j = ij (4.10)
k
8T(k)=j (4.12)
Crotal (T)j = Cex (T)i + Cy (T)j (4.12)
Cost(T) = max( Ceotal (T);) 8 2 P (4.13)

min(Cost(T) 8T) (4.14)
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Here Cex (T);, Cyr (T);, and Cotal (T); are the execution time, the transfer time employed in passing thearticles

from one resource to another, and gives the sum of the execution cost and theansfer cost between the tasks
and the resources for the particle j, respectively. The transferime is the maximum time taken by all the VMs

to complete a particular task. The transfer time is calculated as:

X
Evmtime (T)k = Wi (4.15)

k
TransTime(T) = maX( Eymtime (T)xk) 8j 2 N (4.16)
k=1::N (4.17)

The new tness function for both the cost and transfer time parametersis minimized by considering the weights
in the system. The new tness function is calculated as follows.

(Cost(T)) + (1 ) TransTime(T) (4.18)

min( (Cost(T)) + (1 )TransTime(T)) (4.19)

where is the random parameter range from O to 1. It is used to shift the load schedler to both the parameters,
i.e., cost and transfer time giving the weightage to both the parametersof the packets in the base station.

The proposed tness function minimizes weighted sum of transfer tme and cost. If the value of < 0.5,
higher weightage to the cost function otherwise, higher weightage to théransfer time. The ring-shaped clusters
are employed in the neighborhood of the particle to obtain a new global b&t. The cumulative best values of
the clusters help in moving the particles further to the next position.

These motivate in nding the best particles among all the particles, i.e., pbest(i,t) and global best among
all the particles in the current iteration, i.e., gbest(t) values.The pbest value is computed as follows:

pbes(i;t) = arg k_rPint [f (Pi(k)];1 2 1;:Ny (4.20)

and gbest is known as the best position:

gbestt) = arg. min : [f (P (K))] (4.21)

Here, i;N; f; P;t represent the index of the particle, a total number of particles, synbolically-represent the
tness function, position, and current round/iteration, respectiv ely. The velocity and position of the particles
are computed in the following manner.

Vi(t+1)= Vi(t)+ ari(pbes(iit)  Pi(t)) + cora(gbestt)  Pi(t)) (4.22)

Pi(t+1)= Pi(t)+ Vi(t +1) (4.23)

where the velocity of the particle i at iteration t is denoted by V;(t), the velocity of the particle i at (t+1 )round
is denoted asV;(t +1). The c; and c, represent the acceleration coe cients of the system &r; and r, denote
the random values in the range O to 1with! denoting the inertia weight. The best location of the particle i
is denoted by pbest(i,t) and the best position among all pbest(i,t) values is generated by gbest(t). TheP;(t)
speci es the current position of the particle i at iteration t and P;(t +1) denotes the position of the particle i at
(t+1) iteration.On the basis of these values, the particles migrate to the next location P;(t + 1). The positions
of the VMs assigned to the particles are returned for further executn to the cloudlets in the cloud over the
datacenter which further schedule the packets in the base stationThese values are returned back to the base
station.

The complete ow diagram of the proposed method is shown in Fig. 4.2.
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Proposed dlgoridim

1. Assipn the packets from thebase station tothe closd.

2 _Assign the dimension ofthe particls in the search spacs.

3 Divide the ragion intoringshaped elustars.

4 Randemly set position P(t) and wveloeity Wi(t) of
particles fromthe set of resources (1 toj).

5 Compiute the fitnzss funchion of the paticlss veing the
new fitness funetionf.

& Substimten with the random valves [0, 1]

7 If fa << 0.5) then

3. Caost funetiondomimates the transfer time

9 else

10. Transfertime fonctiondominatas the cost

ii endif

i2 if (crrent fitmess value af the pmrticle is better tan the
exirting stoved value), then

FES Replace pbest(it) by the naw value,

i4 endif

15 Caleulatepbest(i.t) for 2l the particl=:.

16 Compute ghest(t) as the best valus frompbese(it).

i7 Genemte valocity of the nadt particls Vi(t + 1) and nad
particle posibonP (t+ 1)

i8 Repant process vntil the maximem nembers of iterations
iz mat.

i8 Rerurn the scheduled welues of the data packers to the
base stanion.

Fig. 4.1 . Proposed Algorithm.

Table 5.1
Simulation parameters for the radio dissipation model and net work model for wireless sensor networks [1,3,4]

Description Value
Battery consumed to transmit at a shorter distance 10nJ/bit/m2
Battery consumed to transmit at a longer distance 0.0013pJ/bit/m4
Battery consumed to transmit or receive the signal 50nJ/bit
The battery used in data aggregation 5nJ/bit/signal
Threshold distance 70 m
Message Size 4000 bits
Network Size 100M X 100M
Base station Position (50,50)
Maximum no. of Sensor Nodes 100
Cluster Radius 25M
Initial battery 0.50J
Constant N 10
1-level of heterogeneity: no of nodes and initial battery 100 and 0.5
2-level of heterogeneity: no of nodes and initial battery of nodes 80 & 20 an@.5J & 1.5J

3-level of heterogeneity: no of nodes and initial battery of nodes 51, 26, & 28nd 0.5J, 1.38J & 1.67J

5. Experimental Results And Discussions. The simulation considers the random deployment of 100
wireless sensor nodes in a eld of size 100M X100M. It locates the base stati at the center of the area, and we
have borrowed a radio dissipation model from [1, 3, 4]. The model and assi@ted input parameters are given
in Table 5.1.
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Fig. 4.2 . Flowchart of the proposed method.
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The proposed method and existing PSO algorithm [8, 9, 10, 11] are implementeth the CloudSim tool
package. The CloudSim is used to perform, designing and analyzing theesults and provides users built-in
environment. It was given by Garg et al. in 2011, and Network CloudSim Simulabr is simulated on top of
the CloudSim tool package [7]. We consider two important matrices namelytransfer time (seconds) and cost
(dollars) for comparing the results of the proposed and existing approache The proposed method uses a
JSwarm package to perform the simulation. The work in consideration takegen particles referring to VMs.
Each particle's resources include the following parameters likeniertia, maximum & minimum position, and
velocity. The dynamic allocation of resources depends on the numbeof iterations. The iterations taken into
consideration are 10, 50, 100, 200, 500, and 1000 in gures. The values are provided befowmning to the
system. The cloudlets and VMs possess the same capability given by th&ystem such as MIPS, transfer cost,
execution cost (which are used for the computation of the execution cosind transfer cost), and bandwidth. The
parameters supplied to the simulator or the workload characteristics ae MIPS (1000), ram (2048), bandwidth
(10000), storage (10000) along with the number of iterations.

The results of the proposed method and existing approaches are analyzdy considering two matrices, i.e.,
transfer time and cost and compared. Six values of the proposed method amdnsidered for the categorization
namely, minimum value (= 0), average value ( = 0.3), best value ( = 0.4), mid or half value ( = 0.5),
random value ( = 0.7) and maximum value ( = 1) values. These results are shown for a large set of iterations
regarding transfer time and cost concerning the number of iterations.

The results are analyzed graphically as given in Fig. 5.1 to 5.4. Fig. 5.1 prades a precise depiction of
the transfer time of the proposed approach at various values, viz., =0, =0.3, = 0.4 (best value),
respectively with existing ones PSO. Fig. 5.2 shows the currenapproaches with proposed method along with
the various interval values regarding the total transfer time incurred over the number of iterations at = 0.5
(average value), =0.7, = 1. Finally, it balances the system and decreases the cost of computatioas well
as the nish time.

Fig. 5.1 . Shows the transfer time concerning the number of iteration for  the existing PSO and proposed a method by considering
the di erent value of  =0.0,0.3,and 0.4.

Fig. 5.3 provides a representation of the cost of the proposed method coaming many iterations at di erent
values, viz., =0, =0.3, = 0.4 (bestvalue), respectively with existing ones PSO. Fig. 5.4 llustrates
cost over the number of iterations at = 0.5 (Average Value), = 0.7, = 1. The cost analysis provides
much better results for a large number of iterations. The average cost atll the iterations is quite similar. The
proposed method gives a stable view of the cost incurred in the syste thereby creating a stabilized system.
Thus, the proposed approach produces better results regarding trarfisr time with a stable cost, i.e., no increase
in cost. Fig. 5.3 and 5.4 give the total cost di erentiation for a larger value of iterations showing maximum
optimization. It explains that cost di erentiation generates optimal re sults at various values and best result at
= 0.4 (Best Value) and = 0.5 (Average Value). It shows that less cost is incurred in the proposd method
than existing approaches.
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Fig. 5.2. Shows the transfer time concerning the number of iteration fo r the existing PSO and proposed the method by
considering the di erent value of =0.5,0.7,and 1

Fig. 5.3 . Shows the cost for the number of iteration for the existing PSO and proposed a method by considering the di erent
value of =0:0;0:3 and 0.4

It is evident from the Figs. 5.1 to 5.3 that the proposed method takes Iss transfer time concerning many
iteration in the computation of the tasks. It leads to a further reduction in the total computational cost of the
system. It produces much higher exploitation of the resources as conaped to the existing approaches as evident
from the gure. The gure signify the reduction in the total transfer t ime and total cost based on the proposed
method. The cost and transfer time are the prime metrics to justify the storage, processing, and retrieval of
data. Lesser transfer time leads to faster processing of user requesLess cost speci es higher bandwidth and
ram for more data processing. This proposed method provides more coulgrable signi cance in the real world
scenario by optimal allocation, scheduling, and execution of the usereqguests on the virtual machines. Based
on this the total cost incurred in the storage and processing of the data oinformation in the cloud is further
reduced considerably by more considerable search space exploitation.

Table 5.2 shows the network lifetime regarding rounds by taking an egal number of nodes (i.e., 100) and
the same amount of total network energy (i.e., 100J) 1-level, 2-level, 3-l&t heterogeneity. Categorization of
nodes and their respective energies are given in details in Table 5.T.he number of rounds for 1-level (Class-1),
2-level (Class-2), 3-level (Class-3) heterogeneity are 2961, 3323, and 4404 in hquespectively.

6. Conclusions. This paper discusses a load scheduling algorithm based on particle swaroptimization
(PSO) in wireless sensor networks for cloud platform among the tasks. fie primary objective of this method is
to minimize transfer time and decrease the system cost. The total ansfer time and the total cost are evaluated
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Fig. 5.4 . Shows the transfer time concerning the number of iteration for
the di erent value of =0:5;0:7 and 1

Table 5.2

the existing PSO and proposed a method by considering

Number of rounds for Class-1, Class-2, Class-3 using 100 number of no des and 100 J network energy for 1-level, 2-level, and

3-level heterogeneity.

Classes Nature of Networks No. of Rounds (hrs)
Class-1 1-level heterogeneity 2961
Class-2 2-level heterogeneity 3323
Class-3 3-level heterogeneity 4404

by the computational values viz. the tness value of the method. The poposed method produces better results
and also provides additional bene ts by making the system more stableegarding cost. The proposed method
achieves higher cost optimization than the existing contemporary PSO bsed approaching terms of transfer
time and thereby making the system more stable on the cost basis. Ther&nsfer time and the cost are reduced

comparatively at

= 0:4 (Best Value) as shown in the Figures. The future work aims at minimiing the price

further to obtain greater feasibility of the results in a cloud computing environment.
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NODE AUTHENTICATION USING NTRU ALGORITHM
IN OPPORTUNISTIC NETWORK

MUSAEED ABOUAROEK  AND KHALEEL AHMAD Y

Abstract. The demand for using wireless paradigms for performing various in formation and communication operations has
been exploded. The opportunistic networks is a special type of delay tolerant networks proposed to operate in an emergency
manner to facilitate mobile connectivity between the nodes  when there is no connectivity. These emergencies are caused eith er by
human-made or natural disasters. Opportunistic Networks depen d on mobile phones and other mobile devices that carry wireless
technology. This paper is an attempt to expand the opportunis tic network through the authentication nodes. We propose an NTR U
algorithm for node authentication in opportunistic networks .NTRU algorithm is an asymmetric post-quantum cryptosystem. T his
algorithm is unbreakable and robust compared to RSA and ECC crypto  system.

Key words:  Node Authentication, Packet Integrity, Sybil Attack, NTRU A Igorithm, Post-Quantum Cryptography
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1. Introduction.  The opportunistic network is a subclass of mobile ad hoc network (MANET) that has
been proposed to operate in an emergency manner where no network exdstOppNets are used to communicate
between the nodes which may be mobiles or other devices having V¥ or Bluetooth using personal laptops,
cameras, sensors. OppNets may connect to other heterogeneous networksiong the cellular base station,
sensor networks, I0T devices, and other networks which connected tbugh WI-FI [1, 2, 3, 4]. In this network
the nodes act to each other as a router that causes Opportunistic netwdss to be more adaptable than Delay
Tolerant Network (DTN) as shown in Fig. 1.1. OppNets use store-carry and forvard mechanism to connect
and extend the network because the path between the source and desttion does not exist [5, 6, 7].

An OppNets grows from heterogeneous nodes and extend through authenticatl nodes . The helper nodes
need to join to opportunistic networks will check and verify to prevent and secure the network from the malicious
node[7]. These nodes have self-con gure and free to join/leave th@ppNets. The use of OppNets is very suitable
for disasters and emergency scenarios as they are infrastructure less unavailable while the nodes can store
- carry and forward the messages and the routes from the source to the désation are built dynamically
[8, 9, 10]. The nodes in OppNets usually have high mobility, low densit, limited power, short radio range,
and often subject to di erent kinds of attacks by malicious nodes. Dwe to these characteristics, OppNets have
gained signi cant research attention due to the security and authentication challenges that have emerged [11].
OppNets are very challenging network and the main challenging is to desop security solutions or discovering
new algorithms to improve the connectivity between the nodes in asecure manner. Authentication is an
important feature which must be implemented in each every network Di erent researchers have done various
e orts to explain authentication goals, node authentication, and packet authentication features in opportunistic
networks [12, 13, 14].

2. Related Work. In 2018, Ahmed et al.presented a technique that allows nodes to autheigtate packets
as they receive them by constructing hash trees, also referred tas Merkle trees. Merkle trees are used to check
and authenticate all the packets. As a result the direct trust is formed. Direct trust is updated based on the
authenticity of the packets and the encounter rate of the node. As nodesome into contact with each other
during the packet transmission period, they share feedback on how uth they trust other nodes [11].

In 2018, Mehra et al.  proposed codeword authenticated scheme in which the authenticatiobetween the
entities takes place using three factor namely codeword, password an@TP. This protocol e ciently validates
the entities preserving perfect forward secrecy and thwarting eply attack, DoS attack and man in the middle
attack in hostile environment [15].

In 2017, Kumar et al. researchers proposed a security algorithm for opportunistic networks The
proposed algorithm utilizes dynamic IDs for key exchange mechanism and A for the message encryption
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Fig. 1.1 . Heterogeneous nodes in an OppNet

purposes and maintains the privacy of data as well as user privacy. In adtlon to this message integrity is
also preserved. Results showed the proposed algorithm that ful llsthe security requirements of opportunistic
networks and perform well under various performance metrics [5] .

In 2017, Singh etal.  proposed an authentication mechanism that uses a trust framework for oppdunistic
networks. They proposed some trust framework which provides trustof authenticated nodes to supernode, so
that it can be an authentic node to register new node,as same as super de does. This mechanism is applied
for the short-term and limited wireless network environment. They used a separate node to manage node
registration and provide authorization to other authenticated nodes to register unauthentic nodes [16].

Wu et al. 2015 discussed a security architecture of opportunistic network whee it is divided into ve
modules as authentication, access control, secure routing, trust managesnt, cooperation and application user
privacy [17].

In 2015, Guo et al. researchers proposed an authentication mechanism with privacy protean for
opportunistic networks. It is applied for the short-term and limite d-time wireless network environment, and
a supernode is also set to manage node registration. The proposal implemts some encryption and secu-
rity technologies against security threats and attacks. In this analysis the proposed mechanism nishes the
authentication with less data, and provides anonymity and user privacyin the network. The present study pro-
poses an OppNet-speci ¢ authentication scheme for preventing malicius node attacks and protecting personal
privacy [18].

In 2014, Kuo et al.  proposed an e cient and secure anonymous roaming authentication schemeof
mobility networks. In order to maintain secure advantages, researcher proposed a scheme that utilizes hash
functions and point operations instead of the asymmetric or symmetric sgtem. Comparing security and perfor-
mance, researchers proposed a scheme which not only has more secuptgperties in comparison with previous
schemes, but also enhances performance during the roaming authecdition phase for mobility networks [19].

In 2010 Ma et al. proposed threshold secret sharing and identity- based cryptography ere employed to
facilitate opportunistic node authentication to secure data communiation over intermittently connected mobile
ad hoc networks(ICMANS). To avoid the key escrow problem and the singt point of failure problem, the master
private key of IBC was cooperatively generated and shared by n distribted PKGs, while each authenticating
node has to encounter t-out-of-n PKGs to recover its own private kg [20].
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In 2014 Soleimani and Kahvand presented a dynamic trust model that used a trust to defend ad hoc
networks from packet dropping attacks. At the initial stage of the network, a node trusted its surrounding
nodes and updated the trust value according to their behavior. Behsior that decreased the trust value of a
node included: dropping a packet, not forwarding a packet to the desnation, not starting a route discovery
phase. The trust value of a node increased when it forwarded the packetin a route targeting the destination.
The nodes in the model do not propagate the trust values of the nodes ithe network [21].

In 2015, Niaz and Saake present a deterministic method to protect the integrity of outsourced data using
Merkle Hash Trees authentication. The method aims to deal with savirg and loading the authenticated data
from and to cloud service providers. The authors are aware of the di cuties faced with traditional databases
to increased communication and computation overhead that result from adthg and removing records, and aim
to addresses in their ongoing work [22].

In 2007, Asokan et al. analyzed the applicability of IBC in this context and conclude that for authenti-
cation and integrity, IBC has no signi cant advantage over traditional cryp tography, but it can indeed enable
better ways of providing con dentiality. Additionally, the author s howed a way of bootstrapping the needed
security associations for IBC use from an existing authentication infastructure [23].

3. Preliminaries. NTRU stands for Nth Degree Truncated Ring Units.NTRU encrypt is a public-key
cryptosystem developed by three mathematicians named Ho stein, Pifner and Silverman in 1998. NTRU is a
ring-based cryptosystem. It has a ring R that consists of all truncatedpolynomials of degree N-1 having integer
coecients: a= ap+ apX + aX?2+ azX3+. ..+ ay XN 2+ ay XN 1 Polynomials are added in the
usual way. They are also multiplied more-or-less as usual, except &t XN is replaced by 1,XN*1 is replaced
by X, XN*2 s replaced byX 2, and so on [24, 25, 26, 27].

Notations:. P : De nes the highest degree of polynomial to be truncated.
g : q takes as a large modulus, usually, the coe cients of the truncatedpolynomials will be reduced mod q.
p : pis a small modulus. As the nal step in decryption, the coe cients of the message are reduced mod p.
f(x): f(x) is a small polynomial and it is the part of the private key.

fp : fp is the inverse of f(x) mod p and it is the part of the private key.

fq : fq is the inverse of f(x) mod q.

g(x) : g(x) is a small polynomial, it is used to generate the public key.

Py : Py denotes the public keyPyx= p * (fq * g(x)) (mod q)

Pr : Pr denotes the private key.

m(x) : m(x) denotes the message, it takes as a small polynomial.

r(x) : r(x) denotes the random blind value, it is used during the encryption.
C : C denotes the ciphertext (encrypted message).

P; : The partially decrypted messageP; = (f(x) * C) mod q.

P, : The partially decrypted messageP, = Pi(mod p).

Ns : Seed Nodes (Authenticated Nodes)

Np : Helper Node

Nsource : Source Node (Sender)

Ng : Destination Node (Receiver)

Dg : Delivery Ratio

Mcreated : Messages created or generated by the sender

M proadcast : Messages broadcast

M eceived : Messages received by the receiver

Tereated . Messages created or generated time

Treceived . Messages received time

Set up of NTRU Algorithm
i. Key Generation
Choose two random polynomial f(x) and g(x) that is invertible by (mod p) and (mod q)
Choose two random polynomial f(x) and g(x) that is invertible by (mod p) and (mod q)
Choose two random polynomial f(x) and g(x) that is invertible by (mod p) and (mod q)
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Compute the inverse of f(x) mod p = fpand f(x) mod g= fq such that f(x ) * f(x)-1 = 1 (mod p, Q)
The private key (PR) is the pair (f(x), fp)
The public key ( PU)=p * (fq * g(x)) (mod q)
ii. Encryption
Choose a random polynomial r(x)
Choose a message m(x).
Compute the ciphertext (C)=r(x) * Py + m(x) (mod q).
iii. Decryption
Compute a polynomial using private key f(x) as P1 = f(x) * C(mod q)
Compute a polynomial as P2 = P1 (mod p) and lessen the coe cients betveen p/2 and p/2.

4. System Model. In OppNets, the malicious node may modify or change the content of the rassages
[28, 29, 30]. To secure an opportunistic network from such type of attacks, w@roposed an NTRU algorithm
that shall eradicate the malicious nodes and useful in secure messagemmunication. To perform this work,
we purposed the NTRU algorithm which will provide an authentication to the node and the packet. The au-
thenticated nodes (seed nodes) in an OppNet will generate the unige ID for each node to recognize them and
generates the key to encrypt and decrypt messages to protect against athory during transmission. Authenti-
cated nodes will check the helper node which needs to join the nebrk. If the node has an assigned ID then the
authenticated node (seed node) will verify the ID but if the helper node is new then the seed node will generate
the ID and authenticate it to join the network. In addition with, the s eed node also broadcast the public key
of helper node to update the public key list of each node. After ID albcation and veri cation the node is ready
to carry and forward the messages as shown in Fig. 4.1.

4.1. Authenticated nodes. These are the main nodes on which opportunistic network based on and to
ensure the security of the network where the authenticated nodegseed nodes) register the new node to become
an authenticated node. Its the backbone of the opportunistic network vhich generates ID to new node to
authorize and connects to the network. After receiving the authorizal ID for granted to enter the opportunistic
networks and only authenticated nodes can carry and forward the message® tother nodes. Authenticated
nodes can be generated and verify ID for new nodes which need to joirné opportunistic network as a helper
as shown in Fig. 4.2.

4.2. Unauthenticated nodes. These are the nodes which want to join to the opportunistic network
without getting the registration ID or complete registration process, so these nodes are not authorized by
authenticated nodes (seed nodes).

4.3. Mutual Node ldenti cation and Authentication. When a new node needs to join the oppor-
tunistic network, it has to get the permission from the seed nodes omauthenticated nodes. First, the authen-
ticated node will receive a request from the node which needs t@in, then will check and verify to know the
node id is authorized or not, if node id is available in the public list of ids which is store in every authenticated
node then will allow the node to join the opportunistic network. Second, if the node does not have any id so
will send ACK to the authenticated node to register and response vth new ID to join OppNets and broadcast
new id to all authenticated nodes (seed nodes) to update the id lisperiodically. Now, this node is ready to
join and communicate with any authenticated nodes and can generate an ID fonew nodes. This is the main
advantage to extend and grow the Opportunistic network.

4.4. Packet Authentication. The message, authenticated node, encrypts function and helper n@dmust
be in IDs list which must be authenticated, so these are the requements to authorize the packet. When node
n has the message for transmission, so it has to follow these steps tonskthe packet:

Authenticated node or seed node will use the encrypt function by N'RU algorithm and generate two
keys public key and private key to secure the packet

Next node also called helper node will receive packet contents of d@sation id, keys of packet and
message to carry and forward in an authenticated situation.

Receiving node will receive the encrypted message and if its theegdtination node then will use the
decryption function and forward the message to the next node till reah the destination.
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4.5. Algorithm for Node Authentication Process.
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BEGIN
Nh is interested to join in OppNet, it sends a registration request to Ns
If Nh has already an ID
/I If helper node is already registered in OppNet
/I then helper node has ID

If ID is verified as authenticated by Ns // ID is verified by seed nodes.
Connect to OppNets

Else
Authentication failed// Node found as a malicious.

End If

Else
If the registration process is successfully completed by Ns
Ns broadcast Public key (PU) of Nh
Update the public key list of each Ns
Connect to OppNets
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<,
% Authenticated (Seed Nodes)

E Unauthenticated Nodes

Fig. 4.2 . Node Authentication in Opportunistic Networks

14 Else
15 Go to step 2 // re-initiate the process until the registration complete
16 End If
17 End If
17 END
4.6. Simulation of NTRU Algorithm. Suppose a node N source ) Wishes to send a message to a desti-

nation (Nd), Nsource Will encrypts the messages using receivers public keyP()).

Consider the following Public Key Parameters values:N = 11;p=3 and q= 32.

Choose the two polynomials randomly:

f(X)= 1+x+x% x*+x8+x% x0 gx)= 1+x%2+x3+x> x8 x10

Consider the message which is in binary form 01001011 which is equivalent 3¢ + x3+ x*+1 in polynomial
form: messagem(x) =1+ x'+ x>+ x®

I. Key Generation Process Compute the inversef, of (f mod p)and the inversef qof (f mod q).
fo=f(x) Y(modp)=( 1+x+x? x*+x%+x° x9 I(mod 3)

= fp = -1 + X + X*2 -x*4 + x*6 +x*9 - x*10;
PolynomialMod [Algebra ' PolynomialPowerMod PolynomialPowerMod[fp, -1, x, x*11-1], 3]

om[s;=1+2x+2x3+2x4+x5+2x7+xs+2x9
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fo=1+2x+2x3+2x%+ x5 +2x7+ x8+2x°
fg=f(x) *(modg)=( 1+x+x? x*+x5+x% x1%9 ! (mod 32)

E=-fg = -1 + x + x*2 -x*4 + x*"6 +x*9 - x*10;

PolynomialMod [Algebra’ PolynomialPowerMod PolynomialPowerMod[fq, -1, x, x*11-1], 32]

oufit 5+ 9 x + x> +16x +4x* +15x" +16x%+22x" +20x" +18x° + 30 x°

fq=5+9Xx+6x%+16x>+4x*+15x° + 16x° +22x" +20x83 + 18x° + 30x 0

Public Key (Py)=p * (fq * g(x)) (mod g) Now, compute fq * g(x) and apply the truncated concept:
fo* g(X)= (5+9 X +6x2+16Xx3+4x*+15%°+16x5 +22x7 +20x8 + 18x°+30x10) ( 1+ x%2+ x3+
x5 x8 x10)

= 5 9x x? 2x®+11x*+12x5+13x8+3x7 +22x8 + 15x° + 16x1° + 29x! + 60x1? + 19x*3
2Xl4 7X15 36Xl6 40X17 50)(18 1&(19 30)(20

= 5 9x x2 2x3+11x*+12x%+13x5+3x7 +22x8 + 15x° + 16x1° + x!1(29 + 60x + 19x?
23 7x* 36x5  4x® 50x7 188  30x9)

=24 +51x +18x% 4x3+4x* 245 27x8 47x" +4x® 15¢° + 16x1°

p (fq 9(x)

=3 (24+51x +18x% 4x3+4x* 24x5 278 AT +4x®  15x° +16x19)

= 72+153x +54x2 172> 81x® 141x” +12x8 45¢° +48x1°

25~ PolynomialMod [72+153 x+54x" -12x7 +12x* - 72 x° - 81 x" - 141 x" +12 x" - 45 x° + 48 x*?, 32]

o B+25x+22 x2 +20x 7 +12x? +24x° +15 x5 +19x" +12 x® + 19 x* + 16 X9

Public Key (Py) =8+ 25 x +22x2 + 20x3 + 12x* + 24x% + 15x5 + 19x” + 12x8 + 19x° + 16x1°
Private Key (PRr): f(x) = 1+ x+ x? x*+x%+x% x10
fo=l+2x+2x3+2x%+ x5 +2x7 + x8+2x°

Message Encryption Process  Now, sender computes the ciphertext (C) using receivers pubti key:
Message m(x) =1 +x* + x3 + x5

Choose Random Polynomial r(x) = 1+ x?+ x3+ x* x% x’

Pu =8+ 25x +22x2 +20x3 + 12x* + 24x% + 15x% + 19x” + 12x8 + 19x° + 16x1°

q=32

C=r(x) * Py+ m(x) (mod q)
Compute r(x) * Py and apply the truncated concept: r(x) * Py =( 1+ x2+ x3+ x* x® x)
(8 +25x +22x2% +20x3 + 12x* + 24x° + 15x°® + 19x” + 12x8 + 19x° + 16x10)

[55)

25 22 20 12 24 15 19 12 19 16])

—-25 el 13 43 35 14 7 -6 5 el 23 g 8 —22 —-28 =19 —16

[}

= 8 25x 14x2+13x3+43x*+35x°+14x%5+7x7 6xB+5x% 14x10 + 23x11+4x12 + 8x13
22X14 28X15 19)(16 16Xl7

= 8 25x 14x%+13x3+43x*+35x°+14x8+7x7 6xB+5x%  14x10 + x'1(23 +4x +8x2
223 28* 15 16x9)

=15 21x 6x2 9x3+15x*+16x> 2x8+7x7 6xB+5x°  14x10

r(x) * Py+ m(x)

=(15 21x 6x% 9Xx3+15x*+16x> 26+7x7 6x8+5x% 1410+ (1 + x+ x3+ x6

=16 20x 6x2 8x3+15x*+16x°> x8+7x7 6x8+5x% 14x10

r(x) * Py+ m(x) (mod 32)

16 20x  6x2 8x3+156x*+16x> x®+7x7 6x8+5x% 14x%(mod 32)

=16+ 12X + 26x2 + 24x3 + 15x* + 16x® + 31x% + 7x” + 26x8 + 5x% + 18x1°

[}
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After encryption process, the ciphertext (C) is:
C=16+12x +26x%+24x3+15x* + 16x% + 31x8 + 7x” + 26x8 + 5x° + 18x10

Message Decryption Process The receiver (Nq4) received the message (m) in an unreadable form which
is known as ciphertext (C). Now, the receiver (N4) decrypts the message using own private keyRr):
C=16+12x +26x% +24x3 + 15x* + 16x° + 31x°% + 7x” + 26x8 + 5x% + 18x10

Private Key (Pr):

fx) = 1+x+x2 x*+x8+x% x10
fo=1+2x+2x3+2x%+ x°+2x" + x8+2x°
q=32

p=3

P1 = f(x) * C(mod q)

Firstly computes f(x) * C and apply the truncated concept:

fX)*C=( 1+x+x% x*+x8+x% x19 (16+12x+26x%+24x3+15x*+16x>+31x6+7x" +
26x8 + 5x° + 18x10)

reonv{[-1. 1.1 0-101001 -1];[16 12 26 29 15 16:31. 7 26 5 18])

ans

=16

-
7]
|
¥}
=

4 2 14 1S 11 =10 28 23 52 -7 46 21 -7 ] 20 =6

= 16+4x+2x2+14x3+19x*+11x> 10x®+28x7 +23x8+52x°  7x10+46x1 +21x¥2  7x13+
x4 +20x1®  6x16+19xY  21x¥® +13x1° 1820

= 16+4x+2x%+14x3+19x* +11x5 10x6 +28x7 +23x8 +52x° 710+ x1(46+21x Tx%+
9x3 +20x% 6x°+19x® 21x"+13x® 189

=30+25x 5x2+23x3+39x*+5x°+9x%+7x7 +36x8+34x% 7x10

f(x) * C(mod q), to reduce the coe cients between -qg/2 and g/2:

=(30+25x 5x2+23x3+39x*+5x>+9x8+7x” +36x8+34x° 7x1%) (mod 32)

=30+25x +27x2+23x3 +7x* +5x>+9x8 + 7x” + 4x8 + 2x% + 25x10

Choose the values lying between -g/2 and g/2 or between [-16,15].

Pr= 2 7x 5% 93 +7x*+5x>+9x8+7x"+4x8+2x° 7x10

P2 = P1(mod p)

P1(mod p), to reduce the coe cients between -p/2 and p/2:

=( 2 7x 5x2 9P+ 7x*+5x>+9x8+7x"+4x8+2x% 7x1%(mod 3)
=1+2Xx+ x2+0+ x*+2x5+0+ x"+ xB+2x%9+2x10

=1 x+x2+x* x5+x7+x8 x2 x10

P,=1 x+x2+x* x°+x"+x8 x% x10

Original Message m(x) =f, Pz(mod p)

Now, computef , P, and apply the truncated concept:

fo P2

= (142 x+2x3+2x4+ x%+2x7+ x8+2x%) (1 x+x2+x* x5+ x7+x8 x% x¥0)=1+ x x%+
43+ x*+2x5 x8+6x7+2x8+3x% 3x0+6xM1+0x2 2x13 3IxM+2x15+ x16 x17T 3x18 2x1°
=1+ x X2+4Ax3+x4+2x5 x8+6x7+2x8+3x% 3x0+xM(6 2x? 3x3+2x4+ x5 x& 3x7 2x8)
=(7+ x X%+ x3+6x4+3x> 2x0+3x7+3x° 3x19

mx) = fp P2 (modp)

=7+ x 32+ x3+6x*+3x> 2x8+3x"+3x% 3x0)(mod 3)
=1+ x 0+x3+0+0+ x5+0+0+0

=1+ x+ x3+ x®

=x8+x3+x+1

13
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Finally, the receiver (Nq) received the original Message:
m(x) = x5+ x3+ x +1=01001011
m(x) = 01001011

5. Security Analysis. In this part of the paper, we analyze the security of our proposed algorithm,so
the proposed algorithm is able to ful Il the security requirements.

Identi cation and Authentication. Before joining the network, any node has to check by authenticated
nodes to verifying ID to join the Opportunistic Networks. Without unique I, the node is not able to join the
OppNets and can't satisfy the identi cation. Before accepted any nodeto join or carried the message needs to
apply the authentication technique, in which each authenticated nade will check the ID before giving the task
to transmit it, if ID is found in public list of IDs that mean the node is authenticated.

Con dentiality. During the registration process of each node to ensure that nodes anmeot a malicious
node to protect the message transferred from source to destination arenly based on authorized nodes. To
protect the packet con dentiality would be encryption using crypt ography to ensure that only authenticated
nodes can know the key and carry the message.

Integrity.  Before forwarding the message to the next node, the encryption tectiques generates two keys,
one public key and second private key to prevent any unauthorized noes to modify or change the message.
The integrity of the message refers to protect the packet from a mali@us node or unauthorized nodes

Sybil Attack.  In the case of a Sybil attack, the masquerade node tries to act as an authéoated node and
create the multiple fake IDs which congest the network or stealing tle con dential information. The proposed
approach will check the ID of every helper node which comes into th@etwork, if helper nodes have an ID then
the proposed approach will check the ID that helper node is authenticor malicious. If a helper node does not
have the ID then the approach will register the new helper node and dbcate the unique ID. After successful
registration, the seed node will broadcast the public key (PU) of a newhelper node so that every seed node
could recognize the helper node. The proposed approach prevents the [Slyattack.

6. Performance Analysis.  To evaluate the performance of the proposed algorithm on the basis of the
following three metrics:

Delivery Ratio ( Dg):. Itis the ratio of the number of messages received by the receiver irespect of the

number of messages created (generated) at the sender side.
D — Mreceived
R M created

Latency. Latency is the average end-to-end delay between sender and recaivelrhe low latency depicts
the better performance with respect to saving the network resouces.

—  Treceived Tcreated
Latency = it oo

Routing Overhead. Itis the ratio between the number of messages broadcast and the numbef messages
received. The ample routing overhead implies the more resourcedilized.
RoutingOverhead = Mbroadcast

M received

7. Conclusion and Future Work. In this paper, we presented the security algorithm for opportunistic
networks which provides node authentication to protect and prevem from Sybil attack, malicious and unautho-
rized nodes. This algorithm helps and improve authentication to exend opportunistic network from heteroge-
neous nodes, when new node needs to join it has to contact the seeddwss, then will check the node, if it has
ID then will check and compare with public list which keep all nodes ID, if found then node become authorized,
if ID not found then the seed nodes will generate new ID and broadcast ito update the public list periodically,
so node can join after authorized. This algorithm features enhanced autntication in Opportunistic network
environments, the proposed algorithm can prevent the Sybil attack and obher nodes which are not authenti-
cated. In the future, the authors will implement the proposed algorithm in the opportunistic environment on
ONE simulator.
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ON THE SECURITY OF AUTHENTICATED GROUP KEY AGREEMENT PROTOCOLS

SUMAN BALA , GAURAV SHARMA Y HIMANI BANSAL % AND TARUNPREET BHATIA *

Abstract.  The group key agreement protocol enables to derive a shared session key for the remote members to communicate
securely. Recently, several attempts are made to utilize group key agreement protocols for s ecure multicasting in Internet of T hings.
This paper contributes to identify the security vulnerabiliti es in the existing protocols, to avoid them in future constructi  ons. The
protocols presented by Gupta and Biswas have been found insecu re to ephemeral secret key leakage (ESL) attack and also, malici ous
insiders can impersonate an honest participant. Additionally , the protocol presented by Tan is also ESL-insecure. We also prese nt
a x to the Tan's protocol to make it secure.

Key words:  Group key agreement, Authentication, Insider security, Mutua | authentication

AMS subject classi cations. 68M12

1. Introduction.  The recent security concerns are prevailing when multiple dedes over a wireless com-
munication interact among them leaking sensitive information to a nonpatrticipating entity [20, 19]. A common
concern in these real world applications is to establish a secure s#gn among the interested remote participants.
It is always challenging to derive a shared secret key which can pre¥ over the advantages of adversary. A
group key agreement (GKA) protocol enables the participating members ¢ establish such a symmetric session
key, usually following an asymmetric procedure. This symmetrickey is further used for encryption decryption
purpose. Various real life applications of GKA includes distributed computations, video conferencing and multi-
user games. A variety of key establishment approaches have been presed in literature based on the network
characteristics, agreement strategy, communication rounds and contribtiveness. The two major classes repre-
senting the protocols are either transportation of session key or agreemevia participant's contribution. In the
key transport protocols, the session key is derived by one of the powil nodes and then transferred securely
to all the members of the group. The common session key, derived by alhe members following an interactive
protocol, is known as key agreement protocols.

The hybridization of above two categories can originate another variety of potocols namely, balanced
and imbalanced protocols. The balanced protocols are equally contributie protocols while in imbalanced, all
the participants contribute but the major part of computations, such as signature veri cation, is performed by
some powerful node. Other than preserving the basic attributessch as known key security and forward secrecy,
contributivenessis an important aspect of a GKA protocol. By contributiveness, we mean hat all the member's
contributions are involved so that none of the member can predeterminghe session key without incorporation
of other members.

Following the Di e and Hellman [8] work on two-party key exchange, there has been extensive e orts to
convert their two-party key exchange protocol to multi-party key exchange protocol [6, 11, 21]. Among the
most notable works, Joux's one round three-party key agreement protocol13] is considered as a signi cant
contribution for practical GKA protocol due to the functionality of pair ing. Based on Joux's work [13], Barua
et al. [1] have presented protocols of multi-party key agreement in tw avours unauthenticated- based on
ternary trees and authenticated- from bilinear maps. Unfortunately their protocols are secure against pasive
adversaries only. As established by Bellare and Rogaway (Crypto'93) [2],a avoid man in the middle (MITM)
attack, authentication is an essential security requirement for key exchange protocols.

The rst contribution towards modeling provable security for auth enticated key exchange (AKE), was
commenced by Bresson et al. [3, 4, 5] but their protocol account®(n) rounds, which is very expensive. Later
in 2003, Katz and Yung [15] presented a scalable compiler to transform any undhenticated GKA into an
authenticated GKA with the additional cost of one round. Since the GKA study involves multiple participants,
the consideration of malicious insider is a realistic scenario. Katz andshin [14] rstly modeled the insider
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security in GKA protocols. Gorantla et al. [9] studied that the compromise of long-term key of one participant
should not enable the impersonation of any other participant. The improved security model which addresses the
forward secrecy and key compromise impersonation resilience(KCIR) for GKA protocols to take into account
authenticated key exchange (AKE) security and mutual authentication (MA) security. In 2011, their model
was revisited and enhanced by Zhao et al. [30] where they addressed tlephemeral secret key leakage (ESL)
attack. The extended model is the strongest model, as it takes into amunt both the leakage of secret key as
well as the leakage of ephemeral key independently. However, Tsengja. [23] argued about the insu ciency
of UF-ACMA secure signature scheme and proposed a UF-ACM-ESL secureégsature based on Schnorr [17].

In identity based setting, the rst authenticated ID-based GKA protocol was formalized by Choi et al.[7] in
2004, but their scheme was found vulnerable to insider colluding attack29]. In 2007, Shim [16] claimed that
scheme in [7] is vulnerable to another insider colluding attack and impoved the protocol. Unfortunately, none of
these AGKA protocols could achieve the perfect forward secrecy. Réect forward secrecy allows the compromise
of long term secret keys of all participants maintaining all earlier shaed secrets unrevealed. In 2011, Wu et
al. [28] presented a provably secure ID-AGKE protocol from pairings, poviding forward secrecy and security
against the insider attacks. Later, Wu et al. [27] presented their rst revocable ID-based AGKE (RID-AGKE)
protocol, which is provably secure and can resist malicious participnts as well. The main attraction of this
protocol was e cient revocation of group members. However, the protocoltakes three rounds but unable to
identify malicious participants. In a subsequent improvement, Wu et al. [26] proposed an ID-based AGKE
protocol, which can passively detect malicious participants and also pved its security against insider attacks.
Although, the protocol was later found insecure against an insider colludig attack by [24]. Afterwards, a two
round revocable ID-AGKE protocol was presented by Wu et al. [25] whichcan identify malicious participants.
Another work on authenticated group key agreement protocol without pairing is presented by Sharma et al. [18].
Recently in 2017, Gupta and Biswas [10] presented an ECCbased AGKA protocaind claimed it computationally
e cient. However, in this paper, we present security aws in th eir construction and proved it insecure. All the
above discussed protocols are balanced GKA protocols where all the péaetpants contribute equally and derive
a shared session key.

On the other hand, some imbalanced GKA protocols are also presented whe one of the powerful node
contribute more in the computational sense. A recent contribution to improve the computational e ciency by
Islam et al. [12] is presented. This is an ECC-based ID-AGKA protocol ér imbalanced mobile networks. The
best feature of this protocol is pairing-free property. However, Tan 2] found the Islam et al. [12] construction
insecure and improved it. We present an ESL attack on their improvedwork and attempt to x it.

Rest of the paper is organized as follows: in Section 2, we introduce nessary de nitions, corresponding
hardness assumption for AGKA protocol and standard security model for AGKA. Section 3 and Section 4
describes the AGKA protocols and our attacks on their construction, folowed by the conclusion Section 5.

2. Preliminaries and De nitions. In this section, we introduce mathematical de nitions, hardness
assumptions, the notion of AGKA protocol and security model for it. If X is a set, theny ° X denotes the
operation of choosing an element of X according to the uniform random distribution on X.

2.1. Notations Used. This section describes the preliminaries used for AGKA protocol.Table 2.1 shows
the notations used throughout the paper.

2.2. De nitions and assumptions. Definition 2.1 (  Computational Di e-Hellman Problem (CDHP) ).
Let G be an additive cyclic group (precisely an elliptic curve group) of orde q with generator P. Let CDH :
G G! G be amap de ned by

CDH (X;Y )= Z; whereX = aP;Y = bP and Z = abP :

The computational Di e-Hellman problem (CDHP) is to evaluate CDH (X;Y ) given X;Y * G without the
knowledge ofa;b 2 Z,. (Note that obtaining a 2 Z,, given P;X 2 G is solving the elliptic curve discrete
logarithm problem (ECDLP).)

Definition 2.2 (  Computational Di e-Hellman Assumption ). Given a security parameter , let hg;G; P; X;
Y;i  G( ). The computational Di e-Hellman assumption (CDHA) states that for any PPT algorithm A which
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Table 2.1

Notations Used
Notation Description
q a large prime number
Fq nite eld
E=Fq elliptic curve de ned on  Fq
G; G cyclic additive group composed of the points on E=Fq
G2 cyclic multiplicative group composed of the points on  E=Fq
P generator of G
e admissible bilinear map "e¢: G1  G1! G2
Hi()X i n) | secure one-way hash functions
k security parameter
param system parameters
Ui A mobile node
Un The powerful node
ID; Identity of node Uij(1 i n)
n number of participants
C Challenger, who is authoritative to respond adversary's query
A Adversary

attempts to solve CDHP, its advantage
Adv g (A) := ProbA(q;G;P; X;Y )= CDH (X;Y)]

is negligible in . We say that the (t; )-CDH assumption holds in group G if there is no algorithm which takes
at most t running time and can solve CDHP with at least a non-negligible advantage .

2.3. AGKA Protocol. Let there are total n participants U;;U,;  ;Up and any subset with (hn  2)
can run the protocol ( ). Each participant is provided a (public, private) key pair. In a p rotocol, we refer by
sessiona running instance. Each participant is allowed to run multiple sessions concurrently. Ani'" instance
of the protocol is represented as 'U where U is the corresponding user or participant. We de ne two identities
- the session identity sid}, which is the session dependent information computed by used at it's i instance
using the shared information in that session, and the partner identiy pid}, which is a set of identities of the
participants who are involved in generation of the session key with |, . We say an instance |, acceptswhen
it computes a valid session keysk. We say instances |, and }{.(for |, 6 1,0) are partnered i (i) they have
both accepted (i) sid, = sid},, (iii) pid}, = pid},, . We further de ne the term freshness

Definition 2.3 ( Freshnes}. An instance |, is referred to be fresh if it satis es the following conditions:

1. If the instance |, is accepted, neitherU; nor any of its partnered instances, can query Reveal key
oracle.

2. No participant is allowed to query Corrupt and Reveal Ephemeral Kewimultaneously.

3. In a partnered instance betweenU; and U;, if an adversary A corrupts U;, any message sent fromJ;
to U; must actually come fromU; .

2.4. Security Model for AGKA Protocol. We analyze the security of proposed protocol within the
standard security frame of indistinguishability. For the purpose we de ne the following experiment between the
challengerC and the adversaryA:

Setup: Oninput a security parameter 1 , the challengerCruns KeyGen (1 ) to generate the public parameter
Params and the system key pair pk; msk) and gives the adversaryA the public key pk. msk is the
master secret of the system.

Queries: A can adaptively make the following queries:

Execute( |,): Any time the adversary A can query for the complete transcripts of an honest
execution among the users selected by himself.

Send( {,;m): During the normal execution of the protocol, this query returns the reply generated
by instance ;.

Reveal Key ( 1,): When the oracle is accepted, this query outputs the group sessionely.
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Corrupt( U;): This query models the reveal of long-term secret key. The partiipant is honest i
adversary A has not made anyCorrupt query.
Ephemeral Key Reveal( |,): This query models the reveal of ephemeral key of participantJ; for
instance ;.
Test( },): This query can be made only once during the execution of protocol . The challenger
responds with a session key.
Challenge:  During the Test query, the challenger randomly selects a bitb *f 0;1g and returns the real
session key ifbo= 0 or a random value if b= 1.
Guess: A outputs its guessh for b.
The adversary succeeds in breaking the security it’ = b. We denote this event by Suce and de ne A's
advantage asAdva (1¥) € j2Pr[Suca] 1j.

Definition 2.4 (  AKE-Security). Let Aae be an adversary against AKE-security. It is allowed to make
queries to the Execute, Send, RevealKey, Ephemeral Key Reveal, Corrupt orasl It is allowed to make a single
Test query to the instance 'u at the end of the phase and given the challenge session lsiy,, (depending on
bit b). Finally Aae outputs a bit ° and wins the game if(1)b= K’ and (2) the instance |, is fresh till the end
of the game. The advantage oA iS Adva,, = j2Pr[Suca,.] 1j. The protocol is called AKE-secure if
the adversary's advantageAdva . is negligible. Below we recall the MA-security considering both types of
adversaries, outsiders and insiders.

Definition 2.5 (  MA-security with outsider KCIR ). Let Amaout be an outsider adversary against MA-
security. Let pid, be a set of identities of participant in the group with whom |, wishes to establish a session
key and sid‘U denotes a session id of an instance 'U Amaout IS allowed to make queries to the Execute, Send,
RevealKey, EphemeralKey Reveal, Corrupt oraclesAma.out breaks the MA-security with outsider KCIR notion
if at some point there is an uncorrupted instance |, with the keysk!, and another party U°which is uncorrupted
when |, accepts such that there are no other insiders impid}, and the following conditions hold:

there is no instance LZO with (pidLZo;siszo) =( pidf ;sidb) or, . _
there is an instance ;o with (pid};o; Sidy;0) = ( pidy,; sidy,) which has accepted wittsk{;o 8 ski.

Definition 2.6 ( MA-security with insider KCIR ). Let Amain be an insider adversary against MA-security.
It is allowed to query Execute, Send, RevealKey, EmphemeralKey Reveal an@i@upt oracles. It breaks the MA-
security with insider KCIR if at some point there is an uncorrupted instance |, which has accepted with the
secret keysk!, and another party U° which is uncorrupted when |, accepts and

there is no instance Qo with (pidftzo;sidflzo) =( pidf ;sidb) or, . _
there is an instance ;o with (pidyo; sidy,o) = ( pidy;sidy,) which has accepted wittsk{;o 6 sk, .

3. Review of Tan's Identity-based Authenticated Group Key Agreemen t Protocol.  This section
reviews the Tan's pairing-free ID-AGKA protocol for imbanced mobile networks. Tan's pairing-free ID-AGKA
protocol consists of ve phases namely, Setup phase, Key extraction @se, Key agreement phase, Remove phase
and Join phase. The notions used throughout the paper are listed in Table....

Setup: For a given security parameterk, PKG does the following:
Choose ak-bit prime q and generate a groupG over the elliptic curve, where P is the generator
of the group of prime orderq.
Choose the master keyx 2 Z, and compute the system public keyPpy, = XP.
Choose cryptographic hash functions as follows:
{ Ho:f0;1g G G Zg!f 0;1g
{ H1:f01lg G! Z4
{ Hx:f0;1g G G! Z4
{ Hz3:f0;1g ! Z4
{ Hy:f0;1g G G! Z4
Publish the system parametersG; Fq;q; P; Ho( ); H1(); H2(); Ha(); Ha(); Ppub.
Key Extraction: Public key generator extracts the secret key ofJ; with identier 1D ; as follows:
Choose a numbem; 2 Z, and computeR; = riP.
Compute a Schnorr signature [17] about the identityID; asx; = rj + xH1(ID i; R;j).
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Ui checks ifxiP = R; + H1(IDi;Rj)Ppu. If the equality holds, U; takes (xi; Ri) as the private
long-term key.
Key Agreement: Each nodeU;(1 i n 1) randomly selects two numbersai;bh 2 Z, and computes
Ti = axiP;Vi = bP;s = 3 + xiH2(ID; T;; Vi) mod g. Next U; sends the messagdD ;; Ti;Vi;Ri;si)
to the powerful node U, .
Upon receiving the messagelD i; Ti; Vi; Ri; si), U, executes the following operations:
Compute P; = R; + H1(ID i;R;)Ppup and check ifsiP = Vi + Ho(ID; T;; Vi)P; holds. If it holds,
U, authenticates U;.
Choose two random numbersa,; b, 2 Z, and compute the following:

Th
Sn

Ha(anjjXn)P;Vh = by P;Zi = Ha(anjixn)Ti(X i n 1)
Bh + XnHa(ID njiZ1jjZ2]j i Zn 1]iVhiiTn) mod g

Broadcast the messagelD n; Vh;Rn;Sn;Z1;Z2; ;Zn 1) to the group U.

Compute the session key§K = Hy(ID; Z; T 1;Sn), where

ID = ID4jjID2jj  jjIDn ajilDn; Z = ZajiZ)]  :jn 1.
Each U; computesP, = Rp+ H1(ID ; Rn)Ppun; T = (ayxi)*Z;, and checks ifsyP = Vo + H4(ID v Z; Vp;
T)P, mod q. Ifitis valid, U; computes the group session kesK = Ho(ID;Z;T;s ).

3.1. Our Attack and Fix. Recall that, when the leakage of ephemeral secret is included in the sarity
model, the leakage of these short term secrets should not allow the adssary to compute the session key. In
Tan's protocol, the leakage ofa; and b will allow the adversary to nd long term secret key from the signature.
The adversary can computex; asx; = (H2(ID;Ti; Vi) *(si b)modg
The adversary computesT = (ax;) *Z; where Z; can be easily eavesdropped from the transcript. The ses-
sion key can be computed asSK = Hg(ID;Z;T;s ), where ID = D 4jjIDjj jjIDn 1jjID and Z =
Z1jiZ5ji jiZn 1- To x the above attack, one solution is to use a signature such that the bakage of private
key can be avoided on the leakage of ephemeral secrets while other sotutisuggests to mask the ephemeral
secret. The masking can be done by a simple substitutiofy = Hs(b; x;), where Hs : Zy Zg! Z4 Now, the
leakage of ephemeral secrets; and ky will not allow the adversary to compute x; from the signature.

4. Gupta and Biswas ECC-based AGKA Protocol. In this section, we rst present the AGKA
protocol by Gupta and Biswas and then, we discuss about the security winerabilities in their proposal. The
protocol is insecure against insider colluding attack and ephemeral keleakage attack. The algorithm steps are
as follows:

Setup (1 ) : Oninput security parameter 1 , this phase outputs the system parameter$?arams in the following
steps:
Chooses an elliptic curve groupG; of prime order q. Let P be a generator of groupG. Let & be
an admissible bilinear mape*: G; G;! G, where G, is a multiplicative group.
Chooses cryptographic hash functionddo : f0;1g ! G2, H1:G1 G2! Z,.
Finally publishes the system parametersParams= fG1;G2;q; P; Ho(); H1(); &0
KeyGen (params;ID i) : The phase performs the following for all the group members:
Each party P; publishes her public keyPU; = sjP and computes her private key asPR; =

@P, where QU; = Ho(ID ) and s; 2 Z, is a randomly selected master key of each party
i [
i
Key Agreement (x;;pid): Inthis phase, all the participating group membersP;;P,; ;P, have their indexes
in cyclic form and also, all the members have already received theiryblic/private key pairs. The steps
for key agreement protocol are as follows:

Round 1:
Each party Pi(1 i n) chooses a randont; 2 Z, and computes ; = r;P and h; = Hy( i;ri).
Each Party computes the signature onh; as ; = h;PR; and broadcastsh ;; h; Lo,

On receiving these signaturesh j; h; 1 j1, all participants verify as &( ;; h; Qb i) ="ePU;;P),
whereQip j = Ho(IDj)P + PU;.
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Round 2: On successful veri cation, eachP; computes X; = ri( i+ i 1) and broadcast to all
other participants.

Key Computation  : Each party computes the shared group key as
Ki=mnri j 1+ Yi=(raro+rorg+ i+ rpr)P
whereY; =(n  DX;j+(n 2)Xj+1 + i+ X 2.

4.1. Our Attacks.  Here, we list some attacks on the above protocol and prove that the protocois not
secure. The attack points are as follows:

Key Generation Flaw: In this protocaol, it is ambiguous to derive the public/private key pair by the par-
ticipant itself. Usually, there are three cryptosystems in practice, Public Key Infrastructure (PKI),
Identity based Cryptosystem (IBC) and Certi cateless Cryptosystem (CL-PKC). In all the cryptosys-
tems, the private key is partially or fully generated by the trusted third party. If the user can derive
the public/private key pair by themselves, there will be no authertication because an adversary can do
the same and hence, anyone becomes a valid member in any communication.

Insider Colluding Attack: The presented protocol is also vulnerable to insider colluding athck. Two insiders
P; 1 and Pj+; can collude together to impersonate the participantP; in any other group. The malicious
participants eavesdrop the transcript h i;h; 1. .i from the previous session and replay this in a new
group. Further, note that the computation of X; in Round 2 can be easily performed byP;.; and

P 1.
Xi=ri( j+1 i 1)
=T+ i
=Tivr 0 i1

The common group key can be computed a&; = nr; 1 j+ Y,

whereY; =(n 1X;+(n 2)Xjaq + 1+ X 2.

Therefore, any two malicious insiders can impersonate a participant whout his consensus and agree
upon some session key. The adversary in our attack must be an active advery which has the privilege
to call Send oracle in standard security model.

Ephemeral Key Leakage Attack: Another drawback of the scheme is, the leakage of ephemeral key diregtl
compromises the group session key. However, the authors claim in Theare7.9 [10], the session
key resistance against the leakage of session speci ¢ temporary informati but the given session key
formula K; = nr; ; 1+ Y; is completely dependent onr;.

5. Conclusion. In this paper, we analyze two AGKA protocols against the claimed secuty notions and
we found them insecure. The Gupta and Biswas protocol is vulnerabléo ESL attack as well as insider colluding
attack while the Tan's AGKA protocol is ESL insecure. We also preseha x to the Tan's protocol.
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A PATTERN-BASED MULTI-FACTOR AUTHENTICATION SYSTEM
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Abstract.  User authentication is an indispensable part of a secure syste m. The traditional authentication methods have been
proved to be vulnerable to di erent types of security attacks. Art i cial intelligence is being applied to crack textual passwo rds
and even CAPTCHAs are being dismantled within few attempts. T  he use of graphical password as an alternate to the textual
passwords for user authentication can be an e cient strategy. However, they have been proved to be susceptible to shoulder su r ng
like attacks. Advanced authentication systems such as biom etrics are secure but require additional infrastructure for e cient
implementation. This paper proposes a novel pattern-based mu Iti-factor authentication scheme that uses a combination o f text
and images resulting for identifying the legitimate users. Th e proposed system has been mathematically analyzed and has been
found to provide much larger password space as compared to simple text based passwords. This renders the proposed system secure
against brute force and other dictionary based attacks. Moreove r, the use of text along with the images also mitigates the risk o f
shoulder sur ng.

Key words:  Security, Password, User authentication, Multi-factor, Patt  ern-based
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1. Introduction. Recent advances in the technology have resulted in the developmenif complex IT
based systems for delivering value added services to the users. @$e systems may store users personal data
with aim of providing personalized services to the users. The rapi growth in the demand for personalized
services will eventual transform these systems into the storehaes of various types of personal information of
the users. This urges for the requirement of having more robust and seire access mechanisms in order to
mitigate the various security risks associated with the unauthorizedaccess to these IT systems [1, 2, 3]. This
makes the user authentication the most essential and indispensableomponent of such systems. There are
three basic authentication methods which are based on token, biometci and knowledge [4]. Smart cards are
token-based authentication system implementing knowledge-basetechniques to enhance security as in case
with ATM cards having a PIN number. Biometric based authentication techniques, such as ngerprints, iris
scan or facial recognition provide highest level of security but are sli expensive, slow, unreliable and hence,
not yet widely adopted [5]. Knowledge based techniques are the most dely used authentication techniques
which include both text and picture-based passwords [6].

The most basic mechanism for authenticating users is by the use of pasewds [7]. The concept of using
passwords is an e cient and cost e ective solution for user authentication. The fundamental requirement for
any password is that it should be easy to remember and must be secure @mgh. In other words, authentication
process must be e cient and password must be tough to guess. Text baskpassword continues to be the most
widely used form of authentication methods owing to a number of factos such as easy to remember, tough to
guess, and small time is required to nish the process. Studiesdve revealed that users often have a tendency of
picking a short password so that it could be easily remembered but ufortunately, these passwords are easy to
compromise. This can be attributed to the fact that textual passwords are just a series of characters (numeric,
alphanumeric, and special characters) and are usually based on Latin or othewell-known scripts supported
by the input devices. This renders the textual passwords susceijiile to various security attacks. It has been
observed that 4.66% of accounts on rockyou.com have been compromised withet help of social engineering,
dictionary and brute force attack [8]. As per Open Security Foundation, milions of credit card records has
been compromised by the hackers from the big organizations like TRW, S&s Roebuck, Sony Corporation etc.
[9]. According to a computer world news article, the security team at alarge company ran a network password
cracker and within 30 seconds and identi ed about 80% of the passwords [10].

In light of the above mentioned requirements, this paper proposes aavel pattern-based multi-factor recog-
nition mechanism for user authentication. The proposed mechanism ragres a user to enter textual key along
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with the clicks at speci c areas on multiple graphical images. The comhaation of text and graphics increases
the password space thereby making the authentication mechanism morebust and secure against various types
of security threats. This paper further analyzes the storage requirerants and the tolerance of the proposed
password scheme with respect to di erent possible combinations ofmages and text in the proposed mechanism.
The rest of the paper is organized as follows: Section 2 provides the dtilights of the existing literature
related to the proposed work; Section 3 discusses the proposed syster@ection 4 presents a mathematical
analysis of the proposed system; and nally, Section 5 concludes the p&p along with a brief discussion of the
future works.

2. Literature Review. It is well established fact that humans can remember pictures betér than text
which makes graphical password schemes better alternative to textdsed schemes [11]. Moreover, if the number
of images is su ciently large, the possible password space of a graphical pasord scheme exceeds than that
of text-based schemes thereby, o ering better resistance to digbnary attacks. In pattern-based recognition
techniques, a user is being presented with a set of images and autitecated by recognizing the images he or
she selected during the registration stage but in recall-based tectiques, a user is asked to reproduce something
that he or she created or selected earlier during the registration stage.Password retention was measured
longitudinally three times: at the end of the rst session (R1), one wed later (R2) and four weeks later (R3),
which revealed the following statistics presented in Table 2.1 [12]

Table 2.1
Response towards textual and graphical password scheme [12]

Mode Mean R1 | Mean R2 | Mean R3
No. of |r_100_rrect Alphanumeric 1.61 2.82 1.43
submission
Graphical 0.28 244 1.20
Time of correct | v numeric | 9.01 2253 20.76
submission(sec)
Graphical 5.28 9.87 8.99

Table 2.1 clearly depicts that graphical passwords are easy and e cient toimplement, and therefore, the
chance of incorrect submission and time taken for correct submissiorsialways less than that of alphanumeric
passwords. In contrast to graphical passwords, alphanumeric passwordsqeire more e ort to remember but
their implementation for secure system is simpler. Table 2.2 and 2.3ists few important statistics related to
textual passwords.

Table 2.2
Most common textual passwords [13]

Top 10 Passwords Number of users Percentage of use
123456 1666 0.38
Password 780 0.18
Welcome 436 0.1
Ninja 333 0.08
abc123 250 0.06
123456789 222 0.05
12345678 208 0.05
sunshine 205 0.05
princes 202 0.05
Qwerty 172 0.04

From Table 2.2 and 2.3, it can be inferred that dictionary and brute force attack may decode alphanumeric
passwords easily. Graphical password has been employed for implemearg the users personal handheld device as
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Table 2.3
Most popular structure of textual passwords [14]

Prevalent password Number of users Percentage of use
One to six characters 88164 19.91
One to eight character 272885 61.63
More than eight characters 169888 38.37
Only lowercase alpha 146486 38.37

Only uppercase alpha 1778 0.4

Only alpha 148264 33.49
Only numeric 26077 5.89
First capital last symbol 1259 0.28
First capital last number 17464 3.94

the password decoder and the user is being challenged with an image passd with few hints [15][7]. Humans

have exceptional ability to recognize image, therefore, PassFace Sahe has been implemented with cogno
metric or search metric systems requiring user to remember a seif images both during password creation and
authentication phase [16][17]. Figure 2.1 depicts the PassFaces grid schem

Fig. 2.1 . PassFaces grid [18]

Hollingworth et al. [19] revealed that people may retain accurate, detailedvisual memories of objects which
they attended previously. They suggested that user may remember sxi ¢ parts of an image more accurately
as their password if they are focused upon as shown in Figure 2.2.

In an ideal design, the cue is always helpful for legitimate user durig authentication. Cued-recall system
requires users to remember particular locations within image whib is easier than that of pure recall. These
systems may also be called as locimetric due to their reliance on éuhtifying speci c location. Sobrado et al.[20]
developed a graphical password technique that deals with shoulder surg problem in which user needs to
identify his pre-selected pass objects among objects. User autheoates himself by clicking inside convex hull
formed by these objects 2.3.

Sabzevar and Stavrou [15] proposed a methodology in which users need to weca frame along with objects
until the pass object in this frame lines up with the other two pass oljects. This process may be repeated to
reduce the likelihood of getting authenticated randomly but this makes the entire process slow. Jansen et al. [6]
proposed a graphical password mechanism for mobile devices in which usemrolls himself by selecting a theme
consisting of thumbnail images and then registers a sequence of imagesapassword. During authentication,
the user must enter the registered images in the correct sequencelhe basic drawback of this technique is
the number of thumbnail images is limited to 30 and hence, the passwordpace is small.Figure 2.4 shows an
instance of their second algorithm, where the user is required to me a frame until pass objects line up with
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Fig. 2.2 . Cued Recall System [12]

Fig. 2.3 . Convex hull formed with pre-selected objects [20]

the other two pass objects. The main disadvantage of this is the slow autintication process.

Jansen et. al [6] proposed a graphical password mechanism for mobile dedcdn enrollment stage, a user
selects a theme which consists of thumbnail images and then registera sequence of images as a password.
During authentication, the user must enter the registered imagesn the correct sequence. One weak point with
this technique is number of thumbnail images are limited to 30 as show in Figure 2.5. This leads to a smaller
password space.

3. Proposed Methodology. This paper implements a pattern-based multi-factor authentication scheme
in which a number of images are displayed for a xed time interval. The user has to click within a prede ned
area on a particular image for authentication. As the number of clicks inceases, the security of the system
also increases but at the same time it becomes more complex, thereferthe number of clicks required for
authentication may vary as per the requirement of the system. The poposed system also requires a user to
enter a key along with the click at speci ¢ areas on respective imagesithe slide show to enhance the level
of security. The images considered in the proposed system are of 1360 x 66&qis, each of which is displayed
for an interval of 2.5 seconds during the slide show. Images selectedrfthe authentication are preferably gray
scale images to reduce the storage space and to make the process fast. iDgrauthentication, user has to input



A Pattern Based Multi-Factor Authentication System 105

Fig. 2.4 . Alignment of pass object across line [20]

Fig. 2.5 . Grid of 30 thumbnail images [6]

a key along with the click within a region of size 30 x 30 pixels around paiitular points in the corresponding
images. If the region is too small, it will be more secure but at the samdime, false rejection will be high for
a genuine user. If this region is too large then it will be easier for tie attackers to guess the clickable region.
Graphical passwords are easy to remember, however, it is also prone shoulder sur ng, therefore, user has to
input some keystroke along with the mouse click which would be di cult for the attacker to notice. The time
duration for which each image is being displayed is another crucial fadr. Longer the time interval of display,
it will be easier for the user to authenticate. But, the authentication process will be much time-consuming and
at the same time, attacker will get more time to guess the password. The &sic working of the proposed system
is as shown in Figure 3.1.

Studies on the Passface technique have shown that people often chooseak and predictable graphical
passwords [21]. More research e orts are needed to understand the nateirof graphical passwords created by
real world users. Passface scheme has a shorter password-space than tbhthe system discussed in this paper.
Davis et al. implemented Passface technique and discovered somewvidius patterns among passwords [21]. For
example, most users tend to choose faces of people from the same race aihinakes the Passface password
predictable. This is not the case with this system, as di erent people select di erent click points in the same
image containing many objects. Except for a few exceptions and mouse treing spywares, it is very di cult
for key logging or key listening spywares to crack graphical passwords. M@@ motion co-related with window
position, size and timing has to be managed to compromise the graphical passrd system.

Like text based passwords, most of the graphical passwords including thisystem, are vulnerable to shoulder
sur ng [21]. However, adding the input keys in this system may hep in preventing it. Recall-based password
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Fig. 3.1 . Flow Diagram for the Proposed system

system is more prone to shoulder sur ng than graphical password systemAs drawing is being entered on the
screen, an attacker needs to see the login process just once for gegithe password and recall is not always
a di cult task depending on memory prompts or cues. Passwords based onecognition-based techniques are
remembered over a longer period of time. The system discussedfthis paper provides more resistant to shoulder
sur ng and e cient than Jansen et. al algorithm [6] which is based on the correct sequence of clicks on the
thumbnail images. The proposed system introduces a key, which wodlbe di cult for an attacker to notice
along with the correct click. The system discussed here is les®ufusing than the system used by Sobrado and
Brdget for avoiding shoulder sur ng as it contains thousands of pass-objets on the screen, out of which user had
to select some objects which is being selected during the registion phase [6]. Therefore, introduction of key
stroke along with click provide better protection against shoulder-air ng as compared with other algorithms.
The formal speci cation regarding the working of the proposed system hadeen shown in Algorithm 1. The
algorithm considers that the user has to click on5 images (imagel, image2, image3, image4 and image7) out
of n images. Moreover, the user also enters an additional textual key along Wi the click on imagel

*The considered password string is :fa;001; (615; 335); (555; 320); (1052 335); (115; 160); (327, 695); 1111003.
Here a is the key during the rst click and (615, 335),(553, 320),(1052, 335),(115, 160), (327, 695) are ¢h
co-ordinate positions of the clicks in the rst, second, third, fourth and up to seventh respective images during
the enrollment stage. The user does not have much di culty in remembering the click points as these are
well-de ned locations inside an image displayed on the screen.
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Algorithm 1:  Authenticating a user with graphical passwords
Input :
1. mouseX=x-coordinate of mouse when it is being clicked
2. mouseY=y-coordinate of mouse when it is being clicked
3. ch=the key entered by the user
4. mouseClick=boolean variable which returns 1 if mouse is clickedelse 0

1 Create an array img of n images;

2 while all images not loadeddo

3 | track status;

4 end

51 1

6 while i<=ndo

7 display img[i] for 2.5 sec;

8 if i=1 and mouseClick=yes and mouseX (615-15) and mouseX (615+15) and mouseY (335-15)
and mouseY (335+15) and ch=a then

9 | clickl 1

10 end

11 if i=2 and mouseClick=yes and clickl=1 and mouseX (555-15) and mouseX (555+15) and
mouseY (320-15) and mouseY (320+15) then

12 | click2 1

13 end

14 if i=3 and mouseClick=yes and click2=1 and mouseX (1052-15) and mouseX (1052+15) and
mouseY (335-15) and mouseY (335+15) then

15 | click3 1

16 end

17 if i=4 and mouseClick=yes and click3=1 and mouseX (115-15) and mouseX (115+15) and
mouseY (160-15) and mouseY (160+15) then

18 | click4 1

19 end

20 if i=7 and mouseClick=yes and click4=1 and mouseX (327-15) and mouseX (327+15) and
mouseY (695-15) and mouseY 695+15 then

21 \ print "USER AUTHENTICATED";
22 end

23 i i+1

24 end

4. Discussion and Analysis.  This section provides a mathematical analysis of the proposed systemmi
terms of password space, storage requirement and tolerance level. Thésdussion is supported using a number
of case studies in order to justify the e ciency of the proposed work.

Password Space

User needs to input an ASCII character as a key. Each key can take’2di erent values.
Size of key = 1 Character

Password space for the keys= 2

Size of each image= 1360 x 660 pixels

Tolerance= 30 x 30 pixels

Hence, number of square grids for clicking = (1360 x 660) / (30 x 30) = 997

Consider the total number of images = 7
However, only 5 images have to be selected out of 7.
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Number of possible ways in which this can be done i5Cs = 21
Total number of clicks required = 5
Password space for this = 21 x (997) = 25261

If key is input with the rst click, password space of the system = (27) x (25%61) =259:61

However, the key can be input with any of the 5 clicks.

So, total Password space of the system = 5 x (2:61) = 261:93

This is greater than that of password space of an 8-character (ASCII) alphanumec password, which is
(27)8 =256

A super computer may test 100 million passwords every second. Themfe, time required to test 10’ pass-

words = 1s

Time required to test 2232° passwords = 1s

Time required to test 26193 passwords = (£1:9%) / (2 23:25) = 238685 = 13964.76 years = 14 thousand years
(approx.)

Time required to test 256 passwords = () / (2 2:2%) = 23275 seconds = 229 years

Hence, it can be clearly deduced that it would be infeasible to use @n a supercomputer for a brute force attack
on the proposed system. Table 4.1 shows that there is no much di ererecin password space, however, the time
required to brute force graphical password is 60 times greater than that otextual password system. Hence,
graphical password with 7 images and key of length 1 byte is 60 times more age than textual password.

Table 4.1
Comparison of textual and graphical password system

Password system Password space | Time required to brute force

Textual password of length 8 characters 2% 229 years

Graphical password with 7 images in slide 26193 13964 years (almost 14 thousand years)
show and key of length 1 byte

4.1. Case Study. The following sub-section presents di erent case studies witlrespect to the size of input
key, number of images and other crucial parameters of the proposed system.

Case 1.
Size of input key = 4 characters
Number of images =5
Number of input keys required = 5
Password space for keys = (9)* =228
Password space for the clicks ='Cs x (997)° = 25261
Total Password space of the system = 28 x 252:61 = 28061
Time required to test 28578 passwords = (£0:61)=(223:25) = 25736 g = 5:86 1(° years = 5:86 10° million years
(approx.)

Case 2. Number of images in slide show = 10
Size of input key = 4 Characters
Number of input keys required = 5
Password space for clicks = {°Cs) x (997)° = 257:78
Total password space of the system = 28 x 257:78 = 28578
Time required to test 28578 passwords = (2578)=(22325) = 26253 g = 2:11 10" years = 2:11 1C° million
years (approx.)

Case 3.
Size of input key = 1 Character
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Number of images = 6

Total number of clicks required = 5

Password space for the clicks =°Cs x (997)° = 252:39

The key can be with any of the 5 clicks.

Total password space of the system = %(27) x (25%39) = 26171

Time required to test 26771 passwords = (£171)=(223:25) g = 23846 g = 11989 years

Memory space is still greater than that of an 8-character long textual ASCII password but it may be reduced
if 8-bit gray scale image is being displayed. Hence, total space reqeid to store the slideshow = 6 x 1360 x 660
X 8 bits = 5.14 MB

Case 4.
Let the number of images = 5 Total number of clicks required = 5 Therefore, password space for the clicks =
(997)5 = p49:8
The key can be input with any of the 5 clicks. Therefore, total passwordspace of the system =5 x (2) x (24°8)
- 259:12
Total space required to store the slide show with gray scale image = 5 x 1368 660 x 8 bits = 4.28 MB
Time required to test 25912 passwords = (£°12) / (2 232%)s = 235875 = 1991 years
Table 4.2 depicts that even if memory storage required for graphical passwd is much higher than that of
textual password but still graphical password is more secure than textal password.

Table 4.2
Comparison of textual and graphical password system with res pect of storage memory and time required to brute force

Password system Storage memory required Time required to brute force
Textual password of length 8 characters 56 bits 229 years
Graphical password with 8-bit 6 gray 5.14 MB 12 thousand years
scale images

Graphical password with 8-bit 5 gray 4.28 MB 2 thousand years
scale images

Case 5.
Let the number of images = 4
Number of clicks required = 4
Password space for clicks = (997)
Total password space of the system = 4 x 2 x 997* = 248
Time required to test 2294 passwords = (2%8)=(223:2%)s = 224755 = 326 days

Table 4.3
Impact of images and size of key on password space and time req uired to brute force

Number of ima- Size of keys in Image selected Password space | Time required to

ges in slide show characters brute force

7 1 5 261:93 14 thousand years

5 4 5 28061 5:86 x 1CG million
years

10 4 5 28578 211 x 10 million
years

6 1 5 26171 11989 years

5 1 5 25921 1991 years

4 1 4 2% 326 days

From Table 4.3, it may be concluded that even if the size of textual key $ kept same but the number of
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images during slide show are being doubled then time required torote force also gets doubled. Increase in
size of keys is not as in uential as increase in number of images durindide show. If we reduce the number of
images to 4, the password space will be less than that of an 8-bit ASCII passwdr(textual). Hence, this case

is the optimal case with minimum password space.

Probability of Identifying the correct password by an attacker
Probability of identifying the correct key = 1 =(27)
Probability of identifying the correct click with which the key h as to be input = 1/5
Probability of identifying the correct region of rst click in an image = 1/ ((1360 x 660)px / (30 x 30)px) =
3/2992
Probability of choosing the correct 5 images on which to click out of the 7images = 1/ 'Cs = 1/21
Probability of identifying the correct password of the user = (1=5) x (1=128) x (1=21) x (3=2992)f = 7:54 x
(10) 20
This is too small. Hence, our graphical authentication system is very¢ss vulnerable to password guessing.
It is clear from Table 4.4 that chances of guessing graphical password will akys be less than that of alphanu-
meric password.

Table 4.4
Identi cation probability of di erent password systems

Password System Identi cation probability
Alphanumeric password 1.3x10 ¥
Graphical password 754 x10 0

Storage memory space
Graphical passwords require more storage space as compared with textual passd but in this era of techno-
logical advancement, the storage space for enhancing the security may nbte an issue.
Size of each image = 1360 x 660 px
Space taken to store 1 px = 32-bit in a 32-bit display
Total no. of images in our system =7
Therefore, total space required = 7 x 1360 x 660 x 32 bits = 23.96 MB which is ver large.

Case 1: Binary image

Space required to store each pixel = 1 bit

Total space required to store the slideshow = 7 x 1360 x 660 x 1 bits = 767 KB

This is much less than space required in a 32-bit display. Although tle number of colors which can be displayed
in the image does not e ect the proposed system, however, some usearsght not prefer using binary images as
these can cause some inconvenience to them.

Case 2: 8-bit gray scale images
Total space required to store the slideshow = 7 x 1360 x 660 x 8 bits = 6 MB

Table 4.5 depicts the storage requirements for di erent password sysms.

Storage Space for the Proposed System
The password string consists of one key and coordinates (x,y) of each oféhb clicks.
Space required to store 1 key character = 1 byte
Space required to store 5(click points) x 2(coordinates of each click).e. 10 integers = 10 x 2 bytes = 20 bytes
Number of bits required to store input key associated with one of the 7image = 3 bits
(010 indicate the key has to be entered with 2% image.) Number of bits required to represent the selected
image = 7 bits
(1111001 indicates clicks in 3, 2", 39, 4" and 7" images are required respectively)
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Table 4.5
Total memory space of di erent password system

Password system Storage space required
Textual password length = 8 characters 56 bits
Graphical password Binary image 767 KB
Graphical password 8-Bit gray scale image 6 MB
Graphical password Colored image 23.96 MB

Therefore, total memory space required to store the password string odach user = 3 bits + 1 byte + 20 bytes

+ 7 bits = 178 bits

The password string will be of the form: key, click, (X1, Y1), (X2, Y2), (X3, Y3), (X4, Y4), (X5, Y5), select
Here, click refers to the sequence number of the click with whit key is being associated and select refers to
the sequence number of images( in 7 bits) which have been seledtby the user. Table 4.6 shows that single
password string of length 8 character requires 56 bits of memory while oposed scheme for password requires
178 bits of memory.

Table 4.6
Comparison of memory space requirements

Password system Space required to store password string
Textual password 56 bits
Proposed scheme of password 178 bits

5. Conclusions and Future Works. User authentication is one of the most important component of
a secure system. Even after the development of advanced authentidah mechanisms such as biometrics, the
traditional concept of passwords still continues to be the most widelyadopted means for user authentication.
Owing to the limitations and weaknesses of text-based passwords sues smaller password space, susceptibility
to brute force and shoulder sur ng attacks, etc., this paper proposes novel pattern-based multi-factor authen-
tication scheme that involves the use of a combination of textual and graphtal passwords. The proposed system
has a larger password space and is secure against dictionary attacks sinceinivolves additional mouse input
along with keyboard input. Moreover, a brute force attack would require automatic generation of all possible
mouse-click and text combination in order to crack the actual password. Tls renders the bruce force attack
infeasible for the proposed system.

Traversing through multiple graphical images during the login processcan be tedious and time taking
process. This also requires maintaining tens of thousands of pictes in a centralized database and as such
optimal storage space is also a matter of concern. Future research can be nmdegarding the storage of the
images in an optimal manner in conjunction with minimization of network lat ency. Further, one of the major
design challenge for the proposed system is regarding the accuracy andiability of the user inputs. A high
error tolerance may lead to many false positives while low tolerances nyalead to many false negatives. This
requires an optimal error tolerance strategy in order to enhance the acaacy of the system.
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A DETAILED DESCRIPTION ON UNSUPERVISED HETEROGENEOUS ANOMALY
BASED INTRUSION DETECTION FRAMEWORK

ASIF 1QBAL HAJAMYDEEN AND NUR IZURA UDZIR VY

Abstract. Observing network trac ow for anomalies is a common method in | ntrusion Detection. More e ort has been
taken in utilizing the data mining and machine learning algorit  hms to construct anomaly based intrusion detection systems, b ut
the dependency on the learned models that were built based on ea rlier network behaviour still exists, which restricts those met  hods
in detecting new or unknown intrusions. Consequently, this i nvestigation proposes a structure to identify an extensive vari ety of
abnormalities by analysing heterogeneous logs, without util izing either a prepared model of system transactions or the attri butes of
anomalies. To accomplish this, a current segment (clustering) has been used and a few new parts ( ltering, aggregating and feat ure
analysis) have been presented. Several logs from multiple source s are used as input and this data are processed by all the modules
of the framework. As each segment is instrumented for a particula r undertaking towards a de nitive objective, the commitment
of each segment towards abnormality recognition is estimated wit h various execution measurements. Ultimately, the framework
is able to detect a broad range of intrusions exist in the logs wit hout using either the attack knowledge or the tra c behavioura |
models. The result achieved shows the direction or pathway to d esign anomaly detectors that can utilize raw tra ¢ logs collect  ed
from heterogeneous sources on the network monitored and correlate the events across the logs to detect intrusions.

Key words:  Anomaly detection, Clustering, Heterogeneous logs, Filtering , Feature analysis

AMS subject classi cations. 68T10, 68T05

1. Introduction.  The contemporary IDS are incompetent in taking advantage on the bene t of teteroge-
neous data sources for investigation to identify intrusions [1]. The gni cance of using several logs for intrusion
detection was presented and emphasized by Abad et al. [2], and the outcon@f attacks on various logs was
demonstrated. As a proof of concept, the existence of an intrusion was detmined by correlating the system
calls with network logs and the experiments were conducted to detda particular anomaly. Arti cial data were
used to train and test the model projected. Detection accuracy impoved with log correlation, but then predict
the next system call method underperformed for this problem. Apartfrom that, the description of attack traces
and the way such information were extracted from various log sources ugein the study were not described.

UCLog, a uni ed logging architecture [3] correlates events from various logsdr intrusion detection. The
correlations between the activities were utilized to achieve bder accuracy and also trace the origin of intrusion
exempting the administrator to examine such information. This was futher extended as UCLog+ [4] to parse
and store alerts and incident records. Cross-Layer Based Intrusion DOection and Prevention [5] detects intru-
sions by manipulating the data obtainable through multiple layers of the protocol stack. Most importantly,
Denning (1987) [6] suggested to construct a framework for a general-purposetrusion-detection expert system
(IDES) which is independent of any system, application environmetm, system vulnerability, or type of intrusion
needs to be extensively explored and unsupervised heterogenecusomaly detection framework (UHAD) [7] is
a step towards this directive.

2. Dataset Description. The sensitivity of the data urges to remain proprietary a ecting the availability
of datasets regularly [8]. This creates a bigger challenge in gathering thappropriate data for the experiments.
The most accepted log source utilized for intrusion detection nowadgs is network tra ¢ and the widespread use
of network tra c was due to its availability and standardization [9]. Selec ting useful data is a signi cant task
in the pre-processing stage [10] and the most essential concern is tfeem of data sources to consider [4] as the
selection of right data sources helps to identify various kinds of intusions or attacks. To assess the capability
of the framework proposed in detecting anomalies, the logs captured by hetogeneous sources are needed. One
of the challenges of the Honeynet project i.e., Scan of the Month #34 (SOTM34) [11], was used as input data
that contains both intrusive and non-intrusive events.
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The dataset used for the experiments described in this paper has ke chosen for the following reasons:
appropriateness of the data and real tra ¢ data.

Appropriateness of the data. Testing the proposed framework requires logs collected directly byetero-
geneous sources, i.e., operating systems, applications and networkwvites. SOTM#34 dataset consists of logs
collected from heterogeneous sources and hence appropriate. The KDDC1@99 and DARPA IDS evaluation
datasets were commonly used for testing intrusion detectors consigif data sni ed from a particular location on
the network (Homogeneous data) and not collected directly from the heterogeeous sources where the actions
are destined to and therefore the usage of this data to test the framewdris not applicable.

Real tra c data. The framework intends to detect a wide variety of attacks in the absere of a learned
tra ¢ model and therefore requires raw data (naturally unlabelled) recorded directly by multiple sources. While
both KDDCup1999 and DARPA IDS evaluation dataset are synthetic, SOTM#34 contains real log data from
heterogeneous sources and hence suitable. This dataset has been exadiby several participants [12, 13, 14, 15]
of the challenge, and also scrutinised by Panichprecha [16] and Herrerand Gomez [17], hence providing better
con dence on the analysis results to assess the capability of the propoddramework. The dataset comprises
of several logs i.e., Apache Server, Linux syslogs, Snort NIDS, and IPTalde rewall, which were captured by
dissimilar sources in a Honeynet system.

The Honeynet constitutes three key systems:

Bridge, a multi-homed host operating an unknown distribution of Unix/Li nux and performs rout-
ing/ Itering using Net Iters IPTables kernel module.

Bastion is a Network Intrusion Detection System running Snort with the Bleeding Snort rule sets in
conjunction with those provided with the basic Snort package.

Combo is the victim system running Red Hat Linux with a 2.4.20-8 kerne| an Intel Pentium Il 740

MHz processor, and 128 MB RAM. It runs multiple virtual IP addresses on the 11.11.79.0/24 network.

The framework makes two assumptions about the data used:

Assumption 1: The data from the logging sources has logged every action and is free from undgrised
alteration(s) or fabrication(s).

Assumption 2: The majority of the logged events are usual tra ¢ with a minority percen tage of malicious
tra c.

2.1. Data Pre-processing.  Logs were written in a proprietary fashion, since there were no estaishments
to standardize log formats [18]. Therefore, the relevant features in adg needed for processing has to be extracted
beforehand. Parsing is the process of extracting meaningful data [195nd translating the data into a format
to ease and enhance further processing. Existing log parsing toolatroduce new features derived from existing
features in the resulting parsed log; and this log have to be parsed agaito remove the additional features in
order to retain the integrity of the logs. To avoid the overhead of double parsing and also to maintain logs
integrity, we wrote our own parsers rather than using existing tools.

The signi cance of the custom written parser is as follows:

1. Able to extract all the features as exactly recorded in the log, irrespctive of the dierence in the
delimiters.
Able to extract features precisely without losing any part of the value for the feature.
Does not use any kind of log format speci cations to extract the features of a speci ¢ log.
Does not introduces new features derived from the existing feates into the parsed log.
Able to adjust the timestamp of the events in a log for the time di er ence between the logs to support
correlation, if the time di erence is provided.
Able to remove unwanted feature names stored together with the valug and also removes unnecessary
punctuations, i.e., white space, comma, equal (=), appearing in betwen feature values. This is to avoid
misinterpretations of treating a single feature as multiple featuresby the subsequent process.

However, due to di culties in precisely extracting the features from Linux syslogs, Sawmill [20] was used
for initial parsing. The parsed log contained “(empty)’, symbolizingthe absence of value for a particular feature;
and this was parsed again to replace “(empty)” with *-* to maintain unibrmity across the logs. The timestamp
in all the logs was separated as date and time while parsing to ease synchiimation. The parser is a part of our

akrwn

o
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extractor which is integrated with supplementary functions, i.e., Isolator and Timestamp Synchronizer. The
feature selection and clustering methods necessitate the numbef features in an event should be the same
throughout the log in order to be processed. Therefore, the isolator gm@rates the events of IPTables rewall
log in separate les, as there were di erences in the number of feattes for di erent connections (TCP, UDP,
ICMP) having 24, 22 and 21 features, respectively. Time is one of the imortant factors to correlate events
between logs, hence the synchronizer adjusts the timestamp for theme di erence between the logs.

Feature selection was used in intrusion detection for recognizing andliminating insigni cant features [21],
and was applied on logs to assist the progressing process to enhance thewacy in predicting and categorising
abnormal events. Knowing the predictive ability of every feature in relation to every other feature in a log will
assist in precisely identifying the important features. Therebre, feature selection was accomplished by setting
all feature in the log as class attributes to recognise the connection ofe set feature with other features. Since
each subset contains events of di erent durations, feature seleatin was applied on all datasets to verify, whether
the features selected for a particular log was uniform for all subsetsThe selected features of all class attribute
settings were summarized to nd the unselected features, and evg such unselected feature was removed from
the respective parsed log before further processing. The same ategy was followed for various logs used for
the experiments.

Keeping the evidence in a single common setup [18] by transporting akvents from various logs together
facilitates the analysis process in identifying most of the anomaliesThe ability to distinguish normal behaviour
from an attack can be better accomplished by analysing more features, butot every feature is relevant to the
detection task [22]. Including all features in the logs will make the shema size bigger leading to di culty in
managing. Every log records features that they deem as important. Due tohis nature, there were variations
in the number of features recorded by a particular log and the values cdained in these features. Especially
with the logs from heterogeneous sources, the variations between thedires were more diverse. Therefore,
the process of framing a generic schema for a given set of logs becomeitiaal. To analyse the events from
various logs together, a generic format (GF) was outlined, with common and gjni cant features existing in the
considered logs.

This features, i.e., timestamp, source IP, destination IP, sourceport, destination port, protocol, were also
used by other researchers [23, 24, 25, 26] for intrusion detection. MoreoveMessage was also incorporated
in GF as it states the action performed by the event and their patterns were fully dissimilar for benign and
malicious events. No additional features were introduced in GF to repesent the log source an event belongs to,
as it may mislead the clustering method. The framed GF not only states the features for GFL, but also the
relevant features from various logs, that can tin.

2.2. Data Treatment. This section describes the details on the treatment of data to make itviable for
processing by the framework components. SOTM#34 log data was subjeed to two processes namely feature
extraction and feature selection.

2.2.1. Feature Extraction. Five operations were performed on the logs in this phase namely parsing,
synchronizing, relocating, isolating and dividing and are de ned as folows:
1. Parse: Extracting the relevant feature(s) from the log events and ®ring the extracted features using
a common delimiter.
2. Synchronize: Adjusting the time stamp of a particular log to match the time di erence with other logs,
enabling the discovery of relationship between events across theds.
3. Relocating: Moving the events from a subset to another after synctonizing to follow the duration
covered by subsets.
4. |solate: Separating the events in IPTables rewall log that di ers in the number of features it contains.
5. Divide: Separating the IPTables rewall and Snort IDS events in several les to match the time duration
covered by each subset.
Sample events from various logs are provided in Figure 2.1. The followingare the di culties faced, while
parsing the logs to extract the features precisely:
1. White space or blank space separates the features in an event by all tHegs, while it also appears
inside a feature value, e.g., Apache SSL-Error Log.
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Fig. 2.1 . Samples of Raw Logs

. Some of the features have delimiters to mark the start and end of a vaky, while others do not have

such delimiters, e.g., Timestamp and Status Code in the Apache AccasLog.

. Delimiters are dissimilar with di erent features in the same log, e.g., [ ] for Timestamp and for

ClientRequestLine in Apache Access log, [ ] for Classi cation and for Proteol in Snort IDS Log.

. Delimiter used for a particular feature in the logs from a particular source was also not even, e.g.,

ClientIP in Apache access log is delimited by white spaces whereas Aphe error log is delimited by [ ].

. The number of features in an event for a particular log is not similar forall the events in that log, e.g.,

TCP, UDP and ICMP connections in IPTables rewall Log.

. The name of the feature precedes most of the values for all the events the log, e.g., IPTables rewall

and Linux Message Log.

. Time stamp format across the logs are not even, e.g., Apache logs includesayan time stamp while

others do not, and the time stamp format of Apache access log di ers from theApache error and Apache
SSL-error log.

There are no establishment to standardize log formats [18], and thereferevery logging source writes log in

its own format with the features based on what they consider as important So, every log was parsed separately
to extract the relevant features. Even though there are ve operationsin this phase, not all the logs are subject
to all these operations. Variations in the package of data and the lack of time sychronization between the log
events recorded by multiple sources which is very common in prodttion environments necessitates separate
treatment. Hence, this module provides three di erent apparatusto handle the logs as illustrated in Figures 2.2,
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2.3 and 2.4. The common operation available in all the setup is parsing and thapplication of synchronization,
relocation, isolation and division may vary with logs depending on the pakage and time di erence of the
collected data.

The rst step in feature extraction is to identify the boundary of a f eature and consequently extracting
the feature values for every log event. To rectify the di erencesin the delimiters used with various features in
the raw logs, the features in an event has to be given a common delimitewhich in our case is a comma (,).
Therefore, all the logs in text les has been parsed to transform the egnts with a common punctuation and was
recorded in a Comma Separated Value (CSV) le that will ease and enhance fther processing. Existing log
parsing tools introduce new features derived from existing feattes in the resulting parsed log, and this log has
to be parsed again to remove the additional features in order to retain tle integrity of the logs. Moreover these
tools do not o er facilities to synchronize the time di erence across logs and to segregate events within a log,
if there is a di erence in the number of features recorded by the egnts. Therefore, custom written Perl scripts
for di erent logs were used to implement this step. But, due to di culties in parsing Linux Syslog, Sawmill [20]
was used to parse this log.

Apache Server Logs and Linux Syslog. Apache server provides three logs which are access, error and
SSL-error whereas Linux provides three logs that are message, mail and seityt All these logs undergo three
operations that are parsing, synchronizing and relocating (Figure 2.2). he number of features and the content

Fig. 2.2 . Apache and Linux Logs Parsing Apparatus

of features varies with logs, therefore separate Perl scripts were \tten to parse each log. The logs provided
in text le were parsed to extract the features and stored in a CSV le. During parsing, the timestamp was

separated as date and time to facilitate synchronization. The year in whih the events are recorded was not
available in Linux Syslog and therefore introduced during parsing. The time between the logging sources i.e.,
bridge and bastion, was synchronized and thus IPTables rewall and SnortiIDS events were in sync. But then,

the time between the combo (victim machine) and the bridge was not sgichronized.

Subsequently the Apache server and Linux syslog events contrasted/ldl hours 47 minutes against IPTables
rewall log [15, 14, 13]. This was taken as the standard to synchronize and subgeently, the synchronizer
balanced Apache server logs and Linux syslogs for the distinction towardshie IPTables rewall log. Because
of the adjustment in date and time after synchronization, a portion of the log events have been shifted to the
particular subsets to maintain the time duration covered for every sibset.
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IPTables Firewall Log. The events of IPTables rewall log contains the name of the feature for mosof
the features in all the events recorded. Only the value for every featre in an event is needed for processing
and on the other hand, keeping the feature name for every event increas the size of this log. Moreover,
it causes additional overhead while processing events in the subguent phases. Hence, the feature name
preceding the value and the = that separates the feature name and featwr value were removed during parsing.
Moreover the timestamp was separated as date and time to match the formatn other logs. After parsing,
the events were isolated according to connections, i.e., TCP, UDP andCMP, having 24, 22 and 21 features,
respectively. The isolated events were maintained in three sepate les and every such le is subdivided into
four separate log les matching the duration of the other log subsets. Ths will allow the following process to
handle di erent connections separately with subsets of moderate ge. Since the Apache server log and Linux
Syslog were synchronized towards IPTables rewall log, the timestarp of IPTables rewall log does not need
synchronization. The pre-processing ow of IPTables rewall log isillustrated in Figure 2.3.

Fig. 2.3 . IPTables Firewall Log Parsing Apparatus

Snort IDS Log. Several Snort IDS log events did not have a value for the features claissation and
priority and those events that has the value was preceded by the featw name. Hence the name of these
features in these log events were removed during parsing and a higpn (-) was introduced for those events
which do not have a value for this feature. Moreover, the timestamp vas separated as Date and Time to match
the format followed by other logs. The parsed log events were dividednto four separate les to match the
duration of the respective subsets tested. Synchronization and isation were not needed for this log, as there
was no time di erence with IPTables rewall log and no di erence in the number of features in between the
events. The pre-processed logs were stored in CSV les, and the w of process is illustrated in Figure 2.4.

Outcomes of Feature Extraction. Irrespective of the variations in the setup to handle di erent logs, the
output is provided in CSV les that are ready to be processed by thefollowing modules. The extracted features
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Fig. 2.4 . Snort IDS Log Parsing Apparatus

of the logs belonging to particular subset is maintained separately. Theime taken to parse and synchronize
was less than a second for smaller sized logs, i.e., less than 1000 evears] a maximum of 27 seconds to 50
parse and isolate 179752 events in the IPTables rewall log. The pre-procesd logs were maintained in CSV
les and the volume of events in every log by subset is provided in &ble 2.1.

Table 2.1
Details of the Log Subsets

Log Type Subset-1 Subset-2 Subset-3  Subset-4

Access 256 539 1280 464
Error 433 604 1270 484
SSL Error 74 64 29 48
TCP 9632 32646 34748 13210
UDP 613 1996 2387 1546
ICMP 171 789 1303 474
Message 112 149 208 103
Malil 42 62 54 31
Security 138 263 232 122
Snort 4423 17049 5013 10293
Total Events 15894 54161 46524 26775
2.2.2. Feature Selection and Retention. Selection and retention of features for every log is accom-

plished in two steps as illustrated in Figure 2.5 which includes:
1. Selecting features and summarizing the selected features idéed for a particular log.
2. Removing unselected features from the respective log.

Weka's CfsSubsetEval estimates features by considering the specpredictive capacity of each feature and
BestFirst scans for intricate dealings between features [27]. Sincthe target was to increase the precision by
using only the features assisting in predicting the anomalous eves{ Weka's [28] CfsSubsetEval and BestFirst
methods were used to implement this step. The log for which thedatures need to be selected is loaded into
Weka Explorer. The attribute evaluator is set to CfsSubsetEval and the search method is set to Best-First. To
perform the selection process, a feature in the log is set as class @ltute to recognise the association of the
xed feature with further features and the features selected are oted. Knowing the predictive ability of every
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Fig. 2.5 . Feature Selection Strategy

feature in relation to every other features in a log will assist in predsely identifying the important features and
therefore every feature in the log is set as class attribute and the setted features were recorded. The number
of times the features are selected for a log depends on the number ofafares in the log. The selected features
of every class attribute setting were summarized to nd the unseécted features of a particular log. The same
apparatus is used for dierent logs and every log used for the experimenis subject to this process to nd
the optimal set of features for a particular log. Subsequently, the featres selected for a particular log across
di erent subsets were summarized to nd the unselected featues. Every such unselected feature was removed
from the respective parsed log before further processing. The saited features used for further processing is
provided in Table 2.2.

Most importantly, this nal set of features selected for every log conssts of all signi cant features planned
to be extracted for GFL except IPTables rewall log. The feature protocol in the IPTables rewall log was not
selected for any class attribute setting. This is because the evestof this log were previously isolated according
to connections (TCP, UDP, ICMP), due to the di erence in the numb er of features recorded for each of these
connections. Therefore, the isolated events recorded in separate logentained the same value for the feature
protocol. Moreover the feature selection algorithm also requires thewumber of features in all the events to be
the same. Eventually, applying feature selection on this isolated logevents have not selected this feature for
any class attribute setting, due to the similarity of the values for this feature, i.e. protocol.

2.2.3. Framing Generic Format. The features for GFL were identi ed by examining the features aval-
able in the logs. The only feature available in all the logs was the Timestam (Date f4, Time f;). Features like
Source IP Address {sjp) existed in all logs except Apache SSLError and Linux mail log, whereas Destation
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Table 2.2
Features Selected from Parsed Logs

Log Features
Apache Server Access | Date, Time, IPclient, Clid, Userid, clientRequestLine, Status Code, Object-
Size, Referrer, Agent
Error Date, Time, clientlP, Msg
SSL-Error | Date, Time, Severity, Msg
IPTables rewall TCP Date, Time, Bridge, Direction, Protocol, IN, PHYSIN, OUT, PHYSOUT,
LEN, TOS, PREC, TTL, ID,DF, SPT, DPT, WINDOW, RES, STATUS,
URGP, SRC, DST
UDP Date, Time, Bridge, Direction, Protocol, IN, PHYSIN, OUT, PHYSOUT,
LEN, TOS, PREC, TTL, ID,DF, SPT, DPT, LEN, SRC, DST
ICMP Date, Time, Bridge, Direction, Protocol, IN, PHYSIN, OUT, PHYSOUT,
LEN, TOS, PREC, TTL, ID,DF, TYPE, CODE, id, seq, SRC, DST
Linux Syslog Message | Date, time, Logging device, Daemon, PID, Operation, User, Tty, UID,
EUID, Remote host, System message
Mail Date, time, Logging device, From, To, Daemon, Mailer, Stat, Class, Priority,
Protocol, Message ID, Relay, Control address, DSN, Queue ID, Messages
gueued, Messages delivered, Bytes queued, Bytes deliveredelBy, Xdelay
Security | Date, time, Logging device, Daemon, PID, Operation, User, Source, Syste
message, Messages
Snort IDS Date, time, Logging device, Destination IP, Source port, Destination pot,
Classi cation, Snort priority

IP Address (f gip ), Source port (fsp), Destination port ( fgp) and Protocol (f,, ) were available only in IPTables
rewall log and Snort IDS logs. Initially GFL (Table 2.3) was constructed wi th these seven features from various

Table 2.3
Generic Format Speci cation - Version 1

Generic Date Time Source IP Destination Source Destination Port Protocol Log Source
Format P Port

Access Date Time IPclient Log name
Error Date Time ClientIP Log name
SSL- Date Time Log name
Error

TCP Date Time SRC DST SPT DPT PROTO Log name
UDP Date Time SRC DST SPT DPT Protocol Log name
ICMP Date Time SRC DST Log name
Mail Date time Log name
Message Date time Remote host Log name
Security Date time Log name
Snort Date time SourcelP Destination Source port Destination port Protocol Log name
IDS IP

logs. Additionally a feature by name log-source was introduced in GFL to spcify the name of the log an event
belongs to, since it consists of events from various logs. The aforesaid feaés of the ltered events from all
the logs (whichever GFL features available in the respective log) we brought forward to GFL. Clustering this
GFL resulted in higher false negatives a ecting the accuracy of clustrs, which eventually resulted in detecting
only 12% of the anomalous events in the log. Messagé {¢) is a feature available in most logs except IPTables
rewall log, but it has di erent names in various logs. Therefore, a common name (Message) was suggested,
and the respective features from various logs were extracted accordingl

The new version of GFL (Table 2.4) includes all the features from the pevious version together with the
Message. Clustering the GFL with these nine features has improvethe accuracy (nearly 80% in average) than
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using the previous version of GFL. But, the subsequent detection oAnomalies remains approximately the same
as the previous. The improvement in the accuracy was due to the intnduction of Message, but still the usage
of log-source as a feature of GFL which does not exist as a feature in the a@l logs a ected the classi cation
of events. In order to avoid the e ect of log-source in classifying theevents, log-source was removed from the
GFL. The next version of GFL constitutes only eight features excluding log-source and is presented in Table
2.5. The features were extracted accordingly from the respective logs drrecorded in GFL. Clustering this GFL
improved the accuracy to nearly 90% and a substantial increase in detéed anomalous events. IPTables rewall
log merely watches and records the tra c through the network and it can be taken as an additional option to
improve detection. Therefore, it was excluded from the GFL used forclustering and the events were maintained
separately to be used for correlation during analysis. Many of the featuss stated in GFL, especially IP address

Table 2.4
Generic Format Speci cation - Version 2

Generic Date Time Source Destination Source Destination Protocol Message Log
Format P 1P Port Port Source
Access Date Time IPclient Client Re- Log name
quest Line
Error Date Time ClientlP Msg Log name
SSL-Error Date Time Msg Log name
TCP Date Time SRC DST SPT DPT PROTO Log name
UDP Date Time SRC DST SPT DPT Protocol Log name
ICMP Date Time SRC DST Log name
Mail Date time Log name
Message Date time Remote System Mes- Log name
host sage
Security Date time System Mes- Log name
sage
Snort IDS Date time SourcelP Destination Source Destination Protocol Rule Log name
IP port port
Table 2.5

Generic Format Speci cation - Version 3

Generic Format Date Time Source IP Destination IP Source Destination Protocol Message
Port Port
Access Date Time IPclient Client
Request
Line
Error Date Time ClientlP Msg
SSL-Error Date Time Msg
TCP Date Time SRC DST SPT DPT PROTO
UbDP Date Time SRC DST SPT DPT Protocol
ICMP Date Time SRC DST
Mail Date time
Message Date time Remote System
host Message
Security Date time System
Message
Snort IDS Date time SourcelP Destination IP Source port Destination Protocol Rule
port

and port numbers, were not available in Apache SSL-Error and Linux mail log. Therefore, the events belonging
to these logs were also excluded from the GFL that was used for the folldng process, i.e., clustering, and were
maintained separately as per the features stated in GFL (Table 2.6) to beused at some stage during analysis.
Out of the eight features used to construct GFL, f o has gained critical importance because it exhibits more
about the action performed on the system than the other features. The Mesage € ) feature was available in
all the logs except IPTables rewall log and therefore the STATUS feature available in TCP connections of this
log was used as Message. The Source IPsf ) and Source port (fs,) appears as a part of the SystemMessage
in Linux security log. In order to facilitate the clustering and furt her analysis, both of these features has been
extracted and replicated as a separate feature in this log for all the eves where Source IP {sj) and Source
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Table 2.6

Generic Format Speci cation - Proposed

123

Generic Format Date Time Source IP Destination Source Destination Protocol Message
IP Port Port
Access Date Time IPclient client Re-
questLine
Error Date Time ClientlP Msg
Message Date time Remote System
host message
Security Date time Source Port System
message
Snort IDS Date time SourcelP Destination IP Source port Destination Protocol Rule
port
SSL-Error Date Time Msg
TCP Date Time SRC DST SPT DPT PROTO STATUS
UDP Date Time SRC DST SPT DPT Protocol
ICMP Date Time SRC DST
Mail Date time

port (fsp) is available in SystemMessage. The nal version of GFL used for analysi was constructed with
eight features as mentioned in Table 2.6. The GFL features and the corregmding features chosen from various
logs that t in GFL were tabulated (Table 2.6). The usage of GFL with these features (as stated in Table
2.6) increased the clustering accuracy to an average of 95% with various suts which naturally improved the
volume of anomalies detected.

Adding features to GFL, which is available in any one of the logs considereddecreased the clustering accu-
racy and also the subsequent detection of anomalies. Therefore, the guosed GFL was considered appropriate
for the set of logs considered for detection. Moreover, the set of featas chosen for GFL not only applies for
the logs considered, but also to a wide variety of logs of similar nature. Hoever, the reader should note that
the selection of features for GFL and the appropriate features selecteffom di erent logs was based on the logs
considered and it may di er with di erent logs.

3. UHAD Components. The main objective of the framework is to detect anomalous events by cos-
lating the information available in various logs and the process involvedto achieve that is summarised in the
overall algorithm. Apart from this, every single process stated in thealgorithm has been designed to achieve
a speci ¢ goal that contributes to the ultimate objective. Therefore, this section describes various components
of the framework used in the process of anomaly detection and also spees the reason behind choosing these
components. It also states the metrics used to evaluate the performae of each component.

3.1. Clustering Events.  The objective of this step is to separate abnormal events from the normaévents
for various logs. As there were many patterns in the log for both normal and abnorral, the number of distinctive
patterns needs to be identi ed. Manual analysis of log events to idetify unique patterns is almost impractical
as it takes longer time and prone to errors. Therefore, the usual eventare to be recognized and reduced before
analysis to decrease the processing overhead.

Clustering is an unsupervised learning scheme for grouping singit or identical events together. It also has
the ability to decide on the existence of intrusive events in theraw logs [29] by grouping these events in separate
clusters. Therefore, we make use of the clustering algorithms to grquthe log events according to the patterns.
The traditional steps like training and testing employed in machine learning based intrusion detectors [31] and
data mining based intrusion detectors [30, 32, 33, 34] by splitting or rearraging the test data to di erentiate
with training data to suit the requirements of a particular study w as not used. Even though this method often
results in better precision and accuracy, it deteriorates performane, if the tested data contain events that were
not learned by the training model, making it unreliable for real time detection. To overcome these limitations
of model based approaches, only the clustered events of a particular logere used for further analysis and not
the cluster model which was usually used to detect anomalies in umening log events. Therefore, the proposed
strategy makes use of the existing clustering algorithms to group thedg events and the parameters required
by these algorithms were manipulated based on the log examined. The dtering methods used necessitate
the amount of cluster (K) to assemble the events. As several logs weresad, clustering each log with di erent
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clusters (K) to select the best cluster is time consuming. In ore@r to isolate dissimilar event patterns in detached
clusters, K was manipulated based on the patterns in the log. A procedre comprising two stages was used for
isolating log events, which are:

Step 1: Predicting the best number of clusters ; ) for a given E;; , and

Step 2: Clustering Ej using the predictedKj; .

Applying the clustering method distinctly for dissimilar serv ices improves the detection quality [35]. Every
log is an outcome of a service and therefore every single log from a sourcasmreated separately for this step.
IPTables rewall log is an additional option to improve the ways of detection as it just watches and records the
tra ¢ through it. Therefore, it was excluded for clustering and will be used for correlation during analysis to
support the anomalies identi ed.

In step 1, the ideal number of clusters Kj ), i.e., the number of clusters that is appropriate for a partic-
ular log to be grouped, was manipulated according to the experimental séihg stated in Experiment 1. The
manipulated K; serves as the output for step 1 and accordinglK; was used to cluster the respective logs in
step 2.

There are numerous clustering methods and every method generatehusters di erently for the same dataset.
This poses the di culty in deciding the appropriate algorithm for a part icular context. The usage of existing
clustering algorithms, especially K-Means and EM clustering for itrusion detection is very common and was
used in many previous works [30, 32, 35, 36, 37, 38, 39, 40, 41, 42]. Siriporn and Benjawan [48¢d Farthest
First (FF) and K-Means clustering to detect intrusions [44] and used FF especially to detect rare attacks. This
exposes the application of these algorithms for intrusion detection andhe results achieved suggest the use of
these algorithms for this purpose.

K-Means [45] treats all features equally [42] and is computationally faster vith the ability to handle larger
datasets. Moreover, it is order independent, i.e., it generates th same clusters of data irrespective of the
sequence of the data presented. Since voluminous data receivediin the logging sources have to be grouped with
minimum time consumption to facilitate anomaly detection, the usage of K-Means is applicable and appropriate.
Farthest First (FF) [46] is a fast, simple, approximate, [28] hierarchical and distance based clustering using a
distance measurement analogous to K-Means [47]. The calculation of clusteentroids in consecutive iterations
by FF is contrary to that of K-Means, i.e., places each cluster centrad in turn at a point farthest from the
current cluster centroid. This speeds up the cluster procesdue to less reassignments and adjustments with most
datasets. This nature of FF helps to produce accurate clusters praded the events were qualitatively di erent
from the other with minimum time consumption. EM [48] is an iterative c lustering algorithm that groups the
data in a way that is di erent from K-Means. It has the ability to optim ize large number of features and also
nds good estimates of the missing values in the features of a datasefThe log events examined contains many
features and the values for some of the features were not available in margf the events in the log. In this case
EM provides better judgement on the missing values in the logs thezby producing better clusters. Although,
K-Means and FF are faster in clustering compared to EM, all the three afjorithms were tested to know its
ability in accurately grouping di erent patterns and volume of events.

In step 2, the events from various logs were clustered using the resptive K;; manipulated from step 1.
Three clustering algorithms namely K-Means, EM and FF were used for alstering and its accuracy in clustering
events of various logs were compared. The chosen clustering methodsas K in generating clusters and seed
value to resolve on initial cluster centres. Even the same algorithm poduces dissimilar clusters with di erent
parameter initializations, led to the di culty in selecting the s uitable parameters. Because of this reason, the K
value needed for clustering was predicted using EM in the previoustep, i.e., step 1. No methods were available
to manipulate the appropriate seed value for a given set of events. Choog) random seed values and clustering
several times will increase the processing time. Therefore, thdefault seed value or the seed value equivalents to
the number of events being clustered were used with di erent sttings. The experiment for step 2 was conducted
according to Experiment 2. Apart from that, in order to analyse the performance of the algorithm in separating
normal and abnormal events in various logs, the clusters generated by vari@ualgorithms and its settings with
di erent logs were examined.

3.2. Filtering Clustered Events. The objective of this phase is to eliminate the usual events (noise)
whilst holding the anomalous events for subsequent processing. [gring is a process of reducing events for
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further analysis that are unlikely to hold information of importance [19]. Hence the clustered events were
Itered to remove the unneeded events. Since anomalous events weless in number compared to benign events
generated by normal usage, it falls in smaller clusters. Therefore, ta smaller clusters needs to be identi ed
based on the volume of events it contains. Since, multiple logs with derent event volumes were used for
detection, deciding a common cluster size to identify smaller elsters is not reasonable. Hence, a threshold;)
for identifying sparse clusters was calculated based on the volume of erts and clusters for a particular log and
the threshold is de ned as:

(3.1) Et=fEj=kjg

Threshold may vary with logs due to the di erence in the volume of everts and the number of clusters generated
for each log. Filtering events using this calculated threshold was taemove normal events (referred as Itered-
out events) and to retain abnormal events (referred as Itered-in ewents) for further scrutiny. Therefore, the
characteristics of anomalies were not required for Itering events.The clustered logs were ltered and evaluated
according to the speci cation stated in Experiment 3.

3.3. Aggregating Filtered-In Events. The aim of this step is to combine the redundant events thereby
reducing the events in the ltered log. Though, the ltered-in events were basically abnormal, using only
the unique events will reduce processing overhead and increasee accuracy in formation of clusters. Even
though much work use sampling methods for data reduction, it has been oted by Tavallaee et al. [49], that
sampling methods in anomaly detection introduces a signi cant bias hat degrades the performance. Hence,
we chose aggregating instead, as both were basically data reduction teclauies. Aggregation merges redundant
records into a single record [19]. A group of two or more events were unitedf all the features in the events were
accurately analogous to the directly succeeding event(s), and the acauulated event serves as the representative.
No features were introduced in the aggregated log to symbolize those aggregat events. The volume of events
that gets reduced due to aggregation is based on the feature values that an ewecontains and therefore there
are chances of zero reduction, if all the events in the Itered log weg unique. Therefore the percentage of events
reduced was not evaluated.

3.4. Transferring Events. The objective of this step is to extract the selected features of althe events
from various aggregated logs as stated in GF and appropriately placing the respéve features in GFL. This is
to enable the analysis process to examine the events from various logs & single structured format. Since all
the GFL features were not existing in all the logs, absence of a speai feature in a log was substituted with a
hyphen (-) during transfer. The performance of this step was veried to make sure whether the stated features
in GF for every single event in the aggregated logsg;; ) were completely transferred to GFL.

3.5. Clustering GFE.  Despite the fact that the logs were clustered and Itered earlier, there are prob-
abilities of having a less number of usual or irrelevant events; duéo the imprecision in clustering and/or the
succeeding withholding by the Itering threshold. To determine such events and also to discover the association
between the events in GFL which comprises events from several log6&FE was re-clustered. The GFE was
clustered using the same two-step strategy, algorithms and parameteredtings used previously for the individ-
ual logs. GFL was maintained separately according to the algorithms and seihgs used in the previous phases.
This is to enable separate treatment of GFL accordingly in this phase andalso the subsequent phases with
respect to the algorithms and settings. The step 1 of the clusteringstrategy was carried out as per the setup
provided in Experiment 4. Experiments for step 2 was conducted accaling to the algorithms and settings
provided in Experiment 5. The clustered events (GFE) were stoed in ARFF format and maintained separately
with respect to algorithm and the respective settings.

3.6. Detecting Anomalous Events by Analysing Features. The aim of this step is to analyse clus-
tered events to identify the relation between them with respet to the features it contains and thereby detecting
the anomalous events from various logs. A mixed approach that uses multipléeatures of anomalies might be
an eligible solution for di erent circumstances [50]. Therefore, theanalysis process concentrates on features
namely IP address €sip, fqip) and port numbers (fsp, fgp). Additionally cluster number ( fi) was also used to
get a clear picture of the intrusions.
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3.6.1. IP Address Analysis. Normally an intrusion leaves multiple signs of its presence in varioudogs
[2, 4]. As such, the events related to an intrusion may have been capted by various logs. To discover the
presence of such intrusive events in multiple logs, this step iehti es the relation between the IP address, i.e.,
source IP address{(sjp ) and destination IP address { gi, ), of the events from various logs and the clustered GFL
events (GFE) were used for analysis. Every abnormal activity that was aptured by Apache server logs and
Linux syslog must have raised an alert in Snort IDS log, as IDS has this capdty by design. So, the IP address
that exists in Linux and Apache events that also exist in Snort IDS everts were identi ed primarily. Not all IP
address in Apache and Linux log has an matching with Snort IDS log, since somef the anomalous activities
may have been missed by Snort IDS; but then, the anomalous patterns ost have joined together in the same
cluster during clustering. Therefore, to detect also those abnorral activities which were missed by Snort IDS
log, all the events in those clusters to which the identi ed IP address belongs to were extracted and considered
as anomalous. The experiments for this step were conducted and the dstted anomalous events IPAE were
evaluated as per Experiment 6. Attacks are frequently launched from anP address or from an IP subnet [37]
and therefore capturing every abnormal action originating from various IP adiress becomes signi cant. This
is the reason behind evaluating the coverage of IP address in the detesd anomalous events apart from the
anomalous events itself.

3.6.2. Port Number Analysis. The objective of this step is to identify anomalous events based on port
numbers. This is not a substitute to IP Address analysis, but to remgnise and retain those anomalous events
which were available in those clusters that were not identi ed by IP analysis. The ndings of Kim et al. [51]
also reveals that the usage of port numbers for classifying network tra c is still applicable and also suggest to
use port based analysis methods. Most of the anomalous activities were laghed from a host by exploiting
the unassigned and dynamic ports, since no xed service was runningn these ports. Therefore, the source
port number (fs;) and the destination port number (fq,) of the events were checked against the listing of
the dynamic and unassigned port numbers as per Internet Assigned Numivge Authority (IANA). As most of
the normal events have been ltered out in the previous phases, thas events in (GFE) having port numbers
matching with the IANA listing of dynamic and unassigned port nhumbers were detected and considered as
anomalous. The experiments for this step were conducted and the detéed anomalous events (PAE) were
evaluated as per Experiment 7.

3.7. Consolidating Anomalous Events. The objective of this step is to consolidate the anomalous
events discovered by both analysis methods to serve as the output dhe framework. This was achieved by
performing three operations namely combining, correlating and concemating the events. Some of the anomalous
events which were recognized during IP analysis may also have beeacognized during port analysis. Therefore,
these anomalous events, i.e., IPAE and PAE were compared to identify th distinct events and every event was
brought together for correlation. To recognize the relation between the egnts of Linux Syslog, Apache logs
and Snort IDS log with IPTables rewall log, the IP address (fsjp and fgip ), excluding internal IP address) of
these events were compared with IPTables rewall log; and the matchilg events from IPTables rewall log were
extracted and appended with the previously combined events. To corentrate on the most critical anomalous
events, less signi cant events were reduced using a thresholdA¢) on the occurrence of events pertaining to
an IP address. This was accomplished by identifying IP addresses of/ents which satis es a speci ¢ threshold
(A¢), and consequently the events pertaining to these IP address werextracted. These extracted events are
deemed as anomalous and serves as the result of the framework. The expeeints for this step were conducted
and the consolidated anomalous events (AE) were evaluated as per Experime8.

4. Experimental Design for UHAD. This section illustrates the Unsupervised Heterogeneous Anomaly
Detection Framework (UHAD) and the data pre-processing steps were dicussed in detail followed by the abstract
description of the framework. The inner details of the framework compoents were described together with the
algorithm or strategy used to implement the components. Additionally, the ow of data, the input received
and the output generated by each of the components were also presented-inally, the contribution of the
framework components towards anomaly detection was also discussed. Thietails of the experiments done at
each step, i.e., clustering, ltering and analysis, of the frameworkare described in this section. This includes
the respective algorithms used, together with the parameter settigs or the needed parameters of the algorithm
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and the parameters evaluated.

4.1. Experiment 1. Manipulating Ideal Clusters for Individual Logs. Prediction of the best
number of clusters by clustering the logs using EM clustering wh the default parameter values, i.e., K = -1
and seed = 100 (K is used by the clustering algorithm to classify the gien set of events into K clusters and seed
is used to identify the initial cluster centre for every cluster). Apache server log constitutes three logs namely
access, error and SSL-error log whereas Linux Syslog constitutes thréggs namely message, mail and security
log. All the events recorded by Snort IDS were provided in a single log.Every log was treated separately by
EM clustering to manipulate the ideal number of clusters that a log canbe clustered.

4.2. Experiment 2: Clustering Individual Logs. To capture the impact of K and seed in clustering,
the algorithms were tested with four di erent parameter settings. The default seed value of K-Means, EM
and FF are 10, 100 and 1, respectively. The settings used are as follows: Seg-1 (S1): Ideal clusters Kj )
manipulated in step 1.1 of the overall algorithm with the default seed ofthe respective clustering algorithm.
Setting-2 (S2): Ideal clusters K ) manipulated in step 1.1 of the overall algorithm with the seed value seto the
total number of events in a particular log (L ). Setting-3 (S3): Doubling up ideal clusters K; ) manipulated
in step 1.1 of the overall algorithm with the default seed of the respetive clustering algorithm. Setting-4 (S4):
Doubling up ideal clusters (Kj; ) manipulated in step 1.1 of the overall algorithm with the seed value seto the
total number of events in a particular log (L ). The experimental setup for the step 2 of the clustering strategy
is provided in Table 4.1. Every log was clustered with all the three afjorithms and four settings and therefore the
experiments were conducted 12 times on every log. Subsequentlydltiustering accuracy achieved with di erent
algorithms and settings were calculated separately. The ability of the dlstering algorithm in identifying and

Table 4.1
Experiment 2 - Clustering Individual Logs

Algorithms Settings | Evaluated Parameter
K-Means, EM, FF | 1, 2, 3,4 Accuracy

placing the events in the respective cluster gains signi cance, a# helps the following component to identify
and remove those clusters which are insigni cant. Hence, the qualit of clusters produced by these algorithms
was calculated using Weka Experimenter with 10 fold cross validation ad 10 iterations to allow every part
of the log to be tested. A true positive (TP) decision assigns two sirfar events in the same cluster whereas
a true negative (TN) decision assigns two dissimilar events to di eent clusters. Failure to assign the events
in the appropriate cluster is measured using false positive (FP) andalse negatives (FN). FP decision assigns
two dissimilar events to the same cluster whereas FN decision aggis two similar events to di erent clusters.
All these four measurements decides the cluster goodness and tieéore the accuracy of clustering is calculated
using the following formula:

TP+ TN

ACCUraCY = 5 EN + TP+ TN

The accuracy achieved by various algorithms and settings with various logs &re evaluated.

4.3. Experiment 3: Filter-in Events of Sparse Clusters. Every clustered log with the respective
algorithms and settings were Itered separately according to the threshold calculated for the respective log.
During the calculation of the threshold, if the calculated threshold turns to be a decimal number, e.g., 20.3, it
was rounded to the next ascending integer, e.g., 21. The number of evenin the cluster, i.e., cluster size, is a
whole number and the cluster size must be less than the thresholdotbe ltered-in, the threshold was rounded
to the next integer. The percentage of events reduced with di er@t logs with the algorithms and settings due to
the application of the threshold is evaluated and the volume of abnormal ewvets retained for further examination
were analysed. This is to ensure that, the application of ltering threshold is able to reduce the log events and
at the same time, retains the abnormal events.
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4.4. Experiment 4: Manipulating Ideal Clusters for Individual Logs. Prediction of the best
number of clusters for GFL using EM clustering with the default parameter values, i.e., K = -1 and seed = 100.
As GFL was maintained separately for each algorithm and setting, the clustes appropriate for that GFL were
manipulated separately.

4.5. Experiment 5: Clustering GFL. Using the K manipulated in the rst step (Experiment 4), GFL
was clustered with the con guration provided in Table 4.2. TP, TN, FP and FP were measured to calculate
the accuracy of clusters formed using the formula stated in Experimet 2.

Table 4.2
Experiment 5 - Clustering GFL

Algorithms Settings | Evaluated Parameter
K-Means, EM, FF | 1,2, 3,4 Accuracy
4.6. Experiment 6: Anomaly Detection using IP Address. Every clustered GFL, i.e., GFE, with the

respective algorithms and settings were analysed separately based onetlelationship between the events with
respect to IP Address and Cluster Number. The volume of anomalous evest(IPAE) detected and the volume
of IP addresses covered by these anomalous events was evaluated. Adaiitally, the results of IP analysis was
compared with SOTM/#34 analysis results which serves as the ground truh for the anomalies in this dataset.
This is to ascertain the ability of the framework in detecting anomalousevents without using a knowledge-base
or tra ¢ models.

4.7. Experiment 7: Anomaly Detection using Port Number. Every clustered GFL with the re-
spective algorithms and settings were analysed separately based on porumbers. The volume of anomalous
events detected and the volume of IP addresses covered by these aralous events were evaluated.

4.8. Experiment 8: Consolidating Anomalous Events. The anomalous events detected by IPA and
PA with the respective algorithms and settings were consolidated segrately. The threshold was used to focus on
the most signi cant anomalies that needs to be immediately addressed ahthe impact of the variable threshold
(Ay), i.e., 3, 6, 9, in retaining the anomalous events from various IP addressewere evaluated. A three-way
handshake (also called as three message handshake and/or SYN-SYN-ACK) is a rhetd used to set up a
connection over an Internet Protocol based network. In other words, there must be at least three events related
to an IP address in a tra c log to signify the establishment of a connection between two machines. Hence the
threshold was chosen as three, which requires at least three eventsom an IP address to exist in the log to
be selected as consolidated. This will also show whether the vieti machine has responded to the request of
the attacker. The threshold is increased by six and nine to focus eszially on those events which may provide
enough evidence on the anomalous actions between attack source and victim.

To overcome the limitation of unsupervised anomaly detection approachg we propose UHAD (Unsuper-
vised Heterogeneous log-based Anomaly Detection), a knowledge indepeard framework that uses unsupervised
clustering algorithms to detect anomalous events from heterogeneous log3he grouped log events are further
examined by several knowledge independent functions to detect amalies. Every component receives the pro-
cessed log events from the preceding component, and manipulates tineeded parameters for the process based
on the log events received.

The components of the framework are implemented using the followingpplications:

Weka (Waikato Environment for Knowledge Analysis) is a popular collecton of machine learning al-
gorithms written in Java which can be applied directly to a dataset or called from your own Java
code and is well-suited for developing novel machine learning semes. It supports several data mining
tasks and particularly data pre-processing, classi cation, regressin, clustering, feature selection, and
visualization.

Perl is a high-level, interpreted, dynamic programming language o erng dominant text processing
services with no limitations on the data size enabling straightforwad manipulation of text les. Feature
selection tools in Weka were utilized during data pre-processig and the clustering tools were used to
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implement the two-step clustering strategy proposed in the framewrk. The new algorithms proposed
for Itering, aggregating, transferring, consolidating and analysing features were written using Perl.

5. Design of UHAD Framework. The goal of the framework is to detect anomalies in an unsupervised
fashion without using any kind of knowledge on attacks or a trained model ofnetwork behaviour. This is
accomplished by correlating and analysing the event features in hetegeneous logs. The framework consists
of two major phases with several components in each phase. The rst phasconsiders individual logs from
multiple sources separately, starting from clustering and passeshrough several components before the events
from various logs were transferred to a common format (i.e., Generic Format.og (GFL)), whereas the next
phase considers the events in GFL as input, which was clustered andnalysed to identify anomalies. UHAD
primarily relies on the pattern of log events and its features to detet anomalies, making it applicable to the
evolving network tra ¢ environment. The overall framework of UHAD is ill ustrated in Figure 5.1, and the rst
and second phases are illustrated in Figure 5.2 and Figure 5.3, respeactly.

Fig. 5.1 . Overall Framework of UHAD

Only the Cluster Events component, i.e., component (1) in Figure 5.2and component (5) in Figure 5.3,
utilize existing algorithms available in Weka, while other component are newly proposed algorithms written in
Perl.

5.1. UHAD Components. The framework is composed of seven co-operating components, where eyer
component performs a speci c task in the process of anomaly detectiorgnd the details of the tasks carried out
by each component are described in the following sections.

5.1.1. Clustering Events. The log events were clustered using a two-step strategy and everypd was
treated separately for this step. The log is subjected to two operatns as illustrated in Figure 5.4 and both the
operations were implemented using Weka.

Predicting Clusters. Out of the three clustering algorithms (i.e., K-Means, EM and FF) chosen to be
used in the framework, EM alone has the capacity to predict the numberof cluster that is appropriate for the
given dataset. This unique capacity of EM clustering is utilized to implement the rst step in our clustering
strategy. The Weka [28] implementation of EM algorithm manipulates the number of clusters for a given set of
instances using cross validation by separating the instances into aumber of partitions called folds. The steps
involved in predicting the number of clusters by cross validation ae as follows:

Number of clusters (k) is set to 1.

Training instances are split randomly into 10 folds.

EM is executed 10 times with 10 folds by the usual cross validation.

Log likelihood is averaged over all the 10 results.

If the log likelihood has increased, the number of clusters (k)d incremented by 1 and the process
repeats from step 2.

For those training sets containing 10 instances or more, the fold is setat 10 otherwise the number of folds
is set to the number of instances. In the rst step a given set of evets E; is loaded to Weka to manipulate the

aprwNE
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Fig. 5.2 . Event Reduction and Integration in UHAD

best number of clusters Kj; ) using EM. As the intention of this step is to predict the number of clusters, the
default seed value 100 was used with the number of clusters (K) set tel to enable EM to predict the number
of clusters. The clusters K ) thus predicted is used to cluster the events Ej; ) in the next step.

Generating Clusters.  The details of the clustering algorithms used in the second step of th clustering
strategy implemented in UHAD is as follows:

Expectation Maximization. The EM algorithm [48] comprises of two recursive steps, Expectation and
Maximization, which uses a statistical model called Gaussian nite nixtures to accomplish the objective of
producing the most likely set of clusters for a given dataset, giventie number of clusters (K). The model includes
a set of K probability distributions to provide data representation for each cluster. Each K distribution is de ned
by parameters like number of iterations and the di erence in log likdihood between successive iterations. Initially
these parameters are deduced by the algorithm based on the input data, wbln is subsequently determined by the
probability that a particular instance belongs to speci c cluster for the given data by utilizing these parameter
deduced. Parameter distribution is amended again and this continues ntil the generated clusters have a certain
level of overall cluster goodness or until the maximum number of iteations is reached.

K-Means. K-means [45] is a simple and popular clustering method that dividesristances based on the
attribute values into K disjoint clusters. Instances that shape the cluster have similar attribute values and K
speci es the number of cluster to be generated. The steps of K-meanalgorithm are as follows:

1. De ne the number of clusters K.
2. Initialize the K cluster centroids by randomly dividing all inst ances into K clusters, calculating their
centroids, and verifying that all centroids di ers from the other.
3. lterate on all instances and calculate the distances of centroids for altlusters. Assign each object to
the cluster with the nearest centroid.
4. Recalculate the centroids of both modi ed clusters.
. Repeat step 3 until the centroids change.

)]
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Fig. 5.3 . Anomaly Detection in UHAD

Fig. 5.4 . Two-Step Clustering Strategy

Moreover, a distance function is needed to calculate the distancd.€. similarity) between two instances and
the most commonly used is the Euclidean distance where every attrilte contributes evenly to the calculation
of this value. The algorithm has the skill to treat the features in the events equally and segregates precisely in
likely clusters. Additionally it has the capacity to handle larger datasets with a lesser processing time justi es
the importance of using it in the second step of the clustering straggy.
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Farthest First.  Farthest rst [46] is an alternative of K-Means that places every cluster center in turn at
the point farthest from the existing cluster center and this point lies inside the data area. Since there is less
reassignment, the process of clustering is faster. The logs { ) captured from Apache server, Linux and Snort
IDS were clustered according to the speci cation stated in Expenment 2. Therefore every log was clustered
12 times, and the clusters thus generated were maintained separatelfpr further processing and evaluation.
The clustered events were stored in its native format, i.e. Attribute Relation File Format (ARFF) for further
processing and not the trained model.

5.1.2. Filtering Clustered Events. The ltering algorithm (Figure 5.5) was implemented using the
script written in Perl which receives a clustered le in ARFF f ormat as input and produces the lItered-in events
in CSV format. The ARFF le was parsed to eliminate the header generatedduring clustering and the relevant

Fig. 5.5 . Filtering Strategy for Individual Logs

features of every log together with the cluster number were extraatd to a CSV le before proceeding with
Itering. In some cases, the number of clusters generated was lessénan the number of clusters requested
and therefore the parsed clusters were scanned to identify the maber of clusters. As such, the threshold was
calculated based on the identi ed number of clusters and the total evets clustered. The volume of events and
the identi ed number of clusters varies from log to log and thereforethe threshold calculated also varies. The
volume of events in every cluster was found and those clusters whos&e was less than the calculated threshold
(E¢) was Itered-in for further scrutiny as mentioned in the algorithm ( Figure 5.5). The cluster an event belongs
to was also included in the ltered log to verify the patterns of events in each cluster.

5.1.3. Aggregating Filtered-In Events. Filtered-in log was received as input and the redundant events
were combined by checking every event to produce an aggregated log andet algorithm is illustrated in Figure
5.6. Even though the log was previously clustered and ltered, the orde in which the log event appears
in the original log was maintained. Therefore, every event in the log wasompared with the event that is
immediately following it. As an analogy, if the current event being sautinized is equivalent to the previous
event automatically the current event is dropped and the next eventbecomes the current event whereas if the
current event is di erent from the previous event, then the current event is retained and it becomes the previous
event.

5.1.4. Transferring Events to GFL. The process of extracting the events from various logs and trans-
ferring the events to GFL is automated using custom written scrigt. The events in Apache server, Linux syslog
and Snort IDS logs were transferred to GFL excluding Apache SSLError and.inux mail log, since many of the
GFL features were not available in these logs; but they are maintained eparately to be used at some stage in
the analysis. As IPTables rewall log was also used only during analysisthese events were stored separately
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Fig. 5.6 . Aggregating Strategy for Individual Logs

as per the features speci ed in GF. The transfer of events from varios log sources is depicted in Figure 5.7.
In some logs, source IP address was not recorded as separate feature, buethas a part of another feature

Fig. 5.7 . Transferring Events to GFL

and therefore it was extracted and represented as a separate feature.inBe we compare the performance of
three algorithms with four settings, the GFL events were maintainedseparately according to the algorithm and
parameter settings.

5.1.5. Clustering GFE. The GFL events which was maintained according to clustering algoritms and
their respective settings were considered separately for this ep. In the rst step a given set of GFL events
(GFE) is loaded into Weka to manipulate the ideal number of clusters(K g) using EM. The default seed value
100 was used with the number of clusters (K) set to -1 to enable EM to pedict the number of clusters. The
clusters (K) thus predicted is used to cluster GFE. The respective GFL eents were clustered using the same
algorithm and parameter settings. The clustered events were storechi ARFF format for further processing.

5.1.6. Analyse Features to Identify Anomalous Events. The analysis process intends to discover the
relationship between events pertaining to the various features npresented by the events to detect anomalous
events. We performed analysis using the features IP address {y; fqpp), port number (fgp; fqp) and cluster
number (fy).



134 A. I. Hajamydeen, N. I. Udzir

IP Address Analysis.  The analysis procedure (Figure 5.8) receives clustered log even{&FE) as input
which was scanned several times, before an event was decided as anomaldDaring the analysis process three
features were manipulated which are source IP address {j, ), destination IP address (f 4, ) and cluster number
(fx). Although checking the IP address of the events was focused, the wster number of these events was also

Fig. 5.8 . IP Address Analysis

manipulated to get a big picture of the events related to intrusions The rst pass was to identify the unique IP
address in log events, wherégj, was checked in case of inbound connections arfdi, for outbound connections.
Those identi ed unique IP addresses existing in Apache and Linux logsvere checked for its existence in Snort
IDS log, and vice versa. Since there were no labels speci ed in GFLotidentify the log which an event belongs
to, the events were identi ed by the non-availability of feature values in that event, i.e., Apache and Linux log
events do not have values for the features destination IP addresd §, ), source port (fsp), destination port (fgp)
and protocol (f ).

The events containing IP addresses that were selected for its exence in multiple log sources, were checked
to identify the cluster which they belong to. All the events belonging to the identi ed clusters were extracted
and deemed as anomalous which serves as the result of the analysis. Theults were evaluated based on the
volume of anomalous events identi ed by the analysis and also the numbeof IP addresses covered by these
events from where the intrusion have originated. To verify the valdity of the events detected, it was compared
with the results of SOTM#34 challenge, to substantiate the coverage ofanomalies by UHAD.

Port Number Analysis (PA). Ports possess signi cant discriminative control in classifying cetain types
of tra ¢ when used with other features [51] and most anomalous activities utilises the unused and unassigned
ports. The same set of GFL events (GFE) used for IP address analysis we used for port analysis, too. Since
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the analysis (Figure 5.9) was based on port numbers, those events without will be automatically excluded
from analysis. In the case of inbound connections the source port numbesf the events was checked against

Fig. 5.9 . Port Number Analysis

the listing of the dynamic and unassigned port numbers as per InterneAssigned Numbers Authority (IANA).
In this manner, the destination ports of the matching events were clecked for the availability of well-known
port numbers, similar to 20, 21, 22, 23, 25 and 80 to generate anomalous event list, &grusive events mostly
succeed through these ports on the victim host. Then again for outbound camections, the destination port
number of the events was checked against the listing of the dynamic andnassigned port numbers according to
IANA. All the matching events were regarded as anomalous and was moved to a disict CSV le.

5.1.7. Consolidate Anomalous Events. Three operations were performed, namely uniting, associating
and concentrating to consolidate the anomalous events detected by the atysis methods, i.e. IPA and PA, and
the process is illustrated in Figure 5.10. Initially all the anomalous eents detected by IPA was copied to a
CSV le referred as an intermediate anomalous events list (IAE) and evey single event in the list is referred
as iAe. Every anomalous event detected by PA was compared with every sgbe anomalous event of IPA and
non-matching anomalous events of PA will be appended to iAE. Unique IP addesses excluding internal IP
addresses, i.e., 11.11.*.* represented by the iAE events were idémd and every such IP address was compared
with IP address of IPTables rewall log events maintained in a separatelog as per GF. All the IPTables rewall
log events containing IP address matching with the identi ed IP addresses were appended to iAE. Now iAE
contains the detected anomalous events (AE) captured from various sourcethat serves as the result of the
framework. In order to concentrate on signi cant anomalous events, a threhold (A;), i.e., 3, 6, 9, was used to
consolidate the anomalous events based on the IP address. Since the umgglP addresses were already found
before correlation, the occurrence of the IAE events containing theséP addresses were counted. Those IP
addresses satisfying the threshold A¢) were identi ed. The IAE events were checked for these IP addreses,
and those events satis es the threshold were extracted and maintainedeparately. This to verify that, whether
applying the threshold at this point supported to focus on the most sgni cant anomalous events or it reduced
such events. All the new algorithms proposed to implement various compnents of the framework were written
in Perl.

The limitation of the Itering component deployed in UHAD [10] is further improved with the re ned Iterer
[52] by increasing the volume of retained abnormal events; hence, the loér components of the framework [52]
in are basically the same as UHAD [10]. The aim of the re ned lterer is to retain all the abnormal events in
the log for subsequent processing, irrespective of the existena# such events in larger number in the logs and
the inaccuracies in clustering. The re ned lterer receives a clstered log E; ) which is initially scanned to
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Fig. 5.10 . Comparing Anomalous Events

identify the volume of events (nEj ) and the number of clusters Kj ) to calculate the Itering threshold ( E;),
i.e., E: = I"IEij / Kij .

The Itering threshold calculated as such is equivalent to the avemlage cluster size. The calculated ltering
threshold was used to identify the sparse and dense clusters in ¢hclustered log, and the events of sparse(; *)
and dense clusters E?) were identi ed, extracted and maintained separately. But then, there are chances
that some of the abnormal events may have been mixed up with normal evés in dense clusters due to the
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inaccuracy in clustering or the similarities between the featurevalues of abnormal and normal events. Therefore,
such abnormal events in dense clusters must be identi ed and incided in ltered-in events for further processing.

In order to achieve that, subsequently, every event in the denselusters was compared against every event
in the sparse clusters, i.e., the respective features in thesevents were separately or individually compared.
The cluster number in the log that was included during the proces of clustering, which also appears in the
Itered events is excluded from the counted features for a particlar log. Those events in the dense clusters
which match with any one of the events in sparse clusters (abnormal eves) are considered abnormal, and the
matching events (Ei]-*) i.e., those events having a match of at least 50% of features in betweehe events, were
added to the set of ltered-in events after all such events were iénti ed. For instance, if there are six features
in the log events compared, then at least three features of an event inhe dense clusters must exactly match
with any one of the events in the sparse clusters in order to be Iteed-in for further processing. As there
may be subtle di erence in the patterns of abnormal events grouped insparse and dense clusters, comparing
both categories by features for exact matches is not reasonable and will not sist in retaining majority of the
abnormal events. Therefore, 50% is chosen as the minimum matching bedgen events in order to consider for
further processing. This is based on the assumption that the sparselusters contain only abnormal events and
the misclassi ed abnormal events in dense clusters should be pa#ily or completely matching with any of the
events in sparse clusters. Therefore, the dense cluster eventvere checked against sparse cluster events, and
the matching events of dense clusters were also Itered-in togettr with sparse clusters for further examination.

Moreover, the re ned lIterer strives to retain every abnormal event in the log irrespective of the inaccuracy
in some of the clusters generated. The re ned lterer is very muchprocess intensive as every event in the
dense clusters has to be compared with every event in sparse cless and moreover every feature of the event
is individually compared with another event. Additionally, the logs clustered with the reordered events were
also ltered using the re ned lIterer to verify whether the | terer managed to retain the abnormal events as it
does with the clustered events of original log. This is to evaluate thee ect of reordering and the subsequent
clustering on the re ned lIterer especially on the retention of abnormal events.

6. Results and Discussions. To assess the capability of the framework in discovering anomalies, th
log events captured by multiple sources in a Honeynet system weresed. A total of four subsets with varying
duration were tested. First and foremost, the idea behind the deviopment of this framework is to detect a
wide range of anomalous events by analysing various logs without using any kihof knowledge on anomalies or
the models of network tra ¢ behaviour. All the components implement ed in this framework work towards the
aforesaid objective. Apart from this, every component has a speci c objetive towards the main objective, and
hence the performance of every component was measured with di erernetrics as stated in Chapter 3. The
performance of the framework as a whole in detecting various anomalous evsnwere evaluated by comparing
its results with the SOTM/#34 challenge results [12, 13, 14, 15] provided atHoneynet.org.

6.1. Clustered Events.  This section describes the results of the two-step clusteringtgategy implemented
in the framework. Firstly, the predicted clusters for various logs were discussed. Secondly, the accuracy achieved
with various clustering algorithms with di erent parametric setti ngs were compared. Additionally, the relation
of clustering accuracy with the actual formation of clusters with respect to abnormal events were examined.

6.1.1. Predicted Clusters. The clusters for each log were predicted according to Experiment bpeci-
cation. EM clustering was applied with the default values for the parameters (i.e. K = -1, seed = 100) on
the selected features of the individual logs E;j ) to estimate the best number of clusters K ). For example,
while predicting the number of clusters for Apache Access log, EM at tle start selects eight clusters by cross
validation, but concludes generating only ve clusters (0, 1, 2, 6, 7) as shon in Figure 6.1.

Therefore, the best number of clusters selected for this log was &, and the similar approach was followed
for all the logs in manipulating the ideal number of clusters. The cluser predicted by EM for various logs
is provided in Table 6.1. This reveals the fact that the number of clusers predicted were not in uenced by
the number of features and events in a log, but by the patterns of the eents, i.e, the more the number of
distinct patterns, the higher the number of clusters predicted. Apache error log consisting of 433 events with
ve features resulted in seven clusters whereas Snort IDS log corsding of 4423 events with 11 features resulted
in only three clusters. This also revealed the fact that there is norelation between the number of events and
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Fig. 6.1 . Manipulating Clusters using EM

Table 6.1
Ideal Clusters by EM

Log Type Suset-1 Subset-2 Subset-3 Subset-4

Access 5 5 8 6
Error 6 7 7
SSL-Error 2 4 4 3
Message 5 5 5 7
Mail 2 2 4 4
Security 4 4 4 6
Snort IDS 3 8 6 7

its features with the clusters predicted.

The time taken to predict the ideal number of clusters by EM for eachlog varied from seconds to hours
depending on the volume of events and its features. The time taken tonanipulate the events to predict clusters
for Linux Message log with 112 events took ve seconds whereas Snort IDS lagith 17049 events took 1 hour
30 minutes and 12 seconds. Moreover, prediction time also depends ohet existence of varying patterns in the
log, eventually resulting in more number of clusters, e.g., Linux mssage log with 105 events took 10 seconds
to predict seven clusters, whereas 112 events belonging to the sanype of log took ve seconds to predict ve
clusters. The manual e ort and time spent in nding the ideal clust ers for a particular log using our strategy is
far lesser than that of the usual method, i.e., applying the clusteing algorithm on a dataset several times with
di erent clusters (K) and choosing the best clusters among them.Thus the clustering strategy implemented in
our framework facilitates the process in nding the appropriate clugers for the logs with less time consumption
and manual e ort.
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6.1.2. Clustering Accuracy and Cluster Analysis. Using the clusters K ) manipulated from step
1 (Experiment 1), the logs were clustered according to the algorithmsand settings stated in Experiment 2,
and the clustered events E;; ) were recorded in ARFF format. Every clustered log was maintained segrately
according to subsets, algorithms and settings. The accuracy of the clusts generated for various logs by the
algorithms with di erent settings were evaluated. The maximum time taken to cluster 17049 events of Snort
IDS with seven clusters, i.e., the log containing the highest nurber of events in subset-2, was 2 minutes and 5
seconds by EM whereas K-Means and FF took only 17 seconds and 2 secondsspectively. The accuracy of
K-Means, EM and FF in clustering various logs with di erent parameter settings was evaluated, i.e., comparing
the accuracy of the default setting (setting-1) with other settings (settings 2, 3 and 4). This is to recognize the
impact of seed and K on accuracy, when increased. In addition, the relatin of accuracy and the parametric
settings with the actual grouping of abnormal events in separate clustes were also examined. As we have
tested four subsets containing various logs, the results are discuss subset by subset. Previously the results
of subset-1 was presented in Hajamydeen et.al. [7], and therefore thesults of the other three subsets, i.e.,
subset-2, subset-3, subset-4, were only discussed.

Subset-2. The accuracy achieved with various settings for this subset exhib# a similar pattern like subset-
1 and is illustrated in Figure 6.2. Increasing the seed value alone (stéhg-2) improved the accuracy in all logs

Fig. 6.2 . K-Means Clustering Accuracy (Subset-2)

except the Linux Message log. This was because of the similarity betwaehe feature values in this log. Doubling
k with the default seed (setting-3) increased the accuracy with all he logs. But, increasing both seed and k
together (setting-4) decreased the accuracy with all logs except SnortDS logs, thus signifying the sensitive
nature of K-Means to initialisation parameters. This also shows the ned for customised seed value than using
the default seed especially with those logs having events of bigger wohe. The increase in accuracy with settings
2 and 4 for this log also shows the importance of a customised seed valugpecially with bigger sized logs. There
were 14 successful intrusive events and 58 unsuccessful intius events in the Apache error log.

Analysing the clusters generated with various settings showed that atting-4 formed better clusters by
grouping the intrusive events in separate clusters. There were 12lusters generated from 0 to 11 consisting of
events 120, 54, 75, 14, 1, 60, 67, 13, 1, 24, 33 and 142, respectively. All the 14 successtulisive events were
grouped in Cluster 3 and the 58 unsuccessful intrusive events witanother nine abnormal events in Cluster 6.
This was due to the impact of increased seed and k on clustering evehaugh the accuracy with various settings
did not re ect that. The accuracy of EM with subset-2 as illustrated i n Figure 6.3 expressed a reverse accuracy
pattern with respect to settings compared to subset-1. The accuracyf clustering was improved when the ideal
clusters (k) were doubled (setting 3) with all the logs, and declinedwhen the seed was increased with settings
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Fig. 6.3 . EM Clustering Accuracy (Subset-2)

2 and 4 with most of the logs. This shows that the accuracy factor is not only m uenced by k and seed, but
also by the volume of events and their patterns. A better cluster fomation was achieved by EM with setting-4
for the Apache error log. Out of the 12 clusters (107, 51,39, 54, 24, 0, 47, 60, 26, 54, 142 and 0) genedafor
this log, two of them were empty clusters, i.e., Clusters 5 and 11. Th 58 unsuccessful intrusive events were
grouped together in Cluster 7 with another two abnormal events. The 14 sacessful events were joined together
with another 93 abnormal events. In terms of cluster formation, K-Means brmed better clusters compared to
EM, even though EM achieved the highest accuracy for this log.

The clustering accuracy of FF with subset-2 (Figure 6.4) expressea similar pattern like subset-1 with
settings 3 and 4, however, the pattern was opposite with setting-2 whih resulted in a sharp decline in accuracy
with Apache error, Linux message and Snort IDS log. Although FF is not very sesitive to seed values, the

Fig. 6.4 . FF Clustering Accuracy (Subset-2)

sharp increase and decrease in accuracy with settings 2 and 4 was due tetdiverse event patterns in the logs.
Moreover, the cluster formation for the logs was similar between settigs 1 and 2 and also with settings 3 and 4.
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The unsuccessful intrusive events of Apache error log were groupeddether in Cluster 4 and successful
ones in cluster 6 together with other abnormal events. Doubling k with settings 3 and 4 resulted in better
formation of similar clusters. The clusters generated by FF was bettethan EM but inferior to K-Means. This
subset contained more events in all the logs compared to subset-1 and Ké4ns formed better clusters for this
subset. This shows the capacity of K-Means in handling voluminous logvents.

Subset-3. The accuracy of K-Means with subset-3 is illustrated in Figure 6.5. A $milar accuracy pattern
like subsets 1 and 2 was achieved with settings 3 and 4 for this subseBut with setting-2, the increase in seed
value decreased the accuracy. This shows the sensitive nature of Means to initial parameters. Although, the

Fig. 6.5 . K-Means Clustering Accuracy (Subset-3)

volume of events in Apache access and error log was high compared to subsétand 2, K-Means achieved a
better accuracy for this log than the other subsets. This exposes theapacity of K-Means in handling larger
datasets. Linux security log consists of 234 events where 12 events arelated to xinetd crash and the pattern
of these events were very di erent from others.

Even though there were eight features recorded by this log, the majoty of the events do not have values for
all these features resulted in a lower accuracy, i.e., below 70%. Thwas also re ected appropriately in cluster
formation. All these intrusive events were joined together in Cluser 0, i.e., the biggest cluster, for the settings
1, 2 and 4. For setting-3, these events was separated in two clustersgj. Cluster 0 and 4. All the 10 events
in Cluster 4 was related to xinetd crash, and another two events weren Cluster 0, i.e, the biggest cluster.
Although, the accuracy achieved for this setting is the lowest, the tuster formation was better. This also shows
that cluster formation was not directly re ected in accuracy.

In the case of Snort IDS logs consisting of 5013 events, all the events parhing to the intrusion were
grouped in smaller clusters for all the settings. Especially, K-Meas with setting-1 grouped majority of the
intrusive events in the smallest cluster, i.e., Cluster 5, and m several smaller clusters for setting-3. This shows
that the default seed performed better in cluster formation for this log and is also re ected in accuracy. The
pattern of accuracy achieved by EM with subset-3 (Figure 6.6) is simir to subset-1 for settings 2 and 3 whereas
it was similar to subset-2 for setting-4. The default setting (setting-1) achieved the highest accuracy for Apache
access and Linux message log. The increase in seed and k (setting-4) imyed the accuracy in Snort IDS log,
exposing the contribution of seed and k together with bigger sized logs. Ispite of the absence of values for the
features in most of the events of Linux security log, EM formed better ¢usters compared to K-Means, showing
its capacity in handling events of this nature.

All the 12 events related to xinetd crash were grouped together in a smédr cluster for settings 1, 2 and 3.
For setting-4, 10 of these events were grouped in a separate cluster andather two events in a smaller cluster.
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Fig. 6.6 . EM Clustering Accuracy (Subset-3)

All the intrusive events captured by Snort IDS log were grouped in smdker cluster with setting-4. This shows
the involvement of seed and K together in cluster formation. With subsé-3, FF achieved accuracy (Figure 6.7)
of identical pattern like subset-1. An average accuracy above 90% was achiey by FF for various settings with
all the logs, except the Snort IDS log for the default setting. The accuacy achieved by FF with various settings
were not appropriately re ected in cluster formation. Intrusive events related to xinetd crash in Linux security

Fig. 6.7 . FF Clustering Accuracy (Subset-3)

log that has a unique pattern than the other events were grouped in the ggest cluster for all the settings.
Even in Snort IDS log, the events related to various intrusions were gouped in bigger clusters.

Subset-4. The accuracy achieved by K-Means for this subset plotted in Figure 6.&xposed a similar pattern
with subset-3. Even though doubling K (setting-3) increased accuracyincreasing the seed together with doubled
K did not improve the accuracy. This is due to sensitive nature of KMeans to initialisation parameters. There
were 434 events in Apache access log, out of which 78 events were the outconoésunsuccessful intrusions
originated from two IP addresses and the patterns of events from these IRddresses were di erent from each
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Fig. 6.8 . K-Means Clustering Accuracy (Subset-4)

other. Settings 3 and 4 generated better clusters by separating intrsive events in two clusters according to IP
address. One of these clusters contained only intrusive events arttie other cluster contained intrusive events
together with other events as well. In case of Snort IDS log, majority of the events related to intrusions were
grouped in smaller clusters and a small number of such events gathered big clusters together with other

events for all the settings.

Better clusters were generated with settings 1 and 2 for this log, altbugh settings 3 and 4 showed better
accuracy. EM achieved the highest average accuracy of 96.89% for this subsétut the pattern of accuracy
with various settings were very di erent from all the other three subsets and exactly opposite to subset-3. The
accuracy achieved by EM for various logs is depicted in Figure 6.9. Bettecluster were formed by EM with
setting-4 for Apache access log, but the cluster formation was inferior tahe ones generated by K-Means. In
case of Snort IDS log, all the events related to intrusions were groupedhismaller clusters for the same setting.
Like EM, FF also achieved the highest accuracy (Figure 6.10) with this sbset, but then the pattern of accuracy

Fig. 6.9 . EM Clustering Accuracy (Subset-4)
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with respect to settings was similar to the achievement of K-Means wth this subset. Analysing the clusters

Fig. 6.10 . FF Clustering Accuracy (Subset-4)

generated by FF with settings 3 and 4 for Apache access log revealed that athe unsuccessful intrusive events
were precisely grouped in separate clusters and the cluster formath was better than K-Means. Like subset-3,
all the intrusive events captured by Snort IDS log were grouped in bjger clusters for all the settings together
with other events. The poor cluster generation of FF for this log with various settings were also re ected in the
accuracy.

Analysing the clusters generated with the four log subsets tested npvides the following conclusions:

1.

(€2}

Although the clustering strategy implemented achieved a better acaracy, none of the algorithm showed
a consistent performance in terms of accuracy and cluster formation wit all the subsets. Better clusters
were formed by EM with subsets 1 and 4, and K-Means with subsets 2 and 3This was due to the
volume of events contained in these subsets for various logs.

. Accuracy and cluster formation by a particular clustering algorithm was inconsistent with di erent logs

in the same subset. This was due to capacity of the algorithm in handlinga particular type of data as
the number of features and the content of features varies with logs. Evein some logs the values for
certain features were not available in most of the events.

. Usage of settings 3 and 4 improved cluster formation with most of the logs. Tis was due to the

increase in k which grouped the abnormal events precisely in separatdusters. EMs performance with

this setting varied with subsets was due to its nature of forming custers based on the available patterns
in the log irrespective of the requested clusters. The clusteformation by FF with settings 3 and 4 were

similar and this was due to the non-reactive nature of FF to seed values.

. Examining the clusters generated shows that, the accuracy was not tictly re ected in the formation

of clusters. This is because calculation of accuracy is based on the contef the algorithms capacity in
handling data, whereas the clusters produced were analysed based dmetformation of abnormal events
in separate clusters within the context of the research.

. K-Means performed better even with the big sized logs, showings capacity in handling larger datasets.
. EM performed better with the logs where the values for certain featues were not available in most of

the events in the log.

. FF generated better clusters with those logs where the events pagtrns were qualitatively di erent. This

is due to its nature of calculating the cluster centroids in succesive iterations which is opposite to that
of K-Means.

Overall, the clustering strategy implemented in this phase achieed a better accuracy and cluster formation.
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Due to the inconsistent performance of a particular algorithm and setthg with various logs, deploying multiple
algorithms and settings becomes necessary. This phase could be furthextended by designing a recommender
method to suggest the best clusters of various logs among those generatediwvarious algorithms and settings,
for further processing.

6.2. Filtered Events. In this phase, the clustered logs were lItered using a calculated hreshold and
the Itered-in events were retained for further process. The percentage of events reduced and the volume of
abnormal events retained from the clustered logs with the three algoritms and its settings were evaluated
(Experiment 3).

6.2.1. Event Reduction. Every clustered log was scanned to identify the number of events ahclusters
to calculate the threshold, and those clusters which satis es the lireshold were Itered-in.

Subset-2. The volume of events in various logs were relatively higher than that of shset-1 and especially
the Snort IDS log contained 17049 events. Applying the threshold on varioustlustered logs for this subset
reduced an average of 71% events and retained an average of 29% events for furtagamination and is provided
in Table 6.2. Applying the threshold on Apache access log clustered by Fiith setting-4 reduced 93.88% events
whilst retaining 6.12% events, which was due to the better clustes formed by FF for this log.

Table 6.2
Percentage of Reduction (Subset-2)

Algorithms Settings | Access | Error | Message | Security | Snort IDS
Setting-1 | 75.51 | 57.28 68.87 86.09 72.79

K-Means Setting-2 | 38.03 | 67.22 84.77 96.62 79.36
Setting-3 77.74 85.60 67.55 79.70 74.86

Setting-4 | 69.02 | 85.76 78.81 89.47 65.40

Setting-1 | 57.88 | 60.60 64.24 81.95 55.90

EM Setting-2 | 74.77 | 56.79 52.98 69.17 63.78
Setting-3 | 79.78 | 61.42 52.98 68.42 67.44

Setting-4 | 70.69 | 41.23 52.98 65.41 59.86

Setting-1 | 76.25 | 76.32 68.87 82.71 56.57

FF Setting-2 | 86.09 | 65.56 68.87 68.42 67.26
Setting-3 | 85.16 | 77.98 76.82 92.48 82.62

Setting-4 | 93.88 | 71.69 76.82 92.48 77.53

Applying the threshold on Apache error log clustered by K-Means with séing-4 reduced 85.76% events
whilst retaining 14.24% events was due to the better cluster formationachieved by K-Means for this log. This
also reveals the fact that better cluster generation will increase te volume of reduction which in turn reduces
the processing overhead of the subsequent framework components.

Subset-3. The volume of events in this log subset was higher than subset-1, esgially the events in
Apache access and error log. Application of threshold on this log subset reded an average of 73% events while
retaining 27% events and the details of the event reduced with variousogs is provided in Table 6.3. In some
cases, due to the availability of more abnormal events in the log it was groped in bigger clusters. Usage of the
calculated threshold to Iter the clustered events has reduced soh abnormal events in bigger clusters making it
unavailable for subsequent examination. For instance, FF produced étter clusters for Apache access and error
log, resulting in reducing more than 85% of the events from these logs. Buthis reduction has removed most
of the abnormal events in bigger clusters that did not satisfy the threstold.

Subset-4. The volume of events in this log subset was higher than subset-1, esgially the events in
Apache access and error log. Application of threshold on this log subset reded an average of 74% events while
retaining 26% events, and the details of the events reduced with vadus logs is provided in Table 6.4. Applying
the threshold on Apache access log clustered by K-Means with setting-reduced 81.9% of events. But then all
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Table 6.3
Percentage of Reduction (Subset-3)

Algorithms Settings | Access | Error | Message | Security | Snort IDS
Setting-1 | 72.27 | 75.67 74.76 81.62 65.53

K-Means Setting-2 | 7156 | 79.76 90.95 74.79 75.80
Setting-3 | 68.67 | 80.00 87.14 76.92 51.53

Setting-4 | 53.59 | 75.28 72.38 61.97 74.93

Setting-1 | 55.70 | 67.40 45.71 57.69 78.48

EM Setting-2 | 70.86 | 85.28 45.71 57.69 78.48
Setting-3 | 68.83 | 78.11 60.48 57.69 62.24

Setting-4 | 85.16 | 64.41 50.00 57.69 74.29

Setting-1 | 89.30 | 89.84 60.48 84.62 75.82

FF Setting-2 | 83.91 | 89.84 60.48 84.62 83.12
Setting-3 | 88.91 | 93.46 64.29 75.21 87.65

Setting-4 | 86.88 | 93.46 64.76 72.22 88.25

the abnormal events in this log were Itered-out by the threshold, due to the formation of such events in bigger
clusters.

Table 6.4
Percentage of Reduction (Subset-4)

Algorithms Settings | Access | Error | Message | Security | SnortIDS
Setting-1 | 44.40 | 71.28 69.52 96.75 70.56
K-Means Setting-2 | 74.57 | 89.67 68.57 96.75 50.33
Setting-3 | 81.90 | 80.17 80.00 86.99 65.93
Setting-4 | 76.72 | 80.58 76.19 91.87 65.26
Setting-1 | 69.18 | 73.97 64.76 82.11 68.62
EM Setting-2 | 69.18 | 64.26 71.43 91.06 54.44
Setting-3 | 78.66 | 67.56 64.76 82.11 73.62
Setting-4 | 61.64 | 54.55 74.29 82.11 71.09
Setting-1 | 43.97 | 67.15 83.81 82.11 83.43
FF Setting-2 | 54.09 | 62.81 91.43 82.11 80.24
Setting-3 | 62.28 | 72.93 79.05 91.06 83.07
Setting-4 | 72.41 | 73.55 79.05 91.06 83.47

6.2.2. Abnormal Event Retention. The abnormal events ltered-in by the threshold were analysed to

verify whether all the anomalous events were retained. This is to enge that, the application of threshold on
the clustered events have not removed the signi cant events need for further scrutiny.

Subset-2. There were two unsuccessful and one successful intrusive evenn Apache access log and all
these events were retained with clusters generated by all the algdhims and settings. But in the case of Apache
error log, there were 14 successful intrusive events and 58 unsussful events. The 14 successful events were
retained from K-Means clusters for setting 2 and 4, and from EM clustes with setting-2. The 58 unsuccessful
intrusive events were retained from EM clusters for settings 1 and4, and from FF clusters with settings 1 and
2. None of the algorithms retained both successful and unsuccessful e¥eriogether for all the settings. This
was due to the cluster formation with various settings and the placemenof such events in bigger clusters which
were ltered by the threshold.

Subset-3. There were 72 successful and 436 unsuccessful intrusive eventsApache access log. All the
successful events were retained by the threshold from EM clustsr A maximum of 209 (47.94%) unsuccessful
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events were retained from K-Means cluster with setting-4. There wre 484 intrusive events recorded by Apache
error log, and a maximum of 102 (21.07%) such events were retained by the thriaeld from EM clusters with
settings 1, 3 and 4. This was due to the high volume of such events in thig, which eventually joined together
in bigger clusters and therefore ltered-out by the threshold.

Subset-4. There were 78 unsuccessful intrusive events in Apache error log. Athese events were retained
by the threshold from K-Means clusters with setting-1, and from FF clusters with settings 1 and 2. But the
volume of events retained gets declined for settings 3 and 4 with K-Mans and FF-clusters. This was because, the
calculated threshold value decreased due to the increase in the nuar of clusters generated for these settings.
Therefore, those unsuccessful events in a slightly bigger clustemwas Itered out. But then, with EM clusters,
51 events were retained for settings 1 and 2, and 61 events for settings 3d#d. The increase in retention was
due to the nature of EM, by generating clusters depending only on theavailable patterns irrespective of the
requested clusters.

The following are the conclusions that were drawn, analysing the ltered logs:

There was no uniform increase or decrease in reduction of events witfespect to algorithms and its
settings. This was due to the varying event patterns in di erent logs and the in uence of initialisation

parameters, i.e, K and seed, on cluster formation.

Event reduction varies with the calculated threshold and cluster ske of the log being ltered. Threshold
varied with the number of clusters generated whereas cluster siagas in uenced by the cluster formation
which changes with the algorithms and settings, thereby in uencingthe reduction of events.

Precise cluster formation did not always retain the maximum number of intrusive events when the
volume of such events in the log was high. This was due to formation of sucavents in bigger clusters,
which was eventually ltered out by the threshold.

Application of calculated threshold managed to retain most or all the intrusive events in various logs,
but then in some cases it failed, when such events were high or wrongplaced in the bigger clusters.

6.3. Aggregated Events.  The ltered-in events were aggregated to reduce the duplicates, €., an event
that contains similar values for all the features like the previous evat. No additional feature was introduced
in aggregated log to specify the number of events that were combined togeér to represent an aggregated
event. Subsequently, all the intrusive events Itered-in were unique, accumulation did not eliminate any of
these events. Fewer number of Itered-in events were reduceth logs, but then further process was not a ected
by this reduction. Apache access and error log were trimmed to an averagef 12.75%, whereas an average of 2%
in Linux syslog. Nearly 75% of the ltered in events were reduced in SSLError log was because of analogous
event patterns recorded in this log with the same timestamp. Aggregatiorreduced an average of 20% Itered-in
events in Snort IDS log. A similar percentage of reduction was accompligkd by accumulation with the other
three subsets as well. All the events that were retained by the rgsective logs after it has been Itered and
aggregated were abnormal of some kind.

6.4. Transferred Events. The events transferred to GFL from various logs were Itered and aggregatd
in the previous phases. The unavailability of a feature in a log was reflaced with a hyphen when transferred
to the GFL. No additional features were introduced to represent thelog type it belongs to, as it may mislead
the clustering method. Although all the logs with the speci ed features in GFL were used for investigation to
detect intrusions, only certain logs were transported to GFL format to be used in the clustering phase. Apache
and Linux events were captured directly by the victim system and e/ery abnormal activity expressed by Apache
server logs and Linux syslog should have generated events in Snort ID8d, as it has been designed to capture
such actions. As we planned to group the events to evaluate the relatiomsp between the abnormal events of
Apache server logs and Linux syslog with the events of Snort IDS, thesevents were transferred to GFL. Since
the events of Apache SSL-Error log and Linux mail log did not have IP addressand port number, these events
were not transferred. As stated in GF the respective features of theexcluded logs were maintained separately
to be used in the analysis phase. A custom written Perl script extacted the features from various logs as
stated in GF and transferred it to GFL, which took less than 5 seconds ér transferring 11000 events. Since we
have tested three algorithms with four settings, the volume of everg transferred from individual logs to GFL
varies with the algorithms and their respective settings. Therefoe, the respective GFL events were maintained



148 A. I. Hajamydeen, N. I. Udzir

separately to be processed in subsequent phases and volume of GFLeats for all the subsets is provided in
Table 6.5. Every GFL was veri ed to ensure whether all the events inthe aggregated logs were completely

Table 6.5
GFL Events
Algorithms Settings | Subset-1 | Subset-2 | Subset-3 | Subset-4

Setting-1 2067 5001 2300 3258

K-Means Setting-2 1145 3731 1773 4975
Setting-3 1803 4566 2954 3583

Setting-4 1966 5957 2041 3733

Setting-1 1232 7808 2076 3375

EM Setting-2 2664 6623 1738 4760
Setting-3 1776 5917 2600 2881

Setting-4 2635 7171 2021 3221

Setting-1 2193 7515 1544 1971

FF Setting-2 1319 5962 1222 2279
Setting-3 946 3157 913 1969

Setting-4 1545 3842 907 1873

transferred to GFL and the features extracted from various logs has beeappropriately placed in the respective
GFL features. Veri cation showed that the events from the respecive logs were completely and appropriately
placed in GFL without errors.

6.5. Clustered GFE. The GFL constitutes events from various logs that were mostly abnormal and
these events were clustered to nd the relationship between tbm using the same clustering strategy used
before. Dierent volumes of GFL events which varies according to the algorithms and settings were clustered
separately. The ideal number of clusters for GFL was manipulated usig EM as stated in Experiment 4, and the
resulting clusters (K) were used to group GFL as per Experiment 5stated. As the GFL constitutes events from
various logs which were clustered and Itered previously, accurate lster formation and subsequent retention
of abnormal events in those phases a ected the clustering accuracy andimation in this phase.

Since the volume of events in GFL that was clustered varies with algothms and settings, the accuracy
achieved with various algorithms and settings could not be directly compred.

Subset-2. The accuracy of clustering by various algorithms and settings for subse® is illustrated in Figure
6.11.

The maximum accuracy 100% achieved by FF with setting-4 was due to the grauing of likely events
precisely in separate clusters. Especially, the Snort IDS evestwith di erent patterns were grouped in separate
clusters. K-Means with setting-1, generated clusters which contaied events from various logs together. Like
K-Means, FF and EM with setting-1 also generated clusters containingevents from various logs together in the
same cluster. This was due to the similarity between the event fatures contained in the GFL.

Subset-3. The accuracy of clustering by various algorithms and settings for subse8 is illustrated in Figure
6.12. Like subset-2, the highest accuracy of 100% was achieved with FF due thé precise cluster formation
with respect to the patterns. All the three algorithms generated clusters separating the events according to the
patterns for this subset, i.e., Linux and Apache events joined togetheiin the same clusters whereas Snort IDS
events joined together in separate clusters. But the clusters genated by K-Means with setting-2 contained
clusters with events from various logs.

Subset-4. The accuracy of clustering by various algorithms and settings for subset is illustrated in Figure
6.13. Like subsets 2 and 3, the highest accuracy was achieved by FF due toelseparation of events in various
logs according to patterns. K-Means generated clusters that constitug events from various logs was due to its
nature of giving equal importance to all the features in the log and also tle feature similarity of the events in
GFL.
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Fig. 6.11 . Clustering Accuracy with GFL (Subset-2)

Fig. 6.12 . Clustering Accuracy with GFL (Subset-3)

Analysing the clusters generated by various algorithms with varying voume of GFL events provides the
following conclusions:

1. The variations in clustering accuracy and cluster formation with di e rent algorithms and settings was
not only due to the parameter initialisation for that setting, but also du e to the variations in volume of events
clustered with that algorithm and setting.

2. FF achieved the maximum accuracy with all the four subsets exposeds capacity in clustering hetero-
geneous log events of varying patterns, despite the absence of values some of the features.

3. K-Means produced clusters that constitutes events from variousdgs together for most of the subsets.
This was not only due to the similarity in the event features, but also shows its capacity in treating features in

an event equally.

6.6. Anomaly Detection. In this phase, the clustered GFL events were examined to detechnomalies
by nding the relationship between the features recorded by the &ents form various logs. The features source
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Fig. 6.13 . Clustering Accuracy with GFL (Subset-4)

IP address (i, ) and destination IP address { 4ip ) together with cluster number (f) were examined during IP
Address analysis and the features source port numberf §,) and destination port number (f 45) were examined
during port number analysis. Previously the results of subset-1 dér anomaly detection was presented in Ha-
jamydeen et.al. [7], and therefore the results of the other three sulets, i.e., subset-2, subset-3, subset-4, were
only discussed. Moreover, a portion of the results on the other thresubsets, i.e., subset-2, subset-3, subset-4,
were mentioned in Hajamydeen et.al. [52] for comparison purposes, but natetailed.

6.6.1. IP Address Analysis. Every clustered GFL with the respective algorithms and settings vere
analysed separately and the resulting anomalous events were evaluated a&r Experiment 6. Most or all
clustered events of GFL were basically anomalous and IP analysis managed limcate the anomalies by identifying
the relation between events with respect to IP Address followed ¥ cluster number. IP analysis indicated its
capacity in recognising most of the anomalous events in the logs and the voluma anomalous events recognised
was a ected by the creation of clusters in individual logs and GFL.

Subset-2. The volume of events in this subset was larger compared to other subset The anomalous
events detected by IP analysis using the clustered events geraed by various algorithms with di erent settings
are illustrated in Figure 6.14. The best performance for this subset waschieved with K-Means clusters by
discovering most of the anomalous events through IP analysis. This was d@uto the capacity of K-Means in
generating better clusters even with bigger datasets. There were 16vents related to successful intrusion and
59 events related to unsuccessful intrusion exploiting the AWSats vulnerability recorded in Apache access and
error log which originated from two IP addresses. The events pertainig to this activity was not available in
Snort IDS log, as it was missed by Snort. But IP analysis managed to detect maf these anomalous events.
The volume of events detected by IP analysis from these IP addressese illustrated in Figure 6.15. IP analysis
detected all the unsuccessful intrusive events with EM clustrs for settings 1 and 4, and with FF clusters for
settings 1 and 2, but then, most of the successful intrusive eventaere not detected with these settings. All the
successful events were detected with K-Means clusters for d$igtgs 2 and 4, and with EM clusters for setting-2.
This was due to the unavailability of these events for analysis, sincét was Itered-out in the previous phase.
Including the IP addresses for which the results are plotted (Figue 6.15), there were seven IP addresses from
where the anomalous activity have originated and there were 1252 events @gkd to these IP addresses in various
logs.

Over 900 anomalous events from six IP addresses were detected with tickusters generated by K-Means for
settings 1 and 2. With K-Means clusters for settings 3 and 4, the eventselated to all the seven IP addresses
were detected, but then the volume of such events were less compal to the other two settings. The volume
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Fig. 6.14 . Anomaly Detection by IP Address Analysis (Subset-2)

Fig. 6.15 . Anomalous Events by IP (Subset-2)

of events or the number of IP addresses detected with the clustersf a particular setting was in uenced by the
cluster formation and the subsequent application Itering threshold based on cluster formation. Although IP
analysis detected the most number of anomalous events with FF clusterfor this subset, it failed to detect most
of the signi cant anomalies pertaining to these seven IP addresses. His was because of the unavailability of
these events due to cluster formation and subsequent application ofltering threshold in the previous phases.

Subset-3. Like subset-2, IP analysis detected majority of the anomalous events wh K-Means clusters for
this subset too. The anomalous events detected by IP analysis usindhé clustered events generated by various
algorithms with di erent settings are illustrated in Figure 6.16. The an omalous events have originated from ten
IP addresses and there were 1901 such events in this subset. A maximuof 423 events from nine IP addresses
were detected by IP analysis with K-Means clusters. This was dued the volume of such events were large and
most of these events were Itered out by the threshold, making it unaailable for analysis. A maximum of 126
events were detected with EM clusters and 71 events with FF clugrs. This reveals the performance of the EM
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and FF clustering in handling bigger size logs.

Fig. 6.16 . Anomaly Detection by IP Address Analysis (Subset-3)

There were 30 events related to xinetd crash which originated from thee IP addresses that were recorded
by Linux security and Snort IDS log. A total of 20 such events were deteatd by IP analysis with K-Means and
FF clusters as illustrated in Figure 6.17. The gure also shows that, theevent from the IP address 195.22.66.28

Fig. 6.17 . Anomalous Events by IP (Subset-3)

was not detected with the clusters of any algorithms. There was only one ent from the IP address 195.22.66.28
that was recorded by Linux security log and this event was Itered out for all the settings with K-Means and
FF clusters, making it unavailable for analysis. Even though this evat was retained after Itering with EM
clusters, the failure of IP analysis to detect it was due to the cluser formation with GFL.

Subset-4. The anomalous events identi ed by IP analysis for various algorithms with di erent settings are
illustrated in Figure 6.18. IP analysis detected most of the anomalous evda with K-Means and EM clusters
for this subset as illustrated in Figure 6.19. There were 144 events origated from three IP addresses and
especially the events related to RPC attack was recorded only in SnortDS log.
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Fig. 6.18 . Anomaly Detection by IP Address Analysis (Subset-4)

IP analysis detected majority of the anomalous events from the IP addreses 220.110.29.27 and 59.120.2.133
with the clusters generated by various algorithms and the respectivesettings. The RPC attack originated from
62.111.213.88 were not detected by IP analysis, which was due to the clustiarmation with GFL with some of
the settings.

Fig. 6.19 . Anomalous Events by IP (Subset-4)

The following are the conclusions drawn based on the detected anomalidxy IP analysis:
The detection performance of was dependent on the performance of the gvious phases. As IP analysis
bases its decisions from the log events received as input which was mipualated by the previous phases,
the performance of these phases a ected the detection process.
The detection performance declined with those log subsets having larger volume of anomalous events.
Although, the clustering strategy implemented generated better clisters, the high volume of anomalous
events in the logs were grouped in bigger clusters. The application of tieshold Itered-out these
anomalous events and hence not available for analysis.
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The maximum number of anomalous events from various IP addresses were tédeted with EM clusters
for subsets 1 and 4, whereas with K-Means clusters for subsets 2 and 3h& volume of events in various
logs with subsets 2 and 3 were high, and K-Means forming better clusts than EM especially with
these subset shows its ability in handling larger datasets.

6.6.2. Port Number Analysis. Every clustered GFL with the respective algorithms and settings vere
analysed separately and the resulting anomalous events were evaluated psr Experiment 7. A simple port
analysis was done by comparing the port number of the events with the IANAlisting of unassigned and dynamic
port numbers. Only the Snort IDS events in GFE were scrutinized since it contains both source and destination
ports.

Subset-2. The volume of anomalous events detected by port analysis with various algahms and its
settings are illustrated in Figure 6.20. A maximum of 595 events were detgted by port analysis for this subset

Fig. 6.20 . Anomaly Detection by Port Number Analysis (Subset-2)

with EM clusters and the highest number 105 of anomalous events deteatewith setting-4 shows the impact
of K on cluster formation. The anomalous events pertaining to AWStats vulnerability were not detected by
port analysis which was available in this subset. The events relatedo this activity were recorded by Apache
access and error log and was missed by Snort IDS. Since port analysis calesis only those events with port
numbers, these events were not detected. There were ve IP adasses recorded by Snort IDS log from where
the intrusions originated, out of which the events related to one IP addess was detected with most of the
clusters generated with various algorithms. This was due to cluster fanation and the subsequent retention of
events by the threshold for this log.

Subset-3. The anomalous events detected by port analysis for this subset with vaous algorithms and its
settings are illustrated in Figure 6.21. A maximum of 111 events were detded with FF clusters (setting-2),
which includes seven anomalous events from two IP addresses as stai@edSOTM#34 analysis results. Similarly,

a maximum of 78 events were detected with EM clusters (setting-4) with comprises 10 anomalous events from
two IP addresses. This was due to cluster formation and the subsequéemetention of events by the threshold
for this log.

Subset-4. The anomalous events detected by port analysis for subset-4 with varia algorithms and its
settings are illustrated in Figure 6.22. There were 90 anomalous events @inated from three IP address that
were recorded by Snort IDS log. A maximum of 20 anomalous events from two IP attesses were detected
by port analysis with K-Means clusters (setting-2). Although the everts from these two IP addresses were
detected with the clusters generated with EM and FF with certain settings, the volume of events detected were
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Fig. 6.21 . Anomaly Detection by Port Number Analysis (Subset-3)

Fig. 6.22 . Anomaly Detection by Port Number Analysis (Subset-4)

less compared to K-Means. This was due to the cluster formation of thesalgorithms with Snort IDS log.
Moreover, the volume of events in Snort IDS log for this subset was largeThe better performance of K-Means
with this subset shows its ability in clustering voluminous log ewents, thereby supporting the detection process.
In conclusion,
Approximately 10% to 15% of the anomalous events in the logs were detected hyort analysis was due
to the unavailability of port numbers in most of the log events.
A range of 1 to 187 anomalous events that were missed during IP analysis wediscovered by port
analysis with various subsets. Most of the events identi ed by port aralysis were already identi ed
during IP analysis reduces the need for port analysis.
The detection of anomalous events by port analysis was in uenced by the laster formation in Snort
IDS log and the succeeding events retained by the Itering thresiold.

6.7. Consolidated Anomalous Events. The anomalous events detected by IPA and PA with the re-
spective algorithms and settings were consolidated separately and thesulting anomalous events were evaluated
as per Experiment 8. In the process of consolidation, the distinct anomalus events identi ed by both analysis
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methods were initially combined together. To get a better picture of the successful and unsuccessful intrusion,
those IPTables rewall log events whose IP address matches the IP adass of the combined anomalous events
were extracted and merged with the combined analysis results. Thealume of events that gets added during
correlation depends on the available IP addresses of the events deted during analysis and the corresponding
match with IPTables rewall log. The anomalous events were concentratedusing a threshold on the occurrence
of events pertaining to an IP address after correlating with IPTables rewall log. This was performed to trim
down the insigni cant events that can be disregarded. Since varyingvolume of events were detected with the
clusters generated with various algorithms and settings in the previos phase, combining and correlating these
events also yielded varying volume of events. Concentrating thesevents with a speci c threshold reduced a
small number of events according to the occurrence of events relatetd an IP address. Although concentration
trimmed down most of the insigni cant events, there are chances of gjni cant anomalous events being reduced,
as the threshold is based on IP address. Therefore, after concentratinthe events with several thresholds, the
consolidated events with various threshold was veri ed to ensure whther the application of threshold removed
or reduced the signi cant anomalous events, i.e., as stated in SOTM#34 aalysis results, from various IP ad-
dresses. Therefore the signi cant anomalous events detected by UHAD wbh was also mentioned in SOTM/#34
analysis results were discussed in this section. But then, UHAD haseatected more number of anomalous events
than those mentioned in SOTM#34 analysis results.

Subset-2. Even though the volume of events in this subset was high, concentratig the events with the
threshold, i.e., A= 9, reduced an average of 3% signi cant anomalous events. The details of theigni cant
anomalous events retained from the clusters generated with various siitgs and algorithms is provided in Figure
6.23. A total of 1339 signi cant anomalous events which was launched from severaPl addresses were retained

Fig. 6.23 . Retention of Signi cant Anomalous Events (Subset-2)

after combining and correlating the events detected with K-Means tusters. Applying the threshold, i.e., A=
9, removed 31 of these events from three IP addresses.

Subset-3. The e ect of threshold in retaining signi cant anomalous events is presnted in Figure 6.24. A
minimum average of 0.8% signi cant anomalous events were reduced with K-Mans clusters and a maximum
average of 4.3% events were removed with EM clusters during conceation with the maximum threshold, i.e.,
A¢= 9. This was due to the poor cluster formation by EM for this subset with most settings. A maximum
of 2205 events were yielded after combining and correlating the deteetl events with K-Means clusters for
setting-3. Applying the threshold, i.e., A= 9, removed 16 anomalous events from two IP addresses.

Subset-4. The details of the signi cant anomalous events retained from the clustes generated with various
settings and algorithms is provided in Figure 6.25. A minimum average of 0.6%signi cant anomalous events
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Fig. 6.24 . Retention of Signi cant Anomalous Events (Subset-3)

Fig. 6.25 . Retention of Signi cant Anomalous Events (Subset-4)

were reduced with K-Means clusters and a maximum average of 1.8% eventvere removed with FF clusters
during concentration with the maximum threshold, i.e., A;= 9. A maximum of 555 signi cant anomalous events
were captured after combining and correlating the detected eventsvith EM clusters for setting-1. Application
of threshold, A= 9 reduced three events from an IP address.

The following conclusions are drawn from consolidating the detecteavents:

As the reduction was based on the IP addresses of those events that weretdcted and correlated
previously, the output of this phase highly depends on the log eventseceived from the previous phase.
Therefore, the volume of events yielded after consolidation varies h the detected events of various
algorithms and settings.

Concentrating the detected events with the threshold not only rediced the insigni cant events but

also reduced a minimum number of signi cant anomalous events. Though tk usage of threshold is
not viable at this end, it will assist in focusing the most critical events that need to be immediately

addressed.

UHAD detected a wide range of anomalies which includes Nimda scans, Code&&orms, SSH Brute Force
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scans, CONNECT scans, IRC Traces, RPC attack, Xinetd crash and the AWStas vulnerability exploit. The
low percentage of anomalies detected with subset-3 is due to the higbolume of events and anomalies in this
subset.

7. Conclusion and Future Works. The majority of the intrusion detection mechanisms available were
knowledge dependent which makes use of the characteristics of anomedi or the model of tra ¢ behaviour
to detect anomalies which restricts the mechanisms to detect onljknown anomalies. Moreover, the existing
detection methods considers a single type of log for analysis, whichon nes the method to detect anomalies
presented only in those logs and the anomalies in the other logs were lefebind. To overcome these limitations,
this thesis has presented a new framework UHAD to detect a variety of anomlies by scrutinizing logs from
heterogeneous sources, without using the characteristics of anomaliggat hold the speci cation of the actions to
match with events or the usual method of training and testing commonlyused in anomaly detectors. Although,
the three clustering algorithms tested in the framework took less ime to predict and generate clusters, the
accuracy of the clusters generated by an algorithm were not consistent agss di erent logs and subsets. This
was due to the capacity of the clustering algorithms in handling the eent patterns and features in a particular
log. Additionally, the clustering parameters used to group the eventsalso in uenced the accuracy. Subsequently,
applying the ltering threshold which was automatically calculated b ased on these generated clusters, managed
to retain majority of the abnormal events and removed the normal or insign cant events with most of the logs
and subsets. With some of the logs, the ltering threshold failed to retain the abnormal events was due to the
existence of more number of such abnormal events of similar patterns #t were grouped in larger clusters. The
usage of GFL induced the process of classifying heterogeneous log egen a single structure and enabled faster
analysis by the detection algorithms. Introducing more features in G-L, which did not existed in many of the
logs, a ected accurate cluster formation thereby reducing the volumeof the events detected during analysis. This
shows the criticality in selecting the appropriate features for GA. based on the logs considered. Further analysis
of the GFL based on the IP addresses and port numbers detected the evisrelated to a wide range of anomalies
and most importantly, more anomalies were detected during IP address aalysis than port number analysis.
Manipulating IP address (source IP and destination IP) together with the cluster number supported the analysis
process in detecting majority of the anomalous events. Moreover, almbsll the anomalies detected by port
analysis were also detected by IP address analysis thereby redugirthe need for port analysis. Consolidating
the detected anomalies assisted in focusing the most signi cant anomals events, but then failed to retain a
few of the anomalous events, when the occurrence of such events didtrsatisfy the threshold applied.

The pro ciency and precision of UHAD in recognizing intrusions were scutinized using three clustering
algorithms with four parametric settings and the results achieved wee compared with the ground truth available
at Honeynet.org for this dataset, i.e. SOTM#34. The detected anomalies wee analogous with the output of
other methods, therefore demonstrating the accuracy of UHAD in detectng anomalies. Among the three
algorithms used by the framework, EM and K-Means generated better clugrs supporting the investigation
process to identify the majority of the anomalies in all the four subgts. The coverage of anomalies with FF
clusters were marginally lower than EM and K-Means, but is also appropiate for this framework due to its
faster clustering even with larger datasets.

All the parameters used in UHAD were manipulated based on the tested datageonly. Therefore, the
accuracy of clusters and subsequent retention of anomalies by the thsbold were in uenced by these parameters.
None of the algorithm showed a consistent accuracy with a speci ¢c parametr setting; and also the performance
of a particular algorithm was not steady with di erent subsets. Becauseof this, some of the anomalous events
were lItered-out by the threshold, making it unavailable for furth er investigation. Since this is the rst step
towards building an unsupervised anomaly detector using heterogemais logs that calculates all the required
parameters based on tested data itself; the mechanism of manipulatinthe clustering parameters and ltering
threshold could be re ned to improve the precision of anomaly detedbn. A recommender method could be
designed to select the most accurate clusters for a particular log, amonthose produced by various algorithms
with di erent parametric settings. This method need to evaluate various output parameters based on the
clusters generated which requires criteria and threshold to be imed in order to evaluate such parameters to
choose the accurate clusters. Subsequently, these selectedaters can be used for further investigation to detect
almost all the anomalies. UHAD can also be tested with various datasets colleetl from heterogeneous sources
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to substantiate its capacity in discovering the anomalous events pdaining to a wide range of intrusions.
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A SECURE STRUCTURE FOR HIDING INFORMATION IN A CRYPTOSYSTEM BASED
ON MACHINE-LEARNING TECHNIQUES AND CONTENT-BASED OPTIMIZATION
USING PORTFOLIO SELECTION DATA

CHANCHAL KUMAR  AND MOHAMMAD NAJMUD DOJA y

Abstract.  Many systems including networks environment have higher comp lexity and ubiquitous connections than a normal
system, hence design of a security system for hiding pertinent data a challenging task. This paper presents a secure structure t hat
extends a protocol which is available for fast Di e-Hellman pro  tocol using Kummer surface. We show the extended version of the
scheme by inclusion of an additional point, such that a more se cure system can be constructed. The scheme has been build by
employing machine-learning technique to select an appropria te class from multiple set of surfaces. A brief discussion on inc lusion of
multiple surfaces and making a selection of a speci ¢ surface u sing NSGA Il algorithm is also provided. In this paper, we provide a
brief overview of AES-128 (AES also known as Rijndael). In the s tarting, a short overview of the AES is given. This paper also has
a description for altering the key generation module in AES base d upon a newly designed content-based matrix which is built fro m
portfolio selection data. The matrix is constructed using some prede ned factors modi es the existing index which is compute d
based upon the context of the message. An optimization algor ithm is employed for selecting speci ed entries from content m  atrix.
These selected entries are used for altering the key generation a Igorithm in AES. The modi ed output obtained after altering th e
key generation scheme is provided in the paper. Lastly, a brief ove rview of LIM index, which is used as an index in cryptanalysis,
is given. This paper has a description of the scheme to constru ct a more secure system that is capable of hiding the information
with above-mentioned techniques.

Key words:  De e-Hellman key exchange, Machine Learning techniques, NSG A Il (Non-dominated Sorting Genetic Algorithm
I1), Key generation (AES) content based matrix, Optimization , LIM Index

AMS subject classi cations. 68M12

1. Introduction.  The main objective of a cryptographic system may be stated as providig a capability
for secure information exchange over a network. The plain text is the bdy of the message. Encryption is
achieved by coding the input message using an algorithm along with a sest key. The coded message is called
cipher-text. On the receiving side, the message is decoded ugi the secret key and reversing the steps of
encryption algorithm. Thus, the plain text is obtained using the same secret key and decryption algorithm.
The information which is encoded yields di erent sets of cipher. The study of information about structure of
the cipher could be very bene cial for analysis. Cryptology deals with performing cryptanalysis in order to
challenge the security of the encryption algorithm. Di e-Hellman prot ocol is a commonly used protocol for
secretly exchanging key [1]. In this protocol, the sender and recetr take a decision to select a nite set of
points (Group) A, and choose a generator (v) from a subgroup. Using the priate key (x;) of the sender, a
secret numbern; = ( ** mod p) is generated. Here, p is a prime number and is a primitive-root of p such that

<p . The receiver generates a secret numbeart, = ( *2 mod p) where x is the private key of the receiver.The
secret key exchange can be achieved by

k1
k>

X
n5* modp

niz mod p

Recently, a fast version of this protocol is provided that makes use of Kmmer Surface [1, 23, 24]. In this
paper, a new scheme is proposed for enhancing the security of the poatol by adding another point (us) on the
surface. A brief overview of a scheme that can be incorporated for selting one of the multiple surfaces using
NSGA Il is given in the paper.

1.1. A Brief Overview of AES. During 1990's, it became clear that DES (Data Encryption Standard)
will not be able to meet the required security standard [2]. In the year 1997, AES was adopted by NIST. AES
was selected among other available ciphers. AES was chosen as a replacenrienDES. AES now has a bigger
key size and it is capable of handling the type of attacks meant for DES. In2001, AES Rijndael was chosen
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among several other variants of ciphers. Previously DES was attacked usj linear and di erential cryptanalysis,
these attacks were not successful in case of AES. AES uses block stru that means plain text is processed
as blocks and the encryption is achieved on a block structure. AES congsed of algebraic blocks which are
relatively simple.

1.2. Dierent stages used in AES. AES is based upon block structure. The input plain text is divided
in to various blocks of xed size. The encryption takes place with eah block separately. The size of the block
is 128 bits. The allowed key size could be 128, 192 or 256 bits.

AES works with Galois Field (GF)(28), a polynomial b;x” + bgx® + ::::hy

is utilized for representing 8 bits (byte). Hexadecimal notation isused to represent bytes.

State: We are considering key size of 128 bits. The results are represented state which is 128 bits in
length and di erent operations are performed on the state. A matrix consiting of 4 rows and 4 columns is used
as given below:

2><(0;0) x(0;1) x(0;2) ><(0;3)3
gx(l;O) x(1;1) x(1;2) x(1;3)é
x(2;0) x(2;1) x(2;2) x(2;3)
X(3;0) x(3;1) x(3;2) x(3;3)

The state is opterated with multiple rounds. Each round contains substtution box, Di usion operation
(Linear) and xoring with round key generated for each round.

The Di usion operation consist of performing the shift rows operation then performing the transformation
which is centred around mixing the di erent columns. For generating the round key for each round, the original
key is used to generate a sub key for each round. Lastly, the algorithm uslein Rijndael may described as below:

Firstly, the input message is placed in a state of 4 4 matrix. This state is xored with round key of O
round. Next, ten rounds are applied where the last round skips the mixcolumn operation. The nal state is
the desired ciphertext.

This paper has description of a scheme that alters the key generation algibhm using a content-based
matrix. The output of di erent keys for each round is given. The alteration in key generation is intended to
enhance the hiding capability of AES and making it secure against di erent kinds of attacks.

1.3. Related Work.  The use of theories of fuzzy extractor and secure sketch in the framewk of key
generation from biometrics is proposed in [4]. A description of lossy tragdoor function with their applications is
given in [5, 6]. A signi cant use of pseudo-random number generators is peented in [7, 8]. A public key cryp-
tosystem is more adaptive and secure against adaptive chosen ciphertegttack [9]. LIM (Lorenz Information
Measure) based Cryptanalysis of AES-128 and AES-256 Block is presented jhl]. Some mathematical attacks
like di erential and linear cryptanalysis decrease the key search gace but they not able to break the AES [12].
A description of some versions of Even-Mansour cipher scheme is givém [13]. Randomization based AES is
better than rst order di erential electromagnetic and power analyses in term of low execution cost [14]. A
combined approach of image processing and laser fault injections is given [15] for security characterization
of a hardware AES. A complete solution based on key updating framework to sece the execution of any kind
of AES operation is proposed in [16]. A systematic toolbox is proposed in [17pf white-box implementation.
A general study of the relationship between cryptography and machine larning is given in [18]. The primal
machine algorithms are well performed in order to construct the encrpted models [19, 20, 21]. To perform
successful key recovery deep learning techniques are appropmaf22]. A signi cant use of Kummer Surfaces
is provided in [23, 24]. Symmetric and asymmetric cryptographic techiques based a new security protocol is
proposed in [27] for online transaction.

2. Proposed System. One of the vastly used algorithm for secure key exchange is Di e-Hellmarprotocol.
Kummer surface is recently proposed protocol for a fast-version of Di eHellman protocol. This section provides
description of the new protocol build using an additional point (us) in the extended surface. The details of the
protocol are given below:
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Algorithm 1 Modi ed Algorithm for Multiplication by N on the extended surface)

Input: U = ( Ug; Uy; Us; Uyg; Us) 2 extended surface andN
Output: N U (multiplication on the extended surface)
Function 1: calculate Cj; // (Output parameter C;; )
Input: integers i,j;//(These are index parameters) oat U,, U, // ( U, and U, are points on extended Kummer
surface )
Output: value of Cj ;
Details: The output is computed using the following equation: C;; (Uy;Uy) = (Uj(V + W) Uj(V W)+
(Y (v W) UV + W)), where Ui (V) denotes the ith component ofU, = U(V)
Function 2: calculate C;
Input: integers i,j; oat Uy, Uy
Output:value of Cj ;
Details: The output is computed using the following equation: U; (V+W)U; (V. W)+ Ui(V W)U; (V+W)),
fork i 41 | 4
Function 3: Add.on_extended _surface
Input: m = (. mg;my; msz; my//(m is a point on extended Kummer surface))
integersi;j, oat Uy; Uy
Output: Addition on extended surface
Details: The following steps are executed:
1. temp; = calculate _Cj (i;j; Uy; Uw) where temp; and temp, are variables
2. temp; = calculate _Cj (j;j; Uy; Uw)
3. Output = (2 m[j] temp; - m[i] temp,;)
4. Parametersq, is initialized in the beginning of main routine and it is updated here. Parameter tq is a
teporary variable which is initialized to 0, in the beginning of main routine.
x[i]= Outputl;1 i 4
if (x[i] & 0)) then calculate o
®=® (i) * Cepra));
tg=to+ X[i] g1 i 4
to = abg(to)
Parameter ep; is intialized in the beginning of main routine.
Now, compute value ofx[5] using the following equation:
X[5] = tg + epy;
Parameters x,y and z are used in the main routine
Here, X,y, and z = (u1; Uz; U3; Ug; Us)

2.1. New Scheme adopted for inclusion of point ( us) in the extended surface.  The description
of new method based on inclusion of point @5) in extended surface is presented here:

Need: A variant of Di e-Hellman protocol based on Kummer surface is described in [5]. To enhance the
security aspects of the structure, a new point (I5) is being added. A sample run with of (U; u2; us; Us; Us) is
provided in the paper.

Signi cance:  The additional point (us) could prove a quite useful index for decision-making. The com-
puted values of (U1;Uy; Us; Uys; Us) are used in a machine-learning algorithm to select a speci ¢ surfag, in case,
the design considers multiple surfaces and then chooses one surfdoe multiplication.

Impact: The selected surface based on computed value afi{) will be utilized to perform a multiplication.
The output obtained with added point (uq;Uuy;Uus;Us; Us) are given below. The details of main routine along
with various functions used are given below:

2.1.1. Algorithm for Machine-learning for a sample data set of three exten ded surfaces. A
sample technique for classi cation based on Machine-learning is desbed below given in algorithm 3.
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Algorithm 2 Main routine
Input: N,x = (0,0,0,1, us)
y = (U1 Uz; U3; Ug; Us)
z = (U1; Uz; U3; Ug; Us)
Output: N*Point(x)
1. Parameter: my;i;j;ep1; e; Op; to; tag;t;
2. Initialize:
tg = 0; ty3 =0:0; /I (Temporary variables)
ep. = 0:00567;ep; = 0:00598;q, = 0:06908;//(Coe cients)
3. Read the value of N if(N<0) Then N = -N
Initialize x(u; =0;u; =0;u3 =0;us =1;us =0:08)
Read the values of z (Il, Uy; u3Pu4, us) and y (uyp; Uz; Uz; Ug; Us)
. Initialize to = ' nRIUY

i=1 T'tll -

4 1 4>
5. Leth=H
6. while h60 do
7. if (h%2))60//Ifhisodd then
m=y[i;/1 i 5
8. for i=1;i 4i++ do
/I Select value of j such that m[j] 6 0
Calculate x[i] = add_on_extended _surface (m,i,j,x,z)
9. endforN=N-1
10. else
11. m; = x[i;/i 1 5
12, for i=11 4;i++ do
/I Select value of j such that m[j] 6 0
Calculate x[i] = add_on_extended _surface (m,i,j,x,z)
13. end for
14. end if
15. z[il=2 z[il;/1 i 4
16. =h

-2
17. end while
18. 7. Display the values ofx(uy;uy; Us; Us; Us)

2.2. Using NSGA Il for selecting a particular surface. The Kummer surface is described by the
equation [1]:

y=(fe x°)+(fs x)+(fs xH+(fz x*+(f2 x)+(f1 xH+fo (2.1)

The next section describes di erent sample surfaces. An applicatin of NSGA Il for formulating multi-objective
functions using di erent combinations of these surfaces is given nd. NSGA 1l is an example of evolutionary
algorithm designed for multi-objective optimization [28]. NSGA Il could also be employed to make the decision
about a particular surface.The di erent multi-objective equations with corresponding outputs are described
below.

2.2.1. Multi-Objective Program 1. The multi-objective program 1 contains objectivesZ; and Z, for
two selected surfaces, which uses a parametep;. The output obtained by running NSGA 1l for these objectives
is shown in Fig. 2.1.

The initial values of parameters and equations used for objectives are gan below:

- Coecients ( f;) used in surface 1 are given below:

fo =100;f; =5;f,=0:8;f3 = 1:87063f, =0:06,f5 =0:0;f =0:0; and ep, = 6:089
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Algorithm 3 Algorithm for Machine-learning for a sample data set of three extended grfaces
Step 1: Key = Data - (Uj; Uy; Us; Ug; Us)
Data contains 42 entries - surface 1, surface 2 and surface 3 contains 14 psin
Key = Target ( surface 1, surface 2 , surface 3)
I/l The algorithm given here has been tested for a sample data points of thre extended surfaces.
Step 2: The in-built function train _test _split() , which is available in Python sklearn.model _selection
is used for training based on this data set.
The splitting is achived by the function, is given below:
Xtrain shape =31, Y._train shape = 31,Xtest shape = 11, Y_test shape =11
The parameters X train , Y_train , Xtest and Y_test are used for splitting training and testing data points.
Step 3: KneighborsClassi er() function is used for classi cation
This function is available in sklearn.neighbors (Python)
Knn = Call KNeighborsClassi er()
Call Knn. t() with Xtrain and Y_train parameters
State 4. Take a sample pointx_newusing numpy - arrays
A sample point! x_newnumpy - array) = [13.716864, 864.196899, 192.78521, 11. 769211]
This sample point has values of (1; Uz; U3; Ug; Us)
Step 5: Call predict() function with x_newpoint as input parameter
The output obtained is index=1, which is, surface number = 2.
Here, Index O: Surface 1, Index 1: Surface 2, Index 2: Surface 3
This algorithm may be utilized for selecting a speci ¢ surface froma set of multiple surfaces.

Fig. 2.1 . Output of Multi-Objective Program 1

- Coecients ( f;) used in surface 2 are given below:

f02 = 120;f12 = 3;f22 = 0:65;f32 = 1:870631:42 = 0:08;1:52 = OZOg;feg = 0:00085

- Objective 1:

Z1=epl+p((f6 x)+(fs x5)+(fa xH)+(fz x3)+(f2 x)+(f1 x)+fo) (2.2
- Objective 2:

Zz=p((f62 X6)+ (fsz x5)+(faz x*)+(fa2 x3)+(fzz x2)+(f12 x1)+ fo2) (2.3)
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2.2.2. Multi-Objective Program 2. The multi-objective program 2 contains objectivesZ; and Z, for
two selected surfaces, which uses a parametep,.The parameter of f; of surface 1 has been changed here, as
compared to multi-objective program 1. The output obtained by running NSGA 1l for these objectives is shown
in Fig.2.2.

Fig. 2.2 . Output of Multi-Objective Program 2

The initial values of parameters and equations used for objectives are gan below:
Coe cients ( f;) used in surface 1 are given below:

fo =100;f, =0:0;f, =0:8;f3 = 1:87063f, =0:06;f5 =0:0;fg =0:0; and ep, = 6:089

Coe cients ( f;) used in surface 2 are given below:

f02 = 120;f12 = 3;f22 = 0:65;f32 = 187063f42 = 0:08;f52 = 0:09;f62 = 0:00085

Objective 1:

21=ep1+p((fe xX)+(fs x)+(fa xH+(fzs x)+(f2 xA)+(f1 xH+fo) (24)

Objective 2:

Zzzp((fsz x8)+(fsp X))+ (faa xH)+(fz xI)+(fx x2)+(f1o xH+ fp) (2.5)

2.2.3. Multi-Objective Program 3. The multi-objective program 3 contains objectivesZ; and Z, for
selected surface, which uses a parametep, . Here, objective 1 uses two di erent parametersq; and M; , it is
described by equation (6). The output obtained by running NSGA Il for t hese objectives is shown in Fig. 2.3.

The initial values of parameters and equations used for objectives are gan below:
ep =6:089M; =120;qp =7:41
Coe cients ( fj) used in surface 2 are given below:

f02 = 120;f12 = 3;f22 = 0:65;f32 = l:87063f42 = 0:08;f52 = O:Og;fez =0:00085

Objective 1:
z1=abgep+ @ MZ+aq M; x?) (2.6)

Objective 2:

Zz=p((f62 X8)+ (fs2 xO)+(faa x¥)+(fz2 x3)+(fx x2)+(f12 x1)+ fop) (2.7)
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Fig. 2.3 . Output of Multi-Objective Program 3

2.2.4. Multi-Objective Program 4. The multi-objective program 4 contains objectivesZ; and Z, for
selected surface, which uses a paramet@&p,. Here, objective 1 uses two di erent parametersg; and M, it is
described by equation (8) and objective 2 has di erent parameters, asampared to multi-objective program 3.
The output obtained by running NSGA I for these objectives is shownin Fig. 2.4.

Fig. 2.4 . Output of Multi-Objective Program 4

The initial values of parameters and equations used for objectives are gan below:
- Coecients ( fj) used in surface 1 ardo = 100;f; =0:0;f, =0:8;f3 = 1:87063f, =0:06,f5 =0:0;f =0:0
and epp =6:089M; =120;q10 =7:41
- Objective 1:

z=abgep+ . MP+aq M x%) (2.8)

- Objective 2:

Zz=p((f62 X6)+ (fsz XO)+(faa x*)+(fz2 x3)+(far x2)+(fr2 x1)+ fop) (2.9)
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Table 2.1
Sample input string composed of data streams of portfolio sel ection data that is used in SHA1 algorithm

S.No. Input String used in SHA1 algorithm
Expected Return | Risk Parameter T, | Parameter Bs | Parameter B g

1. \0.2560 0.1622 | 0.023 0.5628 0.4372" +
\0.2786 0.1641| 0.023 0.5002 0.4998" +
\0.3012 0.1698 | 0.023 0.4377 0.5623" +
\0.3238 0.1788| 0.023 0.3752 0.6248" +
\0.3464 0.1907 | 0.023 0.3126 0.6874" +
\0.3690 0.2050| 0.023 0.2501 0.7499" +
\0.3916 0.2050 | 0.023 0.1876 0.8124" +
\0.4142 0.2390| 0.023 0.1251 0.8749" +
\0.4368 0.2579| 0.023 0.0438 0.9259" +
\0.4594 0.2779| 0.023 0.0 1.0"

2.3. Using SHA-1 for authentication . For authentication SHA-1 algorithm could be utilized and a

sample run with portfolio data is given in Table 2.1. Where, parameterT, and parametersBs, B are di erent
values which are used in portfolio selection problem.

The output obtained after giving the input string, which is described in Table 2.1, to SHAL algorithm is
\DCF5C49BB3160A70788A72A06318FB2BE69BB233".

2.4. Cryptanalysis of the proposed protocol. Itis proved that discrete logarithm solution for Kummer
surface is equivalent to discrete logarithm solution for Jacobian [1]. Wi the additional point us the security
of the proposed protocol has not been lost moreover an additional directionor ensuring security has been
included. The intension is to make the proposed protocol more securwith the help of new point us. The
encryption scheme based on proposed protocol may utilize machinedming methods for selecting a speci ed
surface in the case of multiple surfaces. The machine learning algohin has been tested on a sample data of
three extended surfaces. As suggested in [1], ELGamal scheme for engtipgn may be designed that is based on
calculation on the Kummer surface. The addition function provided here could be used for multiplication on
the extended surface. Thus, the use of extended surface does not aoat for any security losses.

3. Generating keys of each round of AES using content-based matrix. This section provides
details about the new scheme that is being used for key generation (AES)An overview of the structure of
content-based matrix using sample data of portfolio selection is also gen in Fig 3.1.

Fig. 3.1 . Content-matrix values
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The formulation of the content-matrix is given next. Here, the input i s divided into four categories- category
A for characters a-z / A-Z, category B for numbers 0-9, category C for special chacters and lastly, the category
D for images / videos etc.

Here, a sample frequency distribution of di erent classes in a samig input is given in Table 3.1. It contains
assumed values of weight (x) and the mapping output (y) is found using he following equation:
y=x3+x%2+w
No = y mod 255

The following constants are used hereepk; = 13.89, epk, = 29.17 and epk; = - 4.089. The values of Ny,
N, and N3 are computed as described below:

N; =N epkl
N2=N epk
Nz =N epkg
Table 3.1
Output of content-matrix
S.No. | Type of input | Frequency(x) | Weight(w) | Mapping output(y) | Entry (No) | Entry( N1) | Entry(N2) | Entry( N3)
1 Category A 34 15 40475 185 171.11 155.825 189.089
2 Category B 50 8 6252508 163 149.11 133.825 167.089
3 Category C 60 9 216069 84 70.11 54.825 88.089
4 Category D 12 11 1883 98 84.11 68.825 102.089

The reduced content-matrix values are based upon only three categoriescategory-alpha; =category 1,
category-alpha, = category 2 and category-alphas = category 3. The output obtained are given in Table 3.2
and Fig. 3.2.

Table 3.2
Output of content-matrix
S.No. | Type of input | Entry(N) | Entry(N;) | Entry(N2) | Entry( N3)
1 Category- 1 185 171.11 155.825 189.089
2 Category- » 163 149.11 133.825 167.089
3 Category- 3 91 77.11 61.825 95.089

The following equations are used to compute optimal values :

cost=a; 5+b 1+0¢ (3.1)
cosb=a; 5+ 2+ (3.2)
coskb = az 5+ g 3+ C3 (3.3)
Total _cost = cost; + cosbt + costz (3.4)
189089 a; 155825
167089 a, 133825
95089 a3 61825

4610 Total _.cost 3610

The optimized values obtained after running classical Lagrangian multipier method with sample input-
values ofa;, i and ¢ and using the inequality constraints values ofa;, a; and az described above, are presented
in Table 3.3 and Fig. 3.3.
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Fig. 3.2 . Reduced content-matrix values

Fig. 3.3 . Output computed after optimization step

Table 3.3
Optimized values of di erent categories

[ S.No. [ Category [ Optimized value |

1 Category- 1 189.0809
2 Category- » 137.2910
3 Category- 3 71.6765
3.1. Cryptanalysis of the proposed scheme. Di erent kinds of cryptanalysis for AES (Rijndael) is

provided in [28]. Using another technique based on calculating partial sm, the complexity of AES can be
decreased [28]. The attacks on 7 and 8 rounds can be achieved by incorporaitthe information about extra
texts. The next area to be considered is Key generation. Various undgred behaviour for key generation is
discussed in [28].

This paper has made presentation about a novel scheme that may be adopteid conceal the information
which could prove fruitful in increasing complexity of Key generation. Speci cally, the structure of content-based
matrix and selecting optimized values play a vital role in hiding the information. Since Key generation has a
small number of non-linear components, the schemes presented hemas given new dimension in this direction.
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Algorithm 4  New Key Expansion Algorithm
1: The new modi ed key expansion algorithm is given below:
Modi ed-Key-Expansion(byte x[4*y], word out[4 * 11], y)
start
word tq11 // ( temporary variable)
j=0
While (j <)
out [i] = word(x[4 * ]], key[4 * j+1], X[4 * j+2], x[4 * j+3]
j=j+1
end of while
j=y
: While (j < (4 * 11))
: t17 = out [j-1] // stage 1
2 if (mody==0) then
t11 = Rotate Word(temp) // stage 2
t11 = Substitute ‘Word(temp) // stage 3
t11 = (t11 Xor content matrix _data_entry) // stage 4
t11 = t11 xor R_constant[j/4] // stage 5
: elseif (y>6andjmody = 4)
t11 = Substitute ‘Word(temp) // stage 6
- end if
: out[j] = out[j-y] xor tj; // stage 7 and stage 8
j=j+l
: end of while
: end

© NN
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4. Result Analysis and Discussion. The following section describes the various outputs obtained after
executing extended Kummer surface algorithm explained in sectior2.1. An overview of the results obtained for
existing Kummer surface is also given. The next section has a desption of data obtained after executing new
key expansion (AES) algorithm. Lastly, an overview of the results obtaina with LIM algorithm are provided.

4.1. Existing Kummer Surface Results. This section brie y presents results which are obtained for
existing and extended Kummer surface. The results are given in Tale 4.1 and Fig 4.1 for existing Kummer
surface- surface 1.

Fig. 4.1 . Points on existing Kummer surface (Surface 1)
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Table 4.1
Sample points on Existing Kummer Surface( us;uz;us;uas;us)(Surface 1)

’ S.No. ‘ Uq ‘ Us ‘ us ‘ Uy ‘
1 0.5915| 2.7999 | 1.2000 | 1.0000
2 1.0000| 5.5856 | 6.5497 | 1.0000
3 0.5229| 2.2824 | 0.1000 | 1.0000
4 0.4217| 6.8683 | 25.0000| 1.0000
5 1.2000| 6.9648 | 9.0642 | 1.0000
6
7
8

1.1000| 6.2700 | 7.7984 | 1.0000
1.3000| 7.6731 | 10.3607 | 1.0000
1.4000| 8.3982 | 11.7018| 1.0000
9 1.5000| 9.1445 | 13.1036| 1.0000
10 1.6000| 9.9176 | 14.5872| 1.0000
11 1.0000| 5.5856 | 6.5460 | 1.0000
12 8.0000| 0.2864 | 3.7636 | 1.0000
13 1.8000| 11.5840| 17.9428| 1.0000
14 | 2.0000| 13.6073| 22.5198| 1.0000

Similarly, sample data points are computed for surface 2 and surface 3.

4.1.1. Extended Kummer Surface Results. This section presents the results which are obtained after
executing extended Kummer surface algorithm. This algorithm containsa newly added point (us). The input
points z and y on the extended Kummer surface (surface 1) are given in Tdb 4.2 and are drawn in Fig. 4.2
and Fig. 4.3.

Table 4.2
Value of input point (z) and input point (y) on extended Kummer surfa ce (Surface 1)

S.No. | z(ui) | z(up) z(uz) | Z(ug) | z(us) | y(u1) | y(up) y(us) | y(usq) | y(us)
1 1.0000| 5.5856 | 6.5460 | 1.0000| 0.8000| 8.0000| 0.2864 | 3.7636 | 1.0000| 0.9800
2 1.1000| 6.2700 | 7.7984 | 1.0000| 0.8000| 1.3000| 7.6731 | 10.3607| 1.0000| 0.9800
3 1.2000| 6.9648 | 9.0642 | 1.0000| 0.8000| 1.1000| 6.2700 | 7.7984 | 1.0000| 0.9800
4 0.5915| 2.7999 | 1.2000 | 1.0000| 0.8000| 1.0000| 5.5856 | 6.5497 | 1.0000| 0.9800
5 8.0000| 0.2864 | 3.7636 | 1.0000| 0.8000| 2.5033| 13.0410| 5.0000 | 1.0000| 0.9800
6 1.5000| 9.1445 | 13.1036| 1.0000| 0.8000| 1.6000| 9.9176 | 14.5872| 1.0000| 0.9800
7 0.4217| 6.8683 | 25.0000| 1.0000| 0.8000| 1.2000| 6.9648 | 9.0642 | 1.0000| 0.9800
8 1.4000| 8.3982 | 11.7018| 1.0000| 0.8000| 1.5000| 9.1445 | 13.1036| 1.0000| 0.9800
9 0.5229| 2.2824 | 0.1000 | 1.0000| 0.8000| 0.4217| 6.8683 | 25.0000| 1.0000| 0.9800
10 1.6000| 9.9176 | 14.5872| 1.0000| 0.8000| 1.0000| 5.5856 | 6.5497 | 1.0000| 0.9800
11 1.0000| 5.5856 | 6.5497 | 1.0000| 0.8000| 0.5229| 2.2824 | 0.1000 | 1.0000| 0.9800
12 1.8000| 11.5840| 17.9428| 1.0000| 0.8000| 2.0000| 13.6073| 22.5198| 1.0000| 0.9800
13 1.3000| 7.6731 | 10.3607| 1.0000| 0.8000| 1.4000| 8.3982 | 11.7018| 1.0000| 0.9800
14 2.0000| 13.6073| 22.5198| 1.0000| 0.8000| 0.5915| 2.7999 | 1.2000 | 1.0000| 0.9800

Output points obtained are given in Table 4.3 and drawn in Fig.4.4. The datapoints obtained are sorted
output according to point (us). Similar outputs obtained for surface 2 and surface 3. Moreover, the dat points
are sorted according to point (Us). An e ort is made to present output points pictorially in ascending or der of
point (us) such that the variation of point ( us) can be studied with values of other points (1; uz; us;us). A
meaningful inference about the variation of point (Us) can be achieved with large set of input points.
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Fig. 4.2 . Input point (z) on Extended Kummer surface (surface 1)

Fig. 4.3 . Input point (y) on Extended Kummer surface (surface 1)

Fig. 4.4 . Output point (x) Extended Kummer surface (surface 1)
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Table 4.3
Output values of extended Kummer Surface( x(u1);x(uz2);x(us);x(us);us)(Surface 1)

[ S.No.| x(u1) [ x(uz) | x(uz) [ x(us) | x(us) |
1 24.0000 | 26.8055 | 229.3580| 0.0000| 6.7970
2 4.7190 | 139.9495| 105.2500| 0.0000| 19.4924
3 4.7520 | 147.4385| 137.1388| 0.0000| 20.9641
4 1.0496 | 131.3605| 28.2947 | 0.0000| 34.8777
5 225.6336| 3.2089 | 212.4693| 0.0000| 42.2683
6

7

8

10.8000 | 192.9697| 119.0908| 0.0000| 71.0500
0.6403 | 220.6695| 165.3555| 0.0000| 82.1640
8.8200 | 149.8854| 27.9238 | 0.0000| 168.2817
9 0.3459 | 107.3347| 0.7500 | 0.0000| 195.0867
10 7.6800 | 118.1619| 101.0610| 0.0000| 205.0549
11 1.5687 | 213.6205| 12.8696 | 0.0000 | 224.2009
12 19.4400 | 122.8515| 75.2773 | 0.0000 | 228.8854
13 7.0979 | 208.3531| 198.3577| 0.0000| 231.2859
14 7.0981 | 25.2546 | 40.7057 | 0.0000| 231.4460

4.2. Results obtained with new Key expansion algorithm in di erent stage s. This section pro-
vides an overview of the outputs obtained after di erent stages in newKey expansion algorithm. For simplicity
of the presented output, the decimal values on a scale of (value/T) is chosen. Table 4.4 has output of stage 4
and its (new Key expansion) diagram along with two trend lines - trade line 1(power trend line with forecast of
2.0 periods, equation used: y = 34092 x%743 'R2 = (0:1335, here y is output, X is input parameter for trend
line and R? is R-squared value used for trend line 1) and trend line 2 (polynomial tend with forecast of 2.0
periods) is given in Fig.4.5.

Table 4.4
Output data obtained from new Key expansion algorithm: Stage 4 and Stage 6

S. No. | O(hex):Stage 4 | O(dec):Stage 4| O(hex):Stgae 6 | O(dec):Stage 6
1 bf85ef55 3.2132 be85ef55 3.1964
2 bdc5d7d4 3.1839 bfc5d7d4 3.2174
3 fdd76f5f 4.2588 fod76f5f 4.1916
4 97ef7d 4.2881 fr97efrd 4.1539
5 ebc7 4.2932 efebc7 4.0248
6 fdd5e6dc 4.2587 ddd5e6dc 3.7218
7 bfo54f5e 3.2142 954f5e 4.2880
8 dfd75d 4.2929 7fdfd75d 2.1454
9 b 5eeb¢c 3.2206 a4f5eebc 2.7676
10 bdcf74 4.2906 c9bdcf74 3.3847

Table 4.4 has also output of stage 6 and its (hew Key expansion) diagram along wittwo trend lines - trade
line 1(power trend line with forecast of 2.0 periods, equation usedy = 3:7022 x%0%4° R? =0.0266) and trend
line 2 (polynomial trend with forecast of 2.0 periods) is given in Fig.46.

In Table 4.4, O(hex):Stage 4 denotes Output of new Key expansion algorithm: stage 4 (Hex value),
O(dec):Stage 4 denotes Output of new Key expansion algorithm : stage 4 (Daual value / 10°), O(hex):Stage
6 denotes Output of new Key expansion algorithm : stage 6 (Hex value), and Qlec):Stage 6 denotes Output
of new Key expansion algorithm : stage 6 (Decimal value / 18).

In Table 4.5 ,0(hex):Stage 7 denotes Output of new Key expansion algoritm : stage 7 (Hex value),
O(dec):Stage 7 denotes Output of new Key expansion algorithm : stage 7 (émal value / 10°), O(hex):stage
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Fig. 4.5 . Output points of new key expansion (stage 4)

Fig. 4.6 . Output points of new key expansion (stage 6)

8 denotes Output of new Key expansion algorithm : stage 8 (Hex value), and Qiec):stage 8 denotes Output
of new Key expansion algorithm : stage 8 (Decimal value / 18).

Table 4.5 also has output of stage 7 and its (new Key expansion) diagram along wittwo trend lines trade
line 1(power trend line with forecast of 2.0 periods, equation usedy = 0:9656 x%°77 R? = 0.0002) and trend
line 2 (polynomial trend with forecast of 2.0 periods) is given in Fig.47.

Table 4.5 has output of stage 8 and its (new Key expansion) diagram along with tw trend lines-trade line
1(power trend line with forecast of 2.0 periods, equation used: y = 656 x%%77 R2? = 0.0002) and trend
line 2 (polynomial trend with forecast of 2.0 periods) is given in Fig.48.

As evident from the outputs presented in Table 4.4 and Table 4.5, the traé lines are having di erent
patterns in the existing and new Key expansion algorithm. The output of stage 1, 2, 3 and 5 have same outputs
in both existing and new Key expansion algorithm, and are given in Table 4.6.The stage 4 is available only in
the new Key expansion. The outputs in the stage 6 are altogether di erehin new algorithm. The variation of
points is di erent in new stage 7, whereas the trend lines are havingsimilar patterns in this stage. Lastly, the
stage 8 has di erent variation of points in new Key expansion, moreover tade lines depicts di erent behaviour.
Thus, the proposed scheme adopted can be utilized by a designer in @dto provide better security by having
newer variation patterns, which are di erent from existing AES Key expansion algorithm.
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Table 4.5
Output data obtained from new Key expansion algorithm: Stage 7 and Stage 8

| S.No. [ O(hex):Stage 7| O(dec):Stage 7| O(hex):Stage 8| O(dec):Stage 8|

1 2b7e1576 0.7297 2b7e1576 0.7297
2 28aed2a6 0.6825 28aed2a6 0.6825
3 abf71588 2.8851 abf71588 2.8851
4 09cf4f3c 0.1646 09cf4f3c 0.1646
5 95fbfa43 2.5163 95fbfa43 2.5163
6 bd5528e5 3.1765 bd5528e5 3.1765
7 16a23d6d 0.3797 16a23d6d 0.3797
8 1f6d7251 0.5273 1f6d7251 0.5273
9 2a3e2d97 0.7087 2a3e2d97 0.7087
10 976h572 0.1588 976h572 0.1588
11 81c9381f 2.1774 81c9381f 2.1774
12 9ead4ade 2.6616 9ead4ade 2.6616
13 d3e942c8 3.5553 d3e942c8 3.5553
14 448247ba 1.1494 448247ba 1.1494
15 c54b7fa5 3.3101 c54b7fa5 3.3101
16 5bef35eb 1.5424 5bef35eb 1.5424
17 247eadb5 0.6123 247eadb5 0.6123
18 60fceaf 0.1017 60fceaf 0.1017
19 abb795aa 2.7803 a5b795aa 2.7803
20 fe58a041 4.2672 fe58a041 4.2672
21 ch9bbada 3.4160 ch9bbada 3.4160
22 ab678045 2.8757 ab678045 2.8757
23 ed015ef 0.2485 ed015ef 0.2485
24 f088b5ae 4.0355 f088b5ae 4.0355
25 164e8c96 0.3742 164e8c96 0.3742
26 bd29cd3 0.1984 bd29cd3 0.1984
27 b3f9193c 3.0194 b3f9193c 3.0194
28 4371ac92 1.1315 4371ac92 1.1315
29 e9dbc3c8 3.9235 e9dbc3c8 3.9235
30 54f2cflb 1.4252 54f2cflb 1.4252
31 e7bd627 0.2430 e7bd627 0.2430
32 ad7a7ab5 2.7595 ad7a7ab5 2.7595
33 9641495 0.1576 9641495 0.1576
34 c2f6db8e 3.2710 c2f6db8e 3.2710
35 25fdda9 0.0398 25fdda9 0.0398
36 8187771c 2.1731 8187771c 2.1731
37 32f1fac9 0.8547 32f1fac9 0.8547
38 f072147 0.2521 f072147 0.2521
39 d5fa2cee 3.5899 d5fa2cee 3.5899
40 547d5bf2 1.4175 547d5bf2 1.4175
4.3. Output of LIM. This section presents computed output values of LIM obtained from hisbgram

data taken from di erent extended Kummer surface. The values of LIM for data used in extended Kummer
surface 1 is given in Table 4.7, the diagrams showing histograms for rst \e values (set 1) and last ve values
(set 2) of Table 4.7 are given in Fig.4.9 and Fig.4.10. The computed values of LIMdf surface 1 are depicted
in Fig. 4.11. The algorithm of LIM is presented in [10].
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Fig. 4.7 . Output points of new key expansion (stage 7)

Fig. 4.8 . Output points of new key expansion (stage 8)

Table 4.6
Output of stage 1, stage 2 and stage 3 (existing and new Key expan sion)

[ S.No. | Variable t11 (stage 1) [ Output after Rotate _word () (stage 2) [ Output after Subtitute  _word () (stage 3) |

1 09cfaf3c cf4f3c09 8a84eb01
2 1f6d7251 6d72511f 3c40d1c0
3 9eaddade ad4ade9e 49d62fb

4 5bef35eb ef35eb5b adf96e939
5 fe58a041 58a041fe 6ae083bb
6 f088b5ae 88b5aef0 c4d5e48c
7 4371ac92 71ac9243 a3914fla
8 ad47a7abb 7a7ab5a4 dadad549
9 8187771c81 87771c81 17f5acc

10 547d5bf2 7d5bf254 398920

As given in Table 4.7, Step 1 denotes Histogram Data (step 1), Step 3 denotesofed Data computed in
the Algorithm (step 3), and Cval(LIM) denotes Computed value of LIM. The val ues of LIM for data used in
extended Kummer surface 2 are 0.3451010 and 0.477174 for two di erent sample dataipts. Same values of
LIM is obtained for surface 3.
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Fig. 4.9 . Histogram data used in LIM algorithm (surface 1) (set 1 data)

Fig. 4.10 . Histogram data used in LIM algorithm (surface 1) (set 2 data)

Fig. 4.11 . Computed values of LIM (surface 1)
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Table 4.7
Output of LIM (surface 1)

S.No.| Step1l Step 3 Cval(LIM)
1 6.797 | 16.080608| 0.361209
19.4924 | 46.115883
20.9641 | 49.597691
34.8777 | 82.51503
42.2683 100
2 71.05 | 34.649258| 0.394425
82.164 | 40.069271
168.2817| 82.06665
195.0867| 95.138763
205.0549 100

179

Fig. 4.12 . Comparison of average values of N Blocks (LIM) for di erent surf  aces)

4.3.1. Importance of computed values of LIM. An encrypting method, which has randomly dis-
tributed cipher texts inside the group of text used while encrypting, would be classied as a potential nice
method encrypting. A computed value of LIM, that is, close to a value of 05 is an indication of randomly
distributed [10]. Moreover, a drift from this value, signi cance occurrence of a kind of pattern in the cipher
text [10]. The average values shown in Fig. 4.12 signi es that all the threesurfaces are di erent, and there is a
possibility of occurrence of a pattern, because these values driftom the value of 0.5.

5. Conclusion. This paper has a secure structure which contains mainly two aspectsf a cryptographic
system. Firstly, a scheme comprising of newly added point {s) in the kummer surface and then how this
information inclusion could be utilized for a machine-learning algorithm in selecting an appropriate surface.
Here, the selection of a particular surface based on a machine learning¢hnique is provided. The work based
on kummer surfaces and building a Fast Di e-Hellman protocol is previously given in earlier papers. The
focus of the proposed scheme is to enhance the security of the abowveentioned work by selecting an additional
point (us) on the surface. Later, selection of multiple surfaces using NSGA Il a@orithm is given. Secondly, an
encryption based on AES is taken. A new scheme for generating modi eddy-expansion in AES algorithm is
described. The scheme builds a content-matrix using frequenes of di erent categories in the input message.
Next, optimized values of the entries are chosen by running classicdlagrangian multiplier method. The se-
lected entries are utilized in the modi ed key-expansion algorithm. Lastly, a brief overview of LIM index is given.

Acknowledgement: This publication is an outcome of the R & D work under taken project under the
Visvesarvaraya PhD Scheme of Ministry of Electronics and IT, Goverment of India, being implemented by the
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Abstract. Researchers and enterprise networks are extensively adopting Sof tware De ned Networking (SDN) due to its
feature of decoupling data and control planes from network device s which enable them to implement new networking ideas to
solve networking issues like the lack of security. Communicat ion between data and control planes in SDN faces various security
issues where many users in data plane approach controller device in control plane to gain networking policies. In this paper, we
proposed an e cient Zero-knowledge proof based identi cation scheme for securing the SDN controller during data and control
plane communication. This scheme ensures that only users who p rove their knowledge about secrecy without revealing the actua |
secret or any other information about it can communicate with t  he controller. The computation cost, communication cost and
storage overhead analysis are discussed along with the security analysis to validate the e ciency of the proposed work.
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AMS subject classi cations. 68M12

1. Introduction. Software De ned Networking (SDN) is one of the most important networking topics
discussed in recent years [1]. SDN is de ned in the article of Opemetwork Foundation (ONF) [2] as: In
the SDN architecture, the control and data planes are decoupled, Netwdx intelligence and state are logically
centralized, and the underlying network infrastructure is abstracted from the applications. The Idea of SDN
is to separate the control plane from the data plane in network devices.Control plane manages the network
policies and has a wide view of the whole network, where the data planeflows the rules and policies sat up by
control plane such as packet forwarding policies [3]. The architecturef SDN contents of 3 layers, Application
layer, Control layer and the Infrastructure layer. The application layer contains the network applications
like network management applications and business applications, and it@ammunicates with the control layer
through northbound APIs. Control layer contains the brain of the network (the controller) which has the
complete ability of network management and runs the Network Operating Sytem (NOS). Infrastructure layer
contains the switching devices. Switching devices are respoiié to forward the network packets from Source
to destination as per controller decisions and communicate with controllayer through southbound APIs. The
architecture of SDN illustrated in Figure 1.1. SDN came in to picture to overcome the complexity of the
traditional network and to add some new features which facilitate netwok innovations. These features are
explained in Table 1.1 and as follows:

i. Centralization: It is one of the SDN features that ease the deploymat of new policies and applications
among network devices. It also mitigates the complexity of network manageent which is not there in a
traditional network, i.e. No central point of management. In SDN, the controller is the networking device
runs NOS. NOS is responsible for managing and controlling the centralizé devices like controller. The
controller is responsible for managing the SDN network and has the full kowledge about every device in
the network as it is a centralized management point [4].

ii. Scalability: It is an SDN feature that allows the network to have a massive number of devices and enable
the network to add a new number of devices into the network as per netork needs. Distributed controllers
are used to scale up the network and make the network highly available [5]

iii. Heterogeneity: SDN network allows a di erent type of networks to communicate with each other as per
controller decisions. The controller is responsible for this commuigation as it can manage heterogeneous
networks working with di erent routing protocols. Applications and d evices from di erent platforms also
can communicate and exchange services among each other in an SDN network. [6]

iv. Programmability: SDN simpli es the network management and innovation by the feature of programma-
bility. Programmability allows the controller to program new rules and d eploy them into data plane devices
in order of network stability. The third parties can simply program and e xecute their business applications
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Fig. 1.1 . SDN Architecture

Table 1.1

Di erence between SDN and traditional network

Feature SDN Network Traditional Network
Centralization Yes No
Scalability Yes No
Heterogeneity Yes No
Programmability Yes No

in SDN environment. Researchers and network developers use the ggrammability feature to implement

their new ideas and innovations [7, 8].

OpenFlow is a standard networking protocol used to communicate bet@en control and data planes through
southbound APIs in SDN. OpenFlow standard has various versions like 1.0.¢9], 1.1.0 [10], 1.2.0 [11], 1.3.0
[12], 1.4.0 [13] and 1.5.0 [14]. OpenFlow-Con guration (OF-CONFIG) protocol isproposed by ONF [15] as
a con guration protocol. The controller device which works with the OpenFlow protocol called OpenFlow
controller. OpenFlow controller can add or remove entries in the owtable of the OpenFlow switch. The switch
which works with OpenFlow protocol is called OpenFlow switch. OpenFlow switch contains two parts described

in [16] as follows:

i. A ow table: Every OpenFlow switch has a ow table. Each entry of

decided by the controller.

ow table is associated with an action
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ii. A secure channel: It is a communication channel that connects beteen OpenFlow switch and controller.
It allows commands and packets pass through it using OpenFlow protocol.

The communication between control plane device (controller) and data fane devices (switches) must be secured
as many commands and packets are sent between them. The importance of seity in this case is to ensure
the integrity of these commends and packets from being modi ed by thrd party. These commands and packets
contain sensitive rules and policies of the network generated by theantroller to be placed in switch's ow table
entries. If these commands and packets manipulated, many changes mayaur to the network and may the
controller will not have the full control on switches. Hackers may alsochange these commands and packets to
gain access to the controller. In this case, the hackers can control thehele network and disable some services.
In the rest of this paper, we provide the related work in Section 2. The background and motivation are explained
in Section 3. Section 4 talks about the proposed scheme along with its phas. We discussed the result of the
proposed scheme in Section 5. Then we conclude this paper in the lastcti®n.

2. Related Work.  Security between data and control planes in SDN is one of the major asp&sthat
researchers and network administrators give much e ort to ensure itse ciency. This e ort aims to make robust
authentication between network users in data plane and controller deice in the control plane in order to manage
the performance of the network and allow di erent applications take place in SDN environment securely. Many
of researches have been conducted regarding this issue and they arefakow:

Osamah et al. [17] investigated the security threats occur on the SDN cdrol channel by the Denial
of service attack (DoS), then they evaluated the impact DoS attack by sinulating a DoS attack against the
controller device. They used the controller benchmarking (cberic) [18] as a tool to calculate and evaluate
the performance of the SDN controller during normal operation (NO). After investigation and evaluation,
they proposed a lightweight information hiding mechanism to avoid threats on SDN control channel. This
authentication mechanism obscures the sensitive information from bieg revealed using information hiding
algorithm, unlike the cryptography mechanisms which mingle the sengive data. Finally, they suggested various
recommendation to enhance the security of the proposed mechanism.

Mengmeng et al.[19] aimed to develop a security solution technique tguarantee the integrity of SDN ow
rules. The authors analyzed the previous techniques which protecand control the SDN ow rules and then
designed a PERM-GUARD. PERM-GUARD is a scheme for managing permissions anduthenticating the ow
rules in the SDN network. This scheme adds some components and furichs to SDN architecture as follows:

i. ldentity-based signature module
ii. Security center
iii. Application zone
iv. Manage the generation process of ow rules permissions for the valiépplications.
v. Verify the ow rules validity.
vi. Authenticate the identities of the applications which generate ow rules insertion requests.
vii. Monitor the anomalous behaviors in SDN network conducted by malicbus applications.

Then authors analyze, simulate and evaluate the proposed scheme by extding the Floodlight controller
source code to support the functionality of PERM-GUARD.

Yustus et al. [20] proposed Northbound API security scheme to ensure th secure implementation of the
REST NBI in SD controller, the scheme is designed to support the authatication and authorization and to
capable to respond two questions:

i. Who are you?
i. Do you have permission to access this network?

This scheme is using a token-based authentication and authorization prcess. The scheme was designed
based on the OAuth 2.0 protocol [21].

Diogo et al. [22] proposed AuthFlow mechanism to guarantee the security beteen the hosts and servers
in the SDN environment. This mechanism uses layer 2 protocols for ahentication procedure. AuthFlow uses
RADIUS authentication server which veri es the authenticity betwe en the hosts and servers. The messages
which are being sent between the RADIUS server and hosts are encapsitied by Extensible Authentication
Protocol (EAP). To translate these messages from IEEE 802.1X to RADIUS packet is the responsibility of the
authenticator server.
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Hamza et al. [23] demonstrated the SDN OpenFlow controller security isues. They associated every security
issue with existing countermeasures along with the description ofthese countermeasures. This demonstration
concentrated to cover the security threats which may make the nework service unavailable like DoS attack
and some other attacks like (host hijacking attack, tampering attack, spa ng attack and man-in-the-middle
attack). This research helps for further research to enhance the sadty of SDN OpenFlow controller.

Hong et al. [24] proposed host location hijacking attack and link fabrication attack which are attacking
the OpenFlow network topology. The Floodlight controller is used to validate these two attacks. Mininet
2.0 simulation [25] is also used to demonstrate the topology of SDN network. fiese two attacks successfully
poisoned the SDN topology. Therefore, the authors proposed TopoGuard sedty extension for SDN network
topology using Floodlight controller. This extension protects the netwvork from network poisoning attack.

3. Background and Motivation. To solve the issues of controller security, we used Zero- knowledge
proof (ZKP). It is also known as Zero-Knowledge Protocol. It is a method occurs between two parties A and
B where A is (the prover) tries to proof to B (the veri er) that he knows the secret X without exposing any
other information about the secret or the secret itself. The proof praedure in ZKP is just knowledge about
Knowledge, i.e. A will convince B that he knows the secret, B willbe entirely con dent that secret is true
but will not learn anything as a result about this procedure, in this case, B gets zero-knowledge. Goldwasser,
Micali and Racko introduced ZKP in [26]. To state that, the proving pr ocedure is a ZKP, it must satisfy three
properties:

i. Completeness: If the secret is true, the veri er will be coninced by the prover. Both prover and veri er
must be honest and follow the protocol.
ii. Soundness: If the secret is false, the fake rover must not corntce the honest veri er that, the secret is
right.
iii. Zero-knowledge: If the secret is true, the veri er will learn nothing other than that, the secret is true.
The steps of ZKP occurs as follows: We assume that, there i& prover and B veri er, A wants to prove to B
that he knows the secrekwherey = g* without informing B what exact x is.
i. A generates a random numbewr and calculatesk = g and sends k toB.
ii. B generates a random number as a challenge and sends it té\.
iii. A calculatesr = v cx and sends it toB.
iv. B veriest= ¢ y°if they are equal, then A is veri ed.

ZKP is the proof which revealed no information apart of the validity of th e secret which the veri er demands
the prover to proof. ZKP guarantees a high-level security protocol egardless of what veri er does, he will not
learn any other information about the secret of the prover.

4. Proposed Scheme. The proposed scheme main concern is to secure the controller devioethe SDN
network from being accessed by malicious users. These malicious uséry to control the whole SDN network,
disable some services or shut the controller down by sending malmis requests to the controller. To protect
the controller from this kind of malicious users, we preferred to usean identi cation scheme, so the user has
to identify himself to the controller but not as a traditional way by s ending his password in every attempt of
login. The way we prefer is to let the user convince the controller hat he knows the password without revealing
the password itself or any partial information about it and prove that he is the real user. We utilized the ZKP
identi cation scheme proposed by Feige, Fait and Shamir in [27] to imprae the security of SDN controller
against fake users. In this scheme, the user does not need to send lpassword in every login attempt where he
has to prove that he knows the secret which controller has without re@ealing the actual secret or any information
related to it. Three signi cant elements used in this scheme:

i. The controller: the veri er.
ii. The user: the prover.
iii. The Authentication Server: the trusted center which generates modulusn as a secret and has all usefs
passwords andn numbers.

The user and controller have to agree on modulus which is a product of two prime numbers, but no one
will know the factorization of it. The module n will be assigned to both the user and the controller by the
trusted center (the authentication server). After assigning the module nto both parties, the user has to prove
to the controller that he knows the password without exposing the passwrd itself. Thus both parties have
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to follow some steps to satisfy the ZKP. We divided these steps ito four phases, User key generation phase,
Registration, Login and Authentication phases.

4.1. User key-generation phase. In this phase, the user has to generate public and private keys as
follows:

i. The user generatesS random numbersSy,.....,S¢ in Z,.
ii. The user generatesl; randomly and independently as 1532 (mod n).
iii. The user publishes| = 14,.....,Ix as public keys and keeps = S;,.....,Scas private keys.

4.2. Registration Phase. In this phase, the user has to create his credentials and register imself in SDN
network to connect to the controller and get the network policies and rdes from it, see Figure 4.1. Therefore,
the user has to perform the following steps:

i. The user creates a uselD (IDu) , user password(PW) and public key | send them along with user IP
address(IPu) to the controller as a registration request|D (//h(PW)// 1P/l 1;whereh is a hash function
to encrypt the password.

ii. The controller will forward the registration request to the authe ntication server to record user credential in
the database.

iii. Authentication server stores the user credentials in its datakase and generates the modulus (a product of
two prime numbers) (n = p ) wheren is considered as a secret and assign it to both user and controller.

Now, the user is registered in SDN network and has to login into it.

Fig. 4.1 . Registration Phase

4.3. Login phase. In this phase, the user will try to login into SDN network by sending the controller a
login request, see Figure 4.2. The user will not send the actual passwoidstead he will use ZKP to prove his
identity, and this occurs as the following steps:

1. The user chooses a random numb& and calculatesX = R? (mod n) then sendsX to the controller.
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2. The controller selects random numbers as Boolean vectoh; = (Agy,.....,Ax ) and sends them to the
user as challenges. Q
3. The user calculates the value off = R =~ A;=; S;(mod n) and sends Y to the controller.
Step 3 should be repeated in t iterations depends on the number of cHahges in boolean vector A4,.....,Ak).
Suppose the controller sent 3 challenges in the boolean vector asg\{; A,; Az then the number of iteration in
step 3 will '?f t=3. So the user should calculate this step 3 times as:
i.Y= RQ A1=1 S1 (mod n)
i. Y=R Aol S (mod n)
iii. Y=R Asz=1 S3 (mod n)
where S;; Sp; Sz will be 3 private keys of the user.

Fig. 4.2 . Login Phase

Now, the user is waiting to the controller to accept his proof of idenity to start the communication and
exchange packets between them.

4.4. Identi cation phase. In this phase, the controller identi es the user proof of identity to allow him
to send and re@aive the packets, see Figure 4.3. The identi cation sp occurs as follow:
i. X = Y2T Aj1; (mod n) The identi cation step must be repeated in t iterations to accept the user

proof of identity. The identi cation iterations are decided by the n umber of challenges in boolean vector

(Aq,.....,Ax) sent by the controller as we assumed that in login phase, the numbers ahallenges are 3, then

the numb% of the veri cation iterations t will be t =3 and the calculation will be as follow:

i. X Y2 Q Ai=1l1 (mod n)
ii. X = Y23 A1l (mod n)
iv. X = Y27 Az 13 (mod n)
where (11;12;13 ) will be 3 public keys of the user.

The controller accepts the user proof of identity if and only if the identi cation step is performed successfully
in all t iterations otherwise the user proof of identity will be rejected. If the controller accepts the users request,
then the policies will be installed as entries into the ow table of the switch. Therefore the user will be able
to communicate with network resources and other devices in SDN netark. If the controller rejects the users
request, the user has to repeat the operation of login phase again with corce evidence.
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Fig. 4.3 . Identi cation phase

5. Result Discussion. In this section, the following parameters are used to evaluate the eciency of the
proposed scheme.

5.1. Computation Cost, Communication Cost and Storage Overhead Analysis. The primary
goal of the proposed scheme is to reduce the overall computation cost, conumication cost and storage overhead
associated with the prover (user) and veri er (controller). To make the proposed scheme in practical use, the
Table 5.2 along with notations Table 5.1, show that this scheme is an e ciert scheme in term of computation
cost communication cost and storage overhead for SDN environment

Table 5.1
Notations of Table 5.2

Symbol Description

e Exponent

m Multiplication

mod Modulus

Table 5.2
Computation cost, communication cost and storage overhead of login and identi cation phases
Phase Computation Cost Communication Cost/bit Storage Overhead/bit
Login phase le+2m + 2mod
Identi cation phase 3e+2m + 1 mod 2689 2560

Many aspects must be taken into consideration to identify the e ciency of any identi cation scheme such
as computation cost, communication cost and storage overhead. We mainly conceate on the login and
identi cation phases. These two phases are considered the major pastof the identi cation mechanism in this
proposed scheme, and they are frequently executed as compared to othghases. Without loss of generality,
the parameters (R,l,S,A) are considered to be 128-bit while then is 1024-bit long. The computation cost
is calculated according to how many mathematical operations occurred b&teen user and controller sides in
both login and identi cation phases. The communication cost focuses on te number of the bits are being sent
between the user and controller in both login and identi cation phases. The calculation of the storage overhead
occurs according to how many bits are the user and controller store inHeir devices. The parameteréR,|,S,n)
are stored in the user side device, whe(@,n) are stored in the controller side. The calculation of computational
cost, communication cost and storage overhead in Table 5.2 is considered fone-time identi cation iteration.

5.2. Security Analysis.  The proposed scheme is e cient to avoid various types of attacks as hostm-
personate attack, DoS attack and Man-in-the-middle attack due to its robust security mechanism of identifying
the real users and invisibility of user credentials as well.

5.2.1. Host Impersonation Attack and Man-in-the-middle Attack. The proposed scheme can pre-
vent the host impersonation attack as well as the man-in-the-middle atack by allowing the user to send his
credential ID ,//h(PW)// 1P/l |; to the controller only once and that is in registration face. In the login phase,
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the user will sendX = R? (mod n) to the controller whereX changes in every attempt of login according to
the secretn sent by the authentication server to both user and controller. In this case, the attacker cannot hack
a consisteniX to impersonate the host to communicate the controller for subversivereasons.

5.2.2. DoS Attack. In the case of a DoS attack, the hacker will try to gain control over the contoller
to suspend some service or make the whole network unavailable. The gposed scheme prevents the issues of
DoS attack by instructing the controller to verify whether the user knows the secret or not. If the user proofs
that he knows the secret muItipI@times (which is a guarantee that he user is not a hacker) as mentioned in
identi cation phase as X = Y? (Aj=1)!l; (mod n), then the user is able to communicate the controller.

6. Conclusion. The security enhancement of SDN has been taken seriously by resehsrs and enterprise
networks in recent years especially the security between contrahnd data planes. The users in the data plane
have to prove their identity to the controller to gain access to it and get networking policies. In this paper,
we presented the security features of the ZKP protocol and how the wer identity proceed and proved. Then
we proposed an e cient ZKP based identi cation scheme for securing $N. This scheme guarantees that only
real users can connect to the SDN controller. We also discussed themputation cost communication cost and
storage overhead analysis to validate the e ciency of our proposed schemalong with security analysis.
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